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PRREPARATORY QUESTIONNAIRE OF SIXTH MEETING OF THE
WORKING GROUP O ER«{CRIME

LLEGISLATION

i

l

}.1 Has you conntry adopred laws o prevent, investigate, and punish eyber-ctime? Yes
Ifuplmeﬁmmdmdmucopywefuab!ydmdﬁoﬂmahm:mammm

attnched mL
The Following types of Cyber-crime has been ctimi uzld (Please se sttached)
> Megalacees
o  Tilegal interception
s  Dats interfercace
v  System interference
» Misuze of devices
¢ Compnter related forgery
*  Computer related fraad
» Child pornography
* Offcaces related ummmwm.rnewmm

Z Hymwmyhsuﬁnﬁuliudmofthcubwetmd briefly mention the results
that have been obained in that regard, such as judicd pr:edinmmdmkmmlth&r

Qutconte:

[Offence Person Chatged Court Results
Tiegal Access Yes Pending
[Misusc Devics Yes Peading
"Child Pomography Yes Pending
?ompmm Framd Yes Pending
"System imerference Yes Guily

3, If your country hes nmcnmalmdmof‘thajabo copduct please mention what
nepsifnny.hhcsukegtodoso: (They were )

!
4. Have your country adopted substantive of procedimal legislation or any other necessary
meaturcs to ¢nable it to obtain ad preserve evidence in [electrenic form of any criminal
offence? Yes
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If =0 kindly provide a bricf description of the previous atid/or other meatures in place in
thet regard togcther with a copy, prefmblyzkc:I‘lﬁ Hereof Onr Computer Misuse
Act, Evidenice and Procedure Code. Pleags see hed

5. Has your country adopted substentive or procddural
measures o enable the admissibility in eriminald § 1
evidepee in electronic form? Yes

If 20 kindly provide a bitief description of the previous spd/or other oessures in place in
i
theet regard together with & copy, preferably i
Act.EvidenmuI:dPromlunCvde.l’hume
|
6. Has your country adopted substantive or 7
measqres whereby its competent avthorities can?
5) Orderlpfersonlnitstmiwrytopmvide' midon in the possession or control
which is stored in a compirter systexn of 9 comyputer-data medium? Yes
b) Order a service provider (.5, @ ISP) offering itsiservices in ts territory to release
sabscriber infonnaﬁoninitsposmiunorcl)mo relating to such services? Yes

2 50, kindly provide a brief description of the provisions and/or otber messures in plesse
in tht regaed,together witha copy, prefersbly leckroniq thereof
L. Computer Misuse Act
2. Letter of request from the Commibryions

Has your country:edopted substentive or procedural Jegiglation or the necessary roeasures
whershy its competent authozities can?

2) Seize, confiscate ar atiach computer systems or memdahmagemadin?
Yes

b) Copy and keep the computer data wocessed? Yes
¢) Muintoin the imeprity of the mmdcmpuwrd.ln? Vs

4) Render inacoessible or remove the data in the system? Yes

If 50, kindly provide a brief description of the p:oﬁsiwf and/or othey measares in please
in that regard, together with a copy, preferably ela:rmni thereof:
i. Computer Misnse Act,
2. Repsovable storapcs
3. Hard drive imaging
4. Utiity Software
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Husymuemmtyadnpmdsuhsmﬂveor leg:slsdunoro&unmmy
mensures whereby its competent authorities can ol mdmmptnﬁcandoom:
daty of specified commumicetions transmitied in hs via computer systems?

No

If s0. kindly provide a bricf deseription of the
in that regard, together with a copy, preferably ol

and/or other maegsures o please

investigation and prosecution of computer crimes? Yes
If 50, plense supply the following infocmation:

- Name of the uhit or agency Cyber ¢ Unit Royal Bahamas Police
- Institation to whith it reports:
«  Contws information
Nuge of conract
Address
Telephonc(s)
E-mail address
myommmbwwwmummcwmm
and prosecurion of computer crimes? Ne

What mennures your covetry sdopted <o strenpthen relations between the authorities
mom‘bqutﬂ:ehwﬁgaﬁmmdpfwmlﬁmofc)mhmmdhpﬂm
sectol, especially compantes that provide ion and communication technology
wﬁashpuﬁaﬂumﬁnum?
s Investigation and presecution are thejsame agenoy.
» Through good relations information i obtain with all the red tape,
however the peocssary docursent

INTERNATIONAL COOPERATION

MﬁnsmeommdedmmemmﬂofwﬁmpeCWﬁnanﬂaoﬁme?
No .
If not has your country considered application of the privciples contained in that
Convention? Yes () No ()
If 30, please describe what that consideratien has entailed:

32 Has your country jeincd the G8 24/7 High Tech Crimes Network? No
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If 50, please describe thosc steps:

Has your country adopted laws or other meammes tiat enshle processing of
request for mutual assistance from other’ which, in cenformity with thelr
domestic laws, have the powet o investigate or prosccute tompaner crimes? Yee

If 50, kindly provide a brief deseription of the provistons and/or other measures in
place n thet regand, together with a copy, electrapic thereof: The
Babamas hes 3 Mutaal Legal Agreement ( MLAT) with the Uniied
States of America, please see copies attach

3.3 Has your country adopted laws or other measures that enable proccssing of
request for mutmal assistanee from other for the purpase of obtaining
evidesee in electronic form md taking other steps arcessary to facflitate the
investigation, ot prosscutian of comper cri

If 5o, londly provide 2 brief description of
place in that regaed, together with a copy,
Bahamas has 3 Mutual Lopal Agreement
States of Amevics, please oo capies stiach

provisiops aod/or other mensures in
refersbly electronic thereof The
resty ( MLAY) with the United

3.4 Has your government presemed or recefved for purtusl axxictgnes for the
investigation of prosecution of computer ctitses or for the purpose of obtaining
evidence in efectroni¢ form wnd teking other steps necessary o fcilitue the
investigation of presecution of computer citnes? Yes

If so, please indicate the mumber of request presented and/ or recsived md the
status of those requests: Unknown st this time,

v. Trainiog
4.1. Does your country provide taining & low roéuient personns] on computer
crimes aod the coliestion of elegronic evidenoe?| No

If so, please provide a drief description on the type of taining and number of

4.2. Docs your country provide training to pro on edtrputer crhmes apd the
collection of ejectronic evidence? No i
If s0, plcasc provide a brief description on the type of training and oumber of
personne] mained: . 4

|

|
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v Goals .

43, Regarding your country's efforts % provide taining on investigating and
ptmcuﬁngcﬁmesinvolvingopmpmardmmﬂmem'bcm
Wy‘smﬂsﬁr&anﬂMmpﬂﬁemyMﬁmbaﬁm
those goals:

44, Has yotr country sent officials o presented by the Working Group

on Cyder-crime? Yes
If so, please provide s brief description of who has perticipated in these

workshops, whether the wodksheps have proyided weefyl training, md how the
participants have applied this training in their wark:

4.5. Pleuep:mddcmﬁmdﬁmon most important topict related 10

computer erime and electronic cvidence thatisheuld be incorporated into Werking
Group Workshops for the next two years:

4.6, 'Within the mandatas of the REMJA, p!u!scpmvidemvmdaﬁmonhuw
the Working Group oo Cybetecrime con best assist your country in devcioping or
enbancing it's ability to address erimes invelving computers and the intermes:

INFORMATION ON THE OFFICIAL MME FOR COMFLETION OF
THIS QUESTIONKNAIRE
Please provide the following information:

(a) State: '

(5) The cfficial to be consulted regarding the Tekponisés  the questionnaire js:

(YMr.:

(YMs:_

Titfe/positon:

Ageocy! offies:

Address:

Trlcphone mumber:

Fax number:
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