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PROLOGUE
United Nations Security Council resolution 1540 (2004) is an important tool in addressing the threat to
international peace and security posed by the proliferation of weapons of mass destruction by non-state
actors. This threat is constantly evolving and varies from region to region, from country to country, and
also is related to advancements in science, technology and international trade and commerce. These
advancements, which have facilitated international trade and our daily lives, bring with them increased
security risks. In the same vein, events such as the current Covid-19 pandemic have transformed and
affected not only our way of working and the movement of goods and people from one country to another,
but also the type of security threats we face.
In light of this, the Organization of American States, Inter-American Committee against Terrorism, has
worked together with our strategic partners, the UN Security Council,1540 Committee and its Group
of Experts; the United Nations Office for Disarmament Affairs (UNODA); the Stimson Center and other
specialized organizations on this initiative. Together these entities have collaborated through CICTE’s 1540
Implementation program, to raise awareness and strengthen capacities to implement this resolution in the
Americas and establish a regional framework for cooperation, as no country can confront this threat alone.
One of the fundamental pillars on which the success of any effort in this area rests is, as resolution 1540
itself indicates, the engagement of all relevant sectors at the national level. This means that the efforts
required by States to meet their 1540 obligations must involve civil society, primarily industry and other
key operators linked to strategic trade. Thanks to the generous contribution of the government of the
United States of America, through its Export Control and Border Security Program (EXBS) of the Bureau of
International Security and Nonproliferation, CICTE was able to implement a successful project in Panama
and the Dominican Republic. These two OAS Member States committed to work with CICTE to prevent and
counter terrorism through the adoption of measures aimed at preventing the proliferation of weapons of
mass destruction.
I extend my thanks to the experts who have collaborated on this project and without whose contributions
it would not have been possible to achieve the results set out in this publication. Initiatives such as this
one is a testament to the OAS’s strong institutional support to promoting international disarmament and
non-proliferation efforts and our commitment to improving their effectiveness in the region.

Alison August Treppel

Executive Secretary
Inter-American Committee against Terrorism
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INTRODUCTION
This report, prepared by the Inter American Committee against Terrorism (CICTE), summarizes the results of
a project entitled “Strengthening Strategic Trade Regimes in Latin America and the Caribbean (Phase 1)”,
which focuses on implementation of United Nations Security Council resolution 1540 (2004). The initiative
was funded by the U.S. State Department’s EXBS Program (Export Control and Related Border Security)
(2020-2021).
Part One of this publication explains the conceptual and normative bases of a model strategic export control
system designed to prevent the proliferation of weapons of mass destruction, particularly when non-state
actors are involved. More awareness about these issues is needed in both the public and private sectors. In
recent decades CICTE has helped to identify the main obstacles that states often encounter when seeking
to fulfill international commitments and standards, as well as identifying good practices that have proven
to be effective in overcoming each of the hurdles identified.
In Part Two, we will give an outline of certain legislative support and capacity building activities provided to
Panama and the Dominican Republic in 2020-2021. This section will serve to illustrate through a practical
case the challenges faced by states seeking to improve their implementation efforts as well as highlighting
possible ways of overcoming those obstacles should the state be willing and committed.
The hope is that this document might serve as a basis for expanding programming in the future on these
issues. It is also hoped that similar initiatives will be designed and undertaken in other countries of the
region that might be interested in improving their strategic trade systems by bringing them into alignment
with current international standards.
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PART ONE

THE FOUNDATIONS OF A STRONG
STRATEGIC TRADE CONTROL
SYSTEM AND THE BENEFITS OF
STRENGTHENING IT

Based on the 2030 Agenda and the UN sustainable development goals, states have reaffirmed
their commitment to promote international security and address the multiple risks that can
impact human life. Implementation of a robust strategic trade regime is one way that countries
can contribute to reducing some of the current challenges that are faced both at the national,
regional and global levels.
Taking into account that the risks are universal and that any local systemic weakness can harm
all countries, the efforts made by each State are essential to ensure a safer world, free from the
threat of unconventional weapons capable of destabilizing the international system.
Achieving this goal, however, is not an easy task. In the case of Latin America, as in other parts of
the planet, weak domestic systems for controlling strategic trade increase the risk of proliferation
of weapons of mass destruction in Latin America. Poor controls can also trigger national and
regional destabilization and encourage carelessness in transfers of weapons. Although the
international community has adopted standards designed to mitigate these problems, all
countries need assistance to effectively abide by and implement these measures. Here we will
discuss the fundamentals of the multilateral regime in place to address and counter these risks,
as well as the challenges and obstacles faces.
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What are strategic goods?
Strategic goods are defined as materials, equipment, and technology covered by multilateral treaties and
agreements, or included on national control lists, and which can be used to design, develop, produce, or
deploy nuclear, chemical, and biological weapons and their means of delivery. In defining them, the nature
and function of these goods must be taken into account. Strategic goods can be for civilian or military
purposes and cover not only tangible goods, but also intangible goods and technology.

What is a strategic trade control system?
An effective strategic trade control system helps to prevent (or curb) the proliferation of weapons of mass
destruction (WMD) by detecting, deterring, and disrupting illegal shipments and diversions of controlled
goods (strategic goods).
This kind of control should not be confused with other goods controls driven by other equally valid reasons,
among them measures to address, for example, supply shortages, endangered species, or health concerns.
Given the specificities of the risks entailed in proliferation, it is not sufficient to regulate strategic trade
simply by implementing trade controls used in other sectors. Rather specific control measures must be
developed to address these unique risks.
An effective strategic trade control system should not hinder business transfers: to the contrary, it should
be designed to allow traders to operate within a framework of security and confidence that gives them
international recognition.

Why is ensuring effective control important?
Goods (materials and technologies) that could be used by illicit actors to develop weapons of mass
destruction must be controlled as a preemptive measure because:
Æ any country could become a target of WMD.

15

Æ any country’s territory could be used as a triangulation point or for transfers from proliferating
countries or organizations.
Æ any country with weak controls could unintentionally contribute to proliferation.
proliferation networks exploit the regulatory and institutional weaknesses in certain countries in
order to achieve their ends.

As a consequence, an effective strategic trade control system has
multiple benefits:
In a modern economy, it facilitates sound, secure, and
reliable trade.
It helps to protect the reputation of responsible trade
operators.
It helps to identify and raise alerts regarding suspicious
procurement/transfer attempts or concerns.

16
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What is the international regulatory framework for this
issue?
In the arena of international law, there are numerous treaties governing global and regional security. By
their legal nature, these treaties establish rights and obligations for all states that have ratified them (i.e.,
have expressed their consent to the provisions being applied to them). Some of these instruments are
aimed at combating certain types of activities related to transnational terrorism; others are concerned with
prohibiting the development, transfer, and use of non-conventional weapons.

INTERNATIONAL TERRORISM
As regards to international terrorism – which the United Nations Security Council has specifically cited as
a threat to international peace and security – there is currently no legal instrument that is universal and
sets out a single definition of the activity or defines a uniform global treatment. Nevertheless, there are
numerous treaties specifically dealing with various aspects of terrorism:
Æ International Convention for the Suppression of Terrorist Bombings (1997)
Æ International Convention for the Suppression of the Financing of Terrorism (1999)
Æ Convention on the Physical Protection of Nuclear Material (1980) and its 2005 Amendment
Æ 2005 Protocol to the Convention for the Suppression of Unlawful Acts of Violence against the
Safety of Maritime Navigation (SUA Convention, 1988)
Æ 2005 Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms Located
on the Continental Shelf (1988)
Æ International Convention for the Suppression of Acts of Nuclear Terrorism (2005)
Æ Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation (Beijing
Convention, 2010)
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DISARMAMENT AND NONPROLIFERATION
There are also a number of legally binding instruments covering the regulation of arms control, under
which states have obligations. Each of these treaties relates specifically to a particular kind of weapon,
either conventional (i.e., those frequently used by state armed forces) or non-conventional (i.e., weapons
of mass destruction related to biological agents, chemical substances and nuclear material used for other
than peaceful purposes).
Although conventional weapons are in principle permitted (and hence it is legal to transfer and use them
under defined circumstances as long as they abide by the applicable principles, such as proportionality and
non-indiscriminate use), there are specific treaties that prohibit all activities involving non-conventional
weapons, in terms of their design, manufacture, transfer, stockpiling, and use.
Examples of treaties dealing with these prohibitions on weapons of mass destruction include:
Æ Geneva Protocol on Asphyxiating and Poisonous Gases (1925)
Æ Nuclear Non-Proliferation Treaty (1968)
Æ Convention on the Prohibition of Biological Weapons (1972)
Æ Convention on the Prohibition of Chemical Weapons (1993)
Æ Convention on the Prohibition of Nuclear Weapons (2017)

What does resolution 1540 (2004) establish?
To complement these existing international agreements, the United Nations Security Council adopted
unanimously Resolution 1540 on April 28, 2004. The resolution, adopted pursuant to Chapter VII of the UN
Charter, requires all UN member states to take action to counter proliferation activities and complements
the abovementioned international conventions placing a special focus on non-state actors. The resolution
also broadens the scope of activities that should be regulated and controlled and in particular it addressed
the need for states to implement effective strategic trade controls.

18
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Instruments on
international
terrorism

Res. 1540

Instruments on
non-proliferation
of weapons of
mass destruction

Briefly, the first three operative paragraphs of UNSCR (2004) include the following as the main
obligations laid down by the Security Council:

To refrain from supporting any activity

OP-1

GENERAL
OBLIGATION

OP-2

LEGISLATIVE
PROHIBITIONS

actor to engage in any of the foregoing activities.

OP-3

DOMESTIC
CONTROLS

To establish domestic controls to
prevent the proliferation of weapons of mass
destruction and related materials.

engaged in by non-state actors as related to
weapons of mass destruction and their
means of delivery.

To adopt and enforce appropriate
effective laws which prohibit any non-state

19
Accordingly, the member states are required, in accordance with their domestic procedures, to adopt
and enforce appropriate and effective laws prohibiting all non-state actors to:
×

manufacture,

×

acquire,

×

possess,

×

develop,

×

transport,

×

transfer, or

×

use

nuclear, chemical, or biological weapons and their means of delivery, in particular for terrorist purposes.
It also includes the need to criminalize attempts to engage in any of the aforementioned activities,
participating in them as an accomplice, as well as providing assistance or financing for those activities.
Steps that countries must take should also include implementing the following controls:
Border control and enforcement of laws to detect, deter, discourage, prevent and combat illicit
trafficking.
Controls of defense brokering activities.
Export control authorities, legislative and licensing frameworks.
National control lists of materials, equipment, and technology.
Controls on intangible transfers of technology.
Controls on means of delivery.
Controls based on the identification of end-uses.
Controls on transit, transshipment and re-export.
Controls on finance and services related to exports and transshipments that would contribute to
proliferation.

20
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What definitions does resolution 1540 (2004) include?
Means of delivery: missiles, rockets, and other unmanned systems that can deliver nuclear, chemical, or
biological weapons, and are specially designed for such use.

Related materials: materials, equipment, and technology covered by the pertinent multilateral treaties

and agreements, or included on domestic control lists, and which could be used for the design, development,
production, or use of nuclear, chemical, and biological weapons and their means of delivery.

Non-state actor: an individual or entity not operating with any state’s legal authority to conduct activities
that are within the scope of this resolution.

What legislative challenges do states usually encounter,
and what best practices are useful for overcoming them?
States often do not have laws, decrees, regulations, and resolutions that comprehensively cover all the
activities provided for under these key international instruments. These legislative and regulatory gaps are
very problematic because they prevent countries from having a frame of reference for them to fully meet
their obligations. To overcome this obstacle, and to fulfill resolution 1540 (2004) obligations, each country
should:
Draft and adopt clear legislation complying with current international standards, establishing the
corresponding offenses.
Define when and under what circumstances exports and import licenses will be granted.
Define authorization requirements for exporting the goods listed, including other items which may
not fall within the scope of regulated items, but which the authorities may be suspicions about in
specific cases.
Properly identify export prohibitions when reasonably required (e.g., countries under UN sanctions
system).
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Include brokerage, transit, transshipment, and transfer controls, among them technical assistance
and know-how transfer (intangible material).
Because of the special nature of these provisions, it is often difficult to properly criminalize and/or
establish administrative offenses. Legislation also must be accompanied by specific regulations to facilitate
its effective practical application, and government personnel need to be trained in order to effectively
prosecute and otherwise enforce the provisions of these laws.

Why is it important for States to have an approved list of
strategic controlled goods?
Operative Paragraph 6 of resolution 1540 (2004) recognizes the usefulness of effective national control lists
and calls for them to be created in an effort to help in prevent proliferation. The list of those controlled
substances and materials should also include intangible technology and software— which could be used
for the manufacture of a biological, chemical or nuclear weapon or as its means of delivery and should be
pre-determined beforehand and be accurate.
A comprehensive exhaustive control list need not hinder legitimate trade. In fact, contrary to what some
may believe, effective strategic trade controls help ensure commercial transactions safer and they help
creates guarantees that the state is ensuring controls at the internationally required level.
Moreover, countries should ensure lists of strategy goods are reviewed and updated regularly, given the
changing nature of the weapons and related technology. Countries also should ensure that the lists are
widely disseminated to the industrial sector (which produces and transfers these substances) and promote
efforts to have private sector be readily familiar with lists of strategy goods which are subject to control.
Each sovereign country decides the type of listing on which to base its control system. A “separate” list
by category (which is simple to draw up and update but runs the risk of duplication) or a “consolidated”
list (more complex, but unified, coherent, and more standardized) can be chosen. The European Unionapproved Council Regulation (EC) Nº 428/2009 of May 5, 2009 —which many countries around the world
have used as a basis for their own domestic regulations— is one example of a consolidated list.
As explained before, the national list of controlled materials should be as extensive as possible and should
contain a “catch all clause” which provides the country with added flexibility to control even products or
goods excluded from the list for reasons of interest. Under a catch-all clause, a country may apply its export

22

TOWARD SECURE 
STRATEGIC TRADE

control systems to goods or materials not listed provided that there are suspicions regarding the end-use of
the goods or doubts as to its destination or other concerns such as human rights considerations. The aim is
for a country to be able to broaden the scope of its control in cases where it is believed that an apparently
legitimate business transaction may conceal acts contrary to current international standards.

What challenges do the states usually encounter when
issuing licenses for strategic trade exports, and what are
useful best practices for overcoming them?
Countries interested in fulfilling their international commitments often experience problems that have
nothing to do with the regulations in force, but rather have to do with the administrative regime established
to ensure regulations on controlled material transfers are enforced. To avoid these problems, each country
must create an efficient system of export licensing procedures and practices to provide secure transfers
while avoiding unnecessary (counterproductive) red tape which could constitute an obstacle for legitimate
commercial transactions. In particular, states should:
Develop (in addition to the regulatory framework) effective, comprehensive licensing processes.
Cover all operations (including the participation of brokers).
Foster the necessary inter-agency cooperation (ministries, customs, security, and inspection
bodies).
Allow straightforward access to information about controlled goods, end-users, and end-use
certificates.
Use an approach based on risk analysis in order to evaluate the situation when assessing the
granting of each specific license.
Create systems for rapid verification of the information entered and updated databases.
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What challenges do the states usually encounter when
verifying strategic control enforcement, investigation,
and prosecution, and what are useful best practices for
overcoming them?
Even with an adequate regulatory framework and formal systems in place for exports of strategic materials,
countries often run into specific problems when it comes to ensuring that proper steps are taken to
investigate individual transactions and to follow up on situations of potential or actual risk. To deal with
these obstacles, states must therefore:
Define and actually implement appropriate compliance control procedures: verification of the
validity of certificates; identification and physical inspection of sensitive goods; and an appropriate
and uniform coding/cataloging and labeling system.
Promote effective institutional dialogue to enable investigation mechanisms to move quickly
once a suspicious case has been identified, and, eventually, to enable judicial review of a case, if
appropriate.
Raise awareness among customs and border security agents, as well as judicial officers (prosecutors,
judges), and train them to inspect and physical identify key goods.

What elements should states take into account to ensure
that a business operation is a proper transaction under
an effective sensitive export control system?
Countries must pay attention to the different steps that make up a strategic trade operation, since control
must be carried out permanently in the different stages and planned actions. States should seek to have as
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much information as possible about a specific transfer. A good risk analysis in this regard should take into
account several elements (all equally important) simultaneously:

STRATEGIC
MATERIAL

COMMERICAL
OPERATORS

DOCUMENTS
SUBMITTED

•

Inclusion of product on current lists

•

Conformity with stated purpose

•

History of its use for proliferation purposes

•

Correct product classification

•

Confirmation of actual existence and information (as
opposed to being fake names or shell companies)

•

Link to suspicious activities (connections)

•

Exporter/importer/agent background review in databases
(business history)

•

In country or region of concern for proliferation

•

Validity and completeness of certificates submitted

•

Product price appropriateness

•

Coherence and consistency of the purpose stated on
end-user certificate

Why should an effective sensitive export control system
have mechanisms for outreach to the private sector?
In Operating Paragraph 8 of resolution 1540 (2004), states are urged to establish appropriate means for
engaging with industry and the public and for furnishing them with information on these obligations.
Furthermore, UNSCR 2325 (2016) recognizes the positive role of civil society (especially industry and
academia) in ensuring “effective application” of the resolution.
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In addition to the fact these resolutions impose legal requirements on states, the obligations highlighted
above benefit countries because companies often do not understand the nature of these controls or, if they
do, they lack the trained personnel to set up effective internal compliance mechanisms. As far as academic
institutions are concerned, universities rarely focus on strategic trade controls or train their students in this
issue because of field’s pluridisciplinary nature: taking up the topic requires multidimensional study (law,
international relations, economics, foreign trade, technology, physics, chemistry, etc.).
To fulfill these commitments to disseminate the content of resolution 1540 (2004), states should:
identify relevant industries (multinational and local) and academic institutions engaged in the issue.
ensure that companies and institutions (both public and private) have outreach, education, and
collaboration mechanisms.
create permanent institutional platforms for public-private sector cooperation.
States should sensitize their business to the importance of strategic trade controls, including the fact that
implementing these regimes helps:
produce more transparent business transactions, sparing companies from the reputational and
other risks associated with contributing to an act linked to the proliferation of WMD.
brings the national private sector up to the internationally required level of compliance (competition).
helps to fight unfair competition from those who do not abide by the established obligations.
affords businesses adequate protection by the state, which can be aware of and encourage
legal operations, opening up new markets for the country’s products. This could also include tax
advantages or operational benefits.
Promote dialogue between companies and states about potential risks of listed material being
diverted.

26
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SUMMARY OF THE MAIN DOMESTIC CHALLENGES IN
IMPLEMENTING UNSCR 1540 (2004)

Legal and regulatory
framework (codes, laws,
regulations)

Authorization and licensing
procedures and practices

Compliance verification,
investigation, and
prosecution

Private sector outreach
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EXAMPLE OF EFFECTIVE INSTITUTIONAL DYNAMICS IN
STRATEGIC TRADE CONTROL
NATIONAL EXPORT
CONTROL SYSTEM

INSTITUTIONAL COMMISSION
MINISTRY OF DEFENSE

EXECUTIVE
SECRETARIAT

TECHNICAL
ADVICE
Technical bodies
(Defense, BQN, space for action
and control technology, etc.)

MINISTRY OF FOREIGN
AFFAIRS
MINISTRY OF
ECONOMY/INDUSTRY

REGULATORY
FRAMEWORK FOR
ACTION AND CONTROL
LISTS
Biological substances
Chemical substances
Nuclear materials
Missile materials
Military and
dual-purpose materials

CUSTOMS (Inspection body)

International
Conventions
(CWC, BWC, CCW, NPT)

Resolution 1540 (2004)

Multilateral export
control regimes
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PART TWO

A SUCCESS STORY OF TRAINING
AND PROVIDING LEGISLATIVE
SUPPORT IN THIS AREA: THE
CICTE PROJECT IN PANAMA AND
THE DOMINICAN REPUBLIC

Below a brief summary of CICTE’s latest program to strengthen the strategic trade control regimes
of two countries within the OAS region: Panama and the Dominican Republic. Significant progress
was made in assisting these two states to bring their legal regimes further into closer alignment with
the international standards established under resolution 1540 (2004). The project was successful
thanks to financial support from EXBS and the ongoing commitment of all partners.
The hope is that this project, which was made possible thanks to the strong support and expertise
of authorities in both countries, will serve as an example of how the region’s governments and a
regional organization such as the OAS can help promote cooperation and help enhance the security
of business operations in the region.
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Project Rationale and Background
From October 1, 2020 to September 30, 2021, the project aimed to train public and private sector
stakeholders in Panama and the Dominican Republic on reducing risks associated with proliferation of
weapons of mass destruction, associated technologies, and materials by non-state actors. The project also
focused on assisting these two states on enhancing their trade regime for sensitive goods.
The project focused on three areas:

(1) furnishing legislative assistance to further these states’ efforts to be
more compliant with international instruments and obligations;
(2) promoting outreach to the private sector, industry, and academia to
increase awareness of potential risks of proliferation; and
(3) delivering capacity building to strengthen national capacity to mitigate
and combat potential risks.
Since both countries lie at geographically crucial land and maritime border crossings, Panama and the
Dominican Republic have expressed great interest in strengthening their regimes to establish and develop
effective strategic trade control programs. The Panama Canal connecting the Pacific and Atlantic oceans is a
critical artery for international trade. But the sheer geographic scope and volume of activity in and around
the Canal renders counterterrorism and counterproliferation in Panama a significant challenge. The two
major ports on both sides of the Panama Canal handle large volumes of traffic: 403.8 million PC/UMS tons
of cargo in 2017, the highest ever, an increase directly attributed to the expansion of the Canal in 2016.
Given Panama’s location, the United States has had a longstanding key interest in securing strategic trade
controls and promoting the rule of law in that country.
Its size and location at the same time make the Dominican Republic a key country in the Caribbean.
The second largest country in the Caribbean, it lies along routes heavily used by criminal organizations
to smuggle narcotics, arms, and people, which is a shared problem throughout the region. Located just
eighty miles from Puerto Rico, the Dominican Republic being close to that U.S. territory makes it an ideal
transshipment point for illicit trade from South America to the United States.

31

As no single government on its own is adequately equipped to deal with transnational challenges of this
magnitude, Panama and the Dominican Republic have shown great determination in bolstering their control
systems. Both countries made a concerted effort to support this Project and take steps to make policies
and laws more transparent; minimize the growing threats posed by terrorism financing, drug trafficking,
organized crime activity, and illegal migration; and to press ahead with anti-corruption efforts and address
the need for proper training.
In 2019, CICTE helped facilitate a “peer review” exercise between the two countries to consider issues
related to resolution 1540 (2004). The “peer review” approach has proven highly effective, enabling
Panama and the Dominican Republic to undertake a clear and comprehensive review of their vulnerabilities
and to identify potential areas for improvement.
Both countries identified a number of steps that could be taken to further improve their strategic trade
controls. These areas included adopting measures that would lead to more effective implementation of
trade control lists. In addition, the countries also focused on the establishment of corresponding enduser controls on those goods not requiring specific import or export licenses, but which could be used to
produce weapons of mass destruction.
These activities were carried out through this initial stage of the Project with the hope that additional work
can be done in the future to build upon the training provided under this project.
CICTE sought to build on the results of the “peer review” exercise in this project by taking the following
steps:
advising Panama and Dominican Republic concerning different ways to effectively implement
resolution 1540 (2004).
rendering legal assistance on national legislative and regulatory proposals to bring the legal system
into line with international standards.
training government officials and the private sector in each state on the need to abide by efforts to
ensure non-proliferation and thereby make international trade more secure.
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Outcomes of the first phase of the project
Over the course of the project, the following outcomes were achieved. They are expected to be further
developed in subsequent phases of collaboration with the governments of both countries:

Increased levels of commitment between government, business and
industry;
Government officials increased their technical capacities;
Increased interagency cooperation within each beneficiary country;
Increased levels of compliance with specific border controls; and
Regional implementation of resolution 1540 (2004) strengthened overall.

Activities carried out
With respect to training for the various sectors involved in the sensitive materials trade (government, civil
society, and industry), as the project unfolded three workshops were coordinated and organized for the
Dominican Republic, each workshop targeting a particular audience:
National Workshop for Industry and the Private Sector, on Strategic Trade and Domestic Compliance
Programs (April 26, 28 and 30, 2021).
National Workshop for Experts from Academia, on resolution 1540 (2004) and Strategic Trade (July
13 & 15, 2021).
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National Workshop for the Legislative Sector, on resolution 1540 (2004) and Strategic Trade
(September 20 and 21, 2021).
Two training workshops were held for Panama:
National Workshop on Strategic Trade, Control lists, and Risk Analysis for the Public Sector and
Industry” (May 24, 25 and 26, 2021).
National Workshop on Strategic Trade and Control lists, under resolution 1540 (2004) for the
Academia and the Diplomatic Services (September 28, 2021).
With respect to Panama, CICTE provided technical advice on the new regulatory proposals. After in-depth
review and analysis of the current legal system – to identify priority areas and regulation gaps – specific
legal assistance was provided under the project in order to ensure that the proposed amendments to the
Criminal Code and to the Criminal Procedure Code are brought into closer alignment with resolution 1540
(2004) obligations and standards.
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ANNEX:

Resolution 1540 (2004) —
S/RES/1540 (2004)
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S/RES/1540 (2004)

United Nations

Security Council

Distr.: General
28 April 2004

Resolution 1540 (2004)
Adopted by the Security Council at its 4956th meeting,
on 28 April 2004
The Security Council,
Affirming that proliferation of nuclear, chemical and biological weapons, as
well as their means of delivery,* constitutes a threat to international peace and
security,
Reaffirming, in this context, the Statement of its President adopted at the
Council’s meeting at the level of Heads of State and Government on 31 January
1992 (S/23500), including the need for all Member States to fulfil their obligations
in relation to arms control and disarmament and to prevent proliferation in all its
aspects of all weapons of mass destruction,
Recalling also that the Statement underlined the need for all Member States to
resolve peacefully in accordance with the Charter any problems in that context
threatening or disrupting the maintenance of regional and global stability,
Affirming its resolve to take appropriate and effective actions against any
threat to international peace and security caused by the proliferation of nuclear,
chemical and biological weapons and their means of delivery, in conformity with its
primary responsibilities, as provided for in the United Nations Charter,
Affirming its support for the multilateral treaties whose aim is to eliminate or
prevent the proliferation of nuclear, chemical or biological weapons and the
importance for all States parties to these treaties to implement them fully in order to
promote international stability,

* Definitions for the purpose of this resolution only:
Means of delivery: missiles, rockets and other unmanned systems capable of delivering nuclear,
chemical, or biological weapons, that are specially designed for such use.
Non-State actor: individual or entity, not acting under the lawful authority of any State in
conducting activities which come within the scope of this resolution.
Related materials: materials, equipment and technology covered by relevant multilateral treaties
and arrangements, or included on national control lists, which could be used for the design,
development, production or use of nuclear, chemical and biological weapons and their means of
delivery.
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Welcoming efforts in this context by multilateral arrangements which
contribute to non-proliferation,
Affirming that prevention of proliferation of nuclear, chemical and biological
weapons should not hamper international cooperation in materials, equipment and
technology for peaceful purposes while goals of peaceful utilization should not be
used as a cover for proliferation,
Gravely concerned by the threat of terrorism and the risk that non-State
actors* such as those identified in the United Nations list established and
maintained by the Committee established under Security Council resolution 1267
and those to whom resolution 1373 applies, may acquire, develop, traffic in or use
nuclear, chemical and biological weapons and their means of delivery,
Gravely concerned by the threat of illicit trafficking in nuclear, chemical, or
biological weapons and their means of delivery, and related materials,* which adds
a new dimension to the issue of proliferation of such weapons and also poses a
threat to international peace and security,
Recognizing the need to enhance coordination of efforts on national,
subregional, regional and international levels in order to strengthen a global
response to this serious challenge and threat to international security,
Recognizing that most States have undertaken binding legal obligations under
treaties to which they are parties, or have made other commitments aimed at
preventing the proliferation of nuclear, chemical or biological weapons, and have
taken effective measures to account for, secure and physically protect sensitive
materials, such as those required by the Convention on the Physical Protection of
Nuclear Materials and those recommended by the IAEA Code of Conduct on the
Safety and Security of Radioactive Sources,
Recognizing further the urgent need for all States to take additional effective
measures to prevent the proliferation of nuclear, chemical or biological weapons and
their means of delivery,
Encouraging all Member States to implement fully the disarmament treaties
and agreements to which they are party,
Reaffirming the need to combat by all means, in accordance with the Charter
of the United Nations, threats to international peace and security caused by terrorist
acts,
Determined to facilitate henceforth an effective response to global threats in
the area of non-proliferation,
Acting under Chapter VII of the Charter of the United Nations,
1.
Decides that all States shall refrain from providing any form of support
to non-State actors that attempt to develop, acquire, manufacture, possess, transport,
transfer or use nuclear, chemical or biological weapons and their means of delivery;
Decides also that all States, in accordance with their national procedures,
2.
shall adopt and enforce appropriate effective laws which prohibit any non-State
actor to manufacture, acquire, possess, develop, transport, transfer or use nuclear,
chemical or biological weapons and their means of delivery, in particular for
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terrorist purposes, as well as attempts to engage in any of the foregoing activities,
participate in them as an accomplice, assist or finance them;
3.
Decides also that all States shall take and enforce effective measures to
establish domestic controls to prevent the proliferation of nuclear, chemical, or
biological weapons and their means of delivery, including by establishing
appropriate controls over related materials and to this end shall:
(a) Develop and maintain appropriate effective measures to account for and
secure such items in production, use, storage or transport;
(b)

Develop and maintain appropriate effective physical protection measures;

(c) Develop and maintain appropriate effective border controls and law
enforcement efforts to detect, deter, prevent and combat, including through
international cooperation when necessary, the illicit trafficking and brokering in
such items in accordance with their national legal authorities and legislation and
consistent with international law;
(d) Establish, develop, review and maintain appropriate effective national
export and trans-shipment controls over such items, including appropriate laws and
regulations to control export, transit, trans-shipment and re-export and controls on
providing funds and services related to such export and trans-shipment such as
financing, and transporting that would contribute to proliferation, as well as
establishing end-user controls; and establishing and enforcing appropriate criminal
or civil penalties for violations of such export control laws and regulations;
Decides to establish, in accordance with rule 28 of its provisional rules of
4.
procedure, for a period of no longer than two years, a Committee of the Security
Council, consisting of all members of the Council, which will, calling as appropriate
on other expertise, report to the Security Council for its examination, on the
implementation of this resolution, and to this end calls upon States to present a first
report no later than six months from the adoption of this resolution to the
Committee on steps they have taken or intend to take to implement this resolution;
Decides that none of the obligations set forth in this resolution shall be
5.
interpreted so as to conflict with or alter the rights and obligations of State Parties to
the Nuclear Non-Proliferation Treaty, the Chemical Weapons Convention and the
Biological and Toxin Weapons Convention or alter the responsibilities of the
International Atomic Energy Agency or the Organization for the Prohibition of
Chemical Weapons;
Recognizes the utility in implementing this resolution of effective
6.
national control lists and calls upon all Member States, when necessary, to pursue at
the earliest opportunity the development of such lists;
Recognizes that some States may require assistance in implementing the
7.
provisions of this resolution within their territories and invites States in a position to
do so to offer assistance as appropriate in response to specific requests to the States
lacking the legal and regulatory infrastructure, implementation experience and/or
resources for fulfilling the above provisions;
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8.

Calls upon all States:

(a) To promote the universal adoption and full implementation, and, where
necessary, strengthening of multilateral treaties to which they are parties, whose aim
is to prevent the proliferation of nuclear, biological or chemical weapons;
(b) To adopt national rules and regulations, where it has not yet been done,
to ensure compliance with their commitments under the key multilateral nonproliferation treaties;
(c) To renew and fulfil their commitment to multilateral cooperation, in
particular within the framework of the International Atomic Energy Agency, the
Organization for the Prohibition of Chemical Weapons and the Biological and Toxin
Weapons Convention, as important means of pursuing and achieving their common
objectives in the area of non-proliferation and of promoting international
cooperation for peaceful purposes;
(d) To develop appropriate ways to work with and inform industry and the
public regarding their obligations under such laws;
Calls upon all States to promote dialogue and cooperation on non9.
proliferation so as to address the threat posed by proliferation of nuclear, chemical,
or biological weapons, and their means of delivery;
10. Further to counter that threat, calls upon all States, in accordance with
their national legal authorities and legislation and consistent with international law,
to take cooperative action to prevent illicit trafficking in nuclear, chemical or
biological weapons, their means of delivery, and related materials;
11. Expresses its intention to monitor closely the implementation of this
resolution and, at the appropriate level, to take further decisions which may be
required to this end;
12.

4

Decides to remain seized of the matter.
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