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Introduction
The Inter-American Committee against Terrorism (CICTE) is an entity of the Organization of American States (OAS) established by the General Assembly in conformity with Article 53 of the OAS Charter to promote and develop cooperation among member states to prevent, combat, and eliminate terrorism, in accordance with the principles of the OAS Charter and with the Inter-American Convention against Terrorism.

CICTE exercises its functions in the framework of the Declaration of Lima to Prevent, Combat, and Eliminate Terrorism; the Plan of Action on Hemispheric Cooperation to Prevent, Combat, and Eliminate Terrorism; the Commitment of Mar del Plata; and the other declarations adopted in the framework of CICTE. CICTE has a Secretariat that provides technical and administrative support to the activities of the Committee. Since December 2016, Mrs. Alison August Treppel has served as Executive Secretary of CICTE.

This Annual Report is presented in accordance with Article 91.f of the Charter of the Organization of American States, Article 17.h of the CICTE Statues and Article 11.e of its Rules of Procedure.
Implementation of the Inter-American Convention against Terrorism

The Inter-American Convention against Terrorism, which was adopted in Bridgetown, Barbados on June 3, 2002 and entered into force on July 10, 2003, is a legally binding instrument that seeks to improve regional cooperation in the fight against terrorism through the exchange of information on border control measures and law enforcement actions; appointment of a national point of contact; provision of technical assistance; and mutual legal assistance. The OAS General Secretariat is the custodian of the Convention. To date, 33 OAS Member States have signed the Convention and 24 have deposited their instruments of ratification. The updated Status of Ratifications of the Convention can be found on the CICTE webpage at (http://www.oas.org/en/sms/cicte/session_2017.asp).

Meetings
The Seventeenth Regular Period of Sessions of CICTE was held on April 6 and 7, 2017 at the OAS Headquarters in Washington, DC. Among other actions, Member States adopted the declaration “Strengthening National Financial Systems through International Cooperation and Information Sharing as a Means to Prevent Terrorism and the Proliferation of Weapons of Mass Destruction”, through which Member States recognized that in order to “effectively combat all forms and manifestations of terrorism and the proliferation and illicit trafficking of weapons of mass destruction, Member States should bolster their financial systems by adopting and making use of measures to prevent, detect and suppress the movement and use of funds by terrorists and terrorist organizations.”
In addition, OAS Member States adopted the CICTE’s Work Plan for 2017-2018, and elected Panama and Argentina as Chair and Vice Chair, respectively, for the period 2017-2018.

Technical Assistance 
During 2017, all 34 Member States benefitted from the technical assistance provided by the CICTE Secretariat in such areas as cybersecurity and critical infrastructure; strengthening of border controls (land, air and sea); prevention of terrorism finance; and implementation of UNSCR 1540, among others. 

This report is organized according to the internal structure of the Secretariat established by Executive Order 16-01 rev. 1:
a. The Counter-Terrorism Capacity Building Section, the purpose of which is to assist member states in the design and implementation of policies and programs to strengthen the antiterrorist capabilities of member states, including their cyber-incident response, and 

b. The Counter-Terrorism Policy Section, the purpose of which is to assist member states in the design and implementation of policies and initiatives to prevent, combat and eliminate terrorism, through the development of laws, standards and cooperation mechanisms.

I. COUNTER-TERRORISM CAPACITY BUILDING SECTION
A. Cybersecurity
Through its Comprehensive Program to Strengthen Cybersecurity in the Americas, which has received financial support from the Governments of the United States, Canada, Spain, Estonia, and the United Kingdom as well as the private sector, CICTE has contributed to building member state capacities to detect cyber threats and prevent, respond to, and recover from cyber incidents. The program operated in three basic areas in 2017:

· Cybersecurity policies
In 2017 Chile, Costa Rica, Paraguay, and Mexico joined the countries that currently have National Cybersecurity Strategies. The Secretariat of CICTE is also working with Argentina, Guatemala, Peru, and the Dominican Republic on development of their national cybersecurity strategies, which it is expected will be adopted in the course of 2018. Approximately five more countries in the region have requested support for the development of their national cybersecurity strategies. The CICTE Secretariat is evaluating these requests in light of available funding. 

At the seventeenth regular session of CICTE, a working group was formed on Cooperation- and Confidence-Building Measures in Cyberspace. Thanks to financial support from the Governments of Canada and the United States, the first meeting of this group will be held in February 2018.
· Capacity-building
Thanks to financial support from Canada and the United Kingdom, the Hemispheric Network of Computer Secruity Incidence Response Teams (CSIRTs) (CSIRTAmericas.org) began operations in 2017. Early warnings are provided through this platform, which also facilitates the sharing of information and good practices. For example, the network was used to share information and good practices in incidents such as WannaCry. A total of fifteen member states joined the network in 2017.

Also, 188 representatives of government, the private sector and academia took part in the international cyber-exercise called International CyberEx2017. Training was given to more than six hundred participants from almost all OAS member states on issues related to responding to cybersecurity incidents. Training activities were also organized on the Use of the Internet for Terrorist Purposes and Organized Crime for 85 law enforcement officials. A Summer Boot Camp was held, with the support of the Spanish Government, for 200 participants, 107 of whom were from OAS member states. The CICTE Secretariat conducted webinars on important cybersecurity issues, in which more than 5,000 people participated. 

· Investigation and access to information
A report on the Impact of Cyber Security Incidents in Colombia 2017 was published with financial and technical contributions from the Government of Colombia and the IDB.  This was the first national-level report on cybersecurity incidents. Work also began on two more reports, one on the Status of Critical Infrastructure in Latin America and the Caribbean, which will be published in the first half of 2018, and the other on Cybersecurity in the Banking Sector, to be published in the second half of 2018. The Cybersecurity Month had its global launch at OAS headquarters in October 2017. An offering was launched of up to 3,000 scholarships on cybersecurity geared particularly to small and medium sized businesses. Thirty-nine officials were sponsored to participate in a variety of activities related to protection of cyberspace. 

Lastly, with the support of Citi Foundation, training was given to 127 low-income youth from four countries on good practices in cybersecurity, and 200 entrepreneurs were trained and sensitized to secure online business practices.
B. Critical infrastructure
· Tourism security
Implementation of the project on Capacity-Building in Tourism Security in the Americas continued in 2017, with financing from the Government of Canada. The project seeks to enhance tourism security response systems in member states by promoting planning, prevention, and crisis management methods, fostering the exchange of information and good practices among those working in the sector and policy-makers, and contributing to the creation of public-private partnerships. 

Eight visits for needs assessment and preparatory meetings were made to four cities in Mexico (Querétaro, Playa del Carmen, Tijuana and Mazatlán), and to Barbados, Guatemala, Dominican Republic, and Costa Rica, to collect precise information on specific vulnerabilities and threats in each place. The visits also sought to identify relevant institutions and agencies that might participate in training courses on tourism security and risk management in tourist destinations, as well as to develop the tourism security plan of San José, Costa Rica.

Four courses on tourism security were held in Mexico and Barbados, each lasting for five days. The most important issues were:  public-private cooperation, tourism security standards, perceptions of security, disaster management and contingency plans, cybersecurity, maritime and port/cruise security, communications and media management by tourism security personnel, threat assessment and management, key elements of protection, and so forth.

Specialized courses were held in Antigua and Barbuda, Guatemala, and Dominican Republic on risk management and crime prevention in tourist destinations. The course in the Dominican Republic had to be cut short because of Hurricane Irma; it is anticipated that it can be completed at the beginning of 2018.

With regard to tourism security plans, the work that had begun in 2016 on the Plan of Montego Bay continued with two additional visits and a workshop to determine the topics that would be covered in the Plan. An initial visit was paid to Costa Rica, followed by a workshop. It is anticipated that the drafts of both plans will be presented during the first half of 2018. 

C. Border control
· Migration and document security
Implementation of the project on Capacity-building for border control and irregular migration in Centraal America continued in 2017, financed by the Government of the United States. The project seeks to enhance the capacities of participating institutions to prevent and combat the movement of high-risk persons, wanted persons and extremist groups across land borders in Central America and Mexico. 

Specifically, two workshops were held along the Mexico-Guatemala and Mexico-Belize borders on Border Control and Irregular Migration, to train national authorities in those border areas (police and immigration and customs officers) on integrated border management, examination of travel documents, behavioral profiling, interviewing techniques, facilitation of border crossings, and respect for human rights.  A total of 68 participants attended these courses. 
In addition, a national course on Interviewing Techniques, Examination of Documents, and Fraud Prevention was held in Santo Domingo, Dominican Republic, with the participation of nine government agencies with direct responsibility for immigration control and verification. The goal was to enhance the capacities of law enforcement, immigration, customs and port security personnel and the armed forces, among others, to detect fraudulent documents and prevent counterfeiting, illegal alteration or fraudulent use. The course also served to promote cooperation and the exchange of intelligence information to combat cross-border crime and the use of irregular documentation.


Lastly, in cooperation with the OAS Department of Public Security, training was provided to more than 800 officials from Costa Rica, Dominican Republic, El Salvador, Guatemala, Honduras, Mexico, and Panama to enhance the capacities of law enforcement, immigration and passport officials in the control of travel documents and detect fraudulent or fake documents, to prevent counterfeiting and fraudulent use.
· Aviation security
The aviation security program is designed to strengthen the capacities of member states to comply with the standards and practices recommended by the International Civil Aviation Organization (ICAO). With the support of the United States Government, a subregional workshop on Access Control Techniques was held in 2017 in St. Lucia, with the participation of five Caribbean countries (Antigua and Barbuda, Grenada, Saint Lucia, Saint Kitts and Nevis, and Saint Vincent and the Grenadines. The technical instruction was given by two experts from the U.S. Transportation Security Administration (TSA), in order to enhance the officers’ understanding of airport security in areas such as examination of access control requirements, aircraft perimeter, perimeter barriers, zoning of restricted areas, terminal access control points, aircraft security, procedures for non-compliance, vehicle security, identification systems, and other identification requirements for those having access to the secure area of the airport.

A national workshop was held in Trinidad and Tobago on the same subject of access control techniques. Twenty-eight officials from Customs, Civil Aviation Authorities, Immigration, the Postal Corporation, the National Petroleum Marketing Company, Ltd., and staff of Caribbean Airlines, Amerijet International, Katerserv Ltd., and National Helicopter Services received training on the same subjects.


Lastly, the CICTE Secretariat organized a national course on passenger intercept in Santiago, Chile, thanks to the financial support of the Government of the United States. The course was designed to help Chilean authorities to improve their capacity to detect high-risk passengers, understand recent trends in fraud and/or crime in international airports, and improve international and interagency cooperation. Technical support was given to the course by the U.S. Federal Bureau of Investigation, Customs Mexico, and CICTE.

· Security of containers and cargo vessels
This program is designed to strengthen the capacity of State institutions to prevent terrorist groups and members of organized crime from illegally bringing in arms, explosives, drugs, and people using containers and cargo vessels as their principal means of access. In 2017, with technical and financial support from the Government of Canada and the Canada Border Services Agency (CBSA-ASFC), the program helped build national and regional capacities in the area of inspection, control and security of vessels and containers in ports with the highest volume of containerized cargo of Mexico (Veracruz), Peru (Callao) and Chile (Valparaíso).

Activities were conducted in Mexico to strengthen training programs on inspection of containers and cargo vessels. This initiative was carried out together with the Tax Administration System (SAT) and the Secretariat of the Navy (ShoEMAR), with technical support from the specialized training center of CBSA-ASFC. Two courses were given in the port of Veracruz, the first, which lasted two weeks, on ship inspection techniques, with the participation of thirty customs and naval officers. The second, in which fifteen customs and naval officers participated, dealt with inspection of containers.

Twenty-six officers from Chilean Customs, Investigations Police (PDI) and the Navy received training at two workshops on cargo vessel inspection techniques. Prior to the course, an assessment visit was paid to the port of Valparaíso, where the participating authorities developed the curriculum of the courses that would be offered in subsequent months, including the course on the inspection of containers, which will take place in the first quarter of 2018.
A national workshop was conducted in the Port of Callao, Peru, in cooperation with the National  Superintendency of Customs and Tax Administration (SUNAT), on container inspection and control techniques. Another workshop was held on security, control, and inspection of cargo vessels.

· Supply chain security
As part of the project on Strengthening Authorized Economic Operator (AEO) programs in the Hemisphere, two sensitization workshops were held for the private sector, with the participation of 120 representatives of private companies in Jamaica and Peru; a workshop on best security practices for 25 companies certified by the Peruvian AEO program, and a regional conference held in the Dominican Republic on logistics chain security for 25 officials of AEO programs in 10 countries of the region. CICTE also gave feedback on good practices, and suggested means of increasing the number of companies certified. 

These activities were carried out with the support of the United States Government and the World Customs Organization to build the capacities of specialists in the security of the international supply chain that participate in Authorized Economic Operator programs. The Hemisphere now has 17 AEO programs, and CICTE is cooperating with 14 of them.  

The national Authorized Economic Operator programs form partnerships with private sector enterprises to strengthen the international supply chain. For a company to be certified as an AEO, it must meet certain minimum security requirements, and ensure that its personnel also meet certain specifications. In 2017, the CICTE Secretariat took the lead in an effort to promote the program with more than 160 representatives of the private sector, and over the life of the project, which ended in 2017, the programs certified 294 new companies. 

· Maritime security
With support and financing from the Government of Canada, CICTE continued to work to build capacity in member states to protect their port infrastructures and maritime transportation, chiefly by means of improved adherence to international standards and good practices. In 2017, the program worked in two general areas:  assessments of capacity and technical assistance in individual ports, and workshops on key aspects of maritime and port protection.

Under the first pillar, assessments of capacity and training needs were conducted in five ports in the region:  Manzanillo and Cristóbal Colón in Panama; the Pemex terminal in Mazatlán, Mexico; the port of Big Creek in Belize; and in Puerto Limón, Costa Rica. Based on the assessments of these ports, training courses were organized in the ports of Manzanillo and Cristóbal Colón in Panama, and in Big Creek, Belize for more than 50 participants.  The courses focused on: access controls to port facilities; customs control; protection of goods and passengers; protection plans, procedures and protocols; crisis management capacity; cooperation among key personnel, and awareness of port protection in general. Other training activities will be conducted in the ports of Progreso and Ensenada in Mexico, and in Limón, Costa Rica during the first half of 2018.

With regard to maritime and port protection, national workshops were held in Kingston, Jamaica and Baranquilla, Colombia on protection of the supply chain. Each event, which was attended by approximately 30 local authorities, was designed to identify gaps in capacity and possible solutions, with a particular focus on strengthening logistics and the national economy, and analyzing risk in the supply chain. 

A national workshop was held in Guatemala on maritime protection practices and simulations (based on the APEC Manual of Maritime Security Drills and Exercises for Port Facilities). A workshop was also held in Cartagena de Indias, Colombia on maritime domain awareness and State control of ports, with 84 participants from both the public and private sectors.  A national “live” practice was also organized on crisis management for port protection, with the participation of more than 50 local and national officials.

A regional workshop was held in Panama City on the security of information systems in the maritime domain and critical infrastructures, attended by more than 50 participants and experts from 14 member states, and in Cartagena de Indias, Colombia, a national “live” practice was conducted on crisis management in port protection.
II.
COUNTER-TERRORISM POLICY SECTION 
· Terrorist financing
A meeting of experts was held in Bogotá, Colombia in 2017 as part of the project on Terrorist financing and money laundering in free trade zones in Latin America, which is financed by the Government of the United States. It was designed to provide inputs for a comparative analysis of typologies and patterns of money laundering and terrorist financing (ML/TF) in three free trade zones. The meeting was attended by fifteen officials of Financial Intelligence Units, Customs, special prosecutors and representatives of the ministries of foreign affairs of nine countries of the region, as well as representatives of the Central Bank, experts from GAFILAT and UNODC. 

The meeting focused on analysis of legislation on money laundering and terrorist financing applicable to free trade zones, as well as case studies, typologies, related warning signs and trends in the region, in an effort to enhance the position of agencies involved in the prevention, detection, and punishment of this type of conduct in the context of foreign trade operations. 

A Technical Assessment-Comparative Analysis of Typologies and Patterns of Money Laundering and Terrorist Financing in Three Free Trade Zones was published in English and Spanish, which summarized the results obtained during the course of this initiative. The report includes an analysis of the threats, vulnerabilities, typologies, and best legislative practices to combat money laundering and terrorist financing nationally, subregionally, and Hemisphere-wide. It also contains a section on recommendations for addressing the new challenges that the countries of the region must tackle in order to minimize risk in free trade zones.

A new project was begun, financed by the United States Government, on implementation of the financial sanctions regimes and the domestic designation systems called for in resolutions of the UN Security Council (UNSCRs 1267, 1373, 2253, and 2368) and Recommendations 5 and 6 of the Financial Action Task Force (FATF). The first step was a technical legislative assessment visit to Paraguay, to examine the existing legislation on the matter and the procedures in force for implementation of those UN Security Council resolutions. The outcome of the visit will be reflected in a technical legal report that will include recommendations on bringing national legislation into line with the international standards established in regional and international instruments.
· Implementation of UN Security Council Resolution 1540

In 2017, with the financial support of the Governments of Canada and the United States, CICTE offered legislative assistance to build capacity in ten member states (Colombia, Chile, Costa Rica, El Salvador, Guatemala, Honduras, Mexico, Panama, Uruguay, and Paraguay) to implement resolution 1540 (2004) of the United Nations Security Council.
In addition to the legislative assistance provided to Panama, Chile, Paraguay, and Uruguay, technical assistance was given to Panama, Chile, Uruguay, Guatemala, and El Salvador on the drafting of their national action plans. The action plans of Chile and Panama have been approved and published on the web page of the 1540 Committee (August 17, 2017 and October 13, 2017, respectively). The Government of Chile was provided with advisory services on the drafting of a bill to regulate international trade in dual-use, nuclear, radiological, and radioactive material.

The CICTE Secretariat provided legislative assistance to Panama on the drafting of two legal texts on the subject: 1) Decree 81 (adopted May 25, 2017), which established control over sales and secure transportation of dual-use material for reasons of national and international security, and 2) Decree 129 (adopted April 5, 2017), which establishes, inter alia, the national interagency plan for a unified command structure for the prevention, preparation, and response to threats and incidents with chemical, biological, radioactive, nuclear, and explosive agents (CBRN). 

A seminar was organized jointly with the United Nations Regional Centre of Peace, Disarmament and Development in Latin America and the Caribbean (UN-LiREC) on Security Council resolution 1540:  Strengthening strategic commerce and border controls in Latin America and the Caribbean. The seminar took place in April 2017 in Lima, Peru, and was attended by 28 participants from twenty countries of the region.  Among other things, it served to increase understanding of implementation of resolution 1540 in the Hemisphere and strengthen the network of National Points of Contact in the region. 

The CICTE Secretariat also assisted in the preparations for the peer review exercise on implementation of resolution 1540 by the Governments of Chile and Colombia, and participated as an observer, together with a member of the Group of Experts of the 1540 Committee, in the two in situ visits in October 2017. 

A subregional conference for member states of SICA was organized in October 2017 in Panama City. It discussed the drafting of national action plans and strategic trade rules for implementation of resolution 1540 (2004). The conference offered the opportunity for an in-depth discussion of the main obstacles encountered by SICA countries to implementation of resolution 1540, and the different strategies for prevention and response related to the proliferation of weapons of mass destruction.
And lastly, thanks to a contribution from the United Nations Office for Disarmament Affairs (UNODA), a hemispheric coordinator for the Americas joined the CICTE Secretariat. Her main responsibility will be to coordinate regional efforts to promote full implementation of resolution 1540.
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