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Virtual Currencies

Digital representation of value that can be traded digitally and functions as a) a means
of exchange; b) a unit of account; and / c) a deposit of value.

- It does not have legal currency status.

Cryptocurrency = Fiat Currency * Electronic currency

Types

Centralized
- Convertible Virtual Currency (or open) <

Decentralized

- Non-convertible Virtual Currency (or closed)



Virtual Currency

Characteristics

- They allow anonymity when they are commercialized on the internet:

(i) generate non-face-to-face customer relationships

(i) allows the use of third parties

(iii) the sender and the recipient are not always properly identified
(Example: bitcoin).

Some countries have adopted measures to identify users of virtual
currencies. For example, the United States, requires an identification
document.



FATF documents associated with the use of
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/ FATF GUIDANCE \

Anti-Money Laundering and
Terroris Financing Measures
nd
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FATF Guidance on
AML/CFT measures and
financial inclusion, with

a supplementon
customer due diligence

(February, 2013)

New Technologies
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PREPAID CARDS,

MOBILE PAYMENTS AND
INTERNET-BASED PAYMENT
SERVICES
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Prepaid cards, mobile
payments and internet-
based payment services

FATF REPORT

Virtual Currencies
Key Definitions and
Potential AML/CFT Risks
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Virtual currencies:

key definitions and
potential AML/CFT
risks

(June, 2014)
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VIRTUAL CURRENCIES

Guidance for a risk
based approach:
Virtual Currencies

(June, 2015)



FATF STANDARS: 40 Recommendations
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Risk Assessment
of VC products
and services and
its AML / CFT
impact.
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Efficient and
effective
cooperation to
help other
countries fight ML.
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. Registration and
Inter-institutional . .
licensing
response to develop .
. requirements for
and implement "
. .. Money Transfer
effective policies .
Services
and measures to -
. Companies".
address ML / TF risks
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related to VC.
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Fls must take
measures to
mitigate the risk
before launching
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Effective and
dissuasive
sanctions in the
context of VC.
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© Other Applicable Recommendations: 10,11, 20, 22 and 26.

new products.
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Fls should monitor
convertible VC
transfers to detect
those that lack
information about
the originator and /
or beneficiary.




In Peru:

e Virtual currencies are not regulated; however, the BCR and the SBS
are studying the subject.

e Within the SBS, a working group has been formed whose function is
to conduct preliminary studies regarding businesses that operate
with virtual currencies.

* To date there have been no convictions for the commission of the
crime of ML that involves the use of virtual currencies, nor is there
any knowledge of any judicial process or tax investigation in
progress.

e |t has been detected that the businesses related to virtual
currencies in Peru operate mainly with: BITCOIN, ETHERIUM,
RIPPLE, BITCOINCASH, LITECOIN.

* No successful cases of issuance of new currencies in the country
have been detected.

 Examples of virtual platforms that use VC in Peru:
https://www.bitinka.com/pe/bitinka/home
https://www.inkapay.com/inka/home



https://www.bitinka.com/pe/bitinka/home
https://www.inkapay.com/inka/home

Statistical Information

Suspicious Operations Reports of the FIU-Peru that include the word "bitcoin" and other
words related to virtual currencies such as "cryptocurrency”

QUANTITY OF

Cantidad de ROS relacionados a monedas
electronicas®

31

2014 2015 2016 2017 2018




Benefits and risks related to the use of VC

Potential Benefits Potential Risks

Simplify transactions (saving time and They allow anonymity: i) inexistence or
paperwork). reduced demand for identification data; ii)
enables identity theft; and, iii) complicates
the tracking of money.

They enable large-scale transactions (large It facilitates the commission of ML and FT
amounts of operations and from remote and computer or cyber crimes.

areas).

It generates lower transaction costs It hinders supervision in the prevention of
(eliminates intermediaries, for example). ML and TF by being able to involve the

jurisdictions of several countries.

It promotes financial inclusion (greater Regulatory arbitration between the different
access of unbanked people to the formal legal systems.
financial system).




Highlights on new technologies of the IV Round of Mutual
Evaluations

Panama (2017-2018):

In terms of new technologies, all supervisors have established that OSs should make a
risk assessment of new products and technologies, and apply "appropriate measures to
manage and mitigate" the risks encountered.

Mexico .““’*‘ . (2017):

The risks related to the incorrect use of Bitcoin was considered as part of the NRA and
such risks were considered low; however, the authorities are considering measures to
address the potential increase in such risks.

Cuba [D=== (2015):

The standards require that Fls, through an ML / TF risk analysis, identify risks related to
the new technologies and analyze them prior to their use.



Highlights on new technologies of the IV Round of Mutual
Evaluations

B | S
Norway gufames- December, 2014:

The analysis contained in the NRA regarding new technologies was not appropriate
because it only addressed some of these risks, such as virtual currencies and new

payment systems.

There is no obligation for FIs to identify and evaluate ML / FT risks on the use of new
technologies.

]
Spain December, 2014:
|

They have a preliminary study of ML / FT risks on new payment methods (for example,
online game payments).

IFs are required to evaluate ML / TF risks associated with new technologies.



Measures to be taken to overcome the challenges identified
in the use of new technologies

1. Identify and evaluate the ML / TF risks of new technologies at the country |
level.

- Peru has included it in its Financial Sectorial Risk Assessment.
/

2. Issue regulatory provisions that require Fls (and DNFBPs) to identify and
evaluate ML / TF risks of new technologies (before using them).

- In Peru it is contemplated in Res. SBS Nos. 2660-2015 and 789-2018.
v

3. The need to regulate the use of VC is being evaluated.

\

4. Strengthen criminal legislation in the field of cybercrime for the risks
posed by the use of new technologies.

- Peru has Law No. 30096.
o /




Measures to be taken to overcome the challenges identified
in the use of new technologies

4 \

5. Take advantage of FIUs ML / TF typologies associated with the use of new
technologies to share them with supervisors and Fls; and, and hence, strengthen
their work.

\

- N

6. Fls must implement adequate computer systems for electronic tracking of
transactions, in order to avoid operational risks.

\

\

7. Strengthen coordination among regulators / supervisors in different countries, since
transactions that uses new technologies tend to be cross-border.

v
~

8. Design financial inclusion strategies or policies that take into account the ML / TF
risks of new technologies.

/




Thank you!

La Superintendencia de Banca, Seguros y AFP es la propietaria del presente documento. Ninguna parte de su contenido
puede ser reproducida, almacenada, duplicada, copiada o distribuida en cualquier forma y por cualquier medio sin el
consentimiento expreso previo de la Superintendencia de Banca, Seguros y AFP.



