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Bogoté, Colombia

The aim of the workshop is to support countries of the Americas to strengthen of their legislation
against cybercrime in accordance with international standards and in particular the Convention on

Cybercrime.

AGENDA

Wednesday, 3 September, 2008

8:30 - 9:00

9:00- 9:30

9:30-10:30

10:30 - 11:00
11:00 - 12:30
12:30 — 14:00
14:00 — 14:45
14:45 - 15:45
15:45 - 16:45
16:45 - 17:00
17:00 - 17:30

Arrival and registration

PLENARY SESSION

1. Opening session
2. The threat of cybercrime
Overview of cybercrime threats and trends, and the issues to be addressed through
cybercrime legislation
Break
PLENARY SESSION
3. International standards and national legislation
Introduction to the Convention on Cybercrime,; examples of how countries have
implemented it into national law
Lunch break
PLENARY SESSION
4. The OAS-REMJA Working Group on Cybercrime
Report on the Group’s meeting and its work strengthening hemispheric
cooperation in combating cybercrime
5. Cybercrime legislation in the Americas
- Senator Eduardo Azeredo of Brazil discusses Brazil’s legislative initiatives to address
crimes involving computers and the Internet.
-Participants provide a short overview of the current situation regarding cybercrime
legislation in their countries
Break
PLENARY SESSION
6. Introduction to the workshops

Workshop topics, organisation, working methods, expected results.



Thursday, 4 September, 2008

WORKSHOP SESSIONS
8:30 - 9:30 7. Workshop sessions on definitions in criminal law
Countries divide into working groups, groups discuss definitions in criminal law:
“computer systems”, “traffic data”, “service provider”, and others

9:30 — 12:30 8. Workshop sessions on substantive criminal law
Based on draft country profiles, working groups discuss substantive criminal law
provisions: how countries criminalise illegal access to computer systems, data and system
interference, child pornography, computer-related fraud and other conduct

12:30 — 14:00  Lunch break

WORKSHOP SESSIONS
14:00 - 17:30 9. Workshop sessions on procedural law
Based on draft country profiles, working groups discuss procedural law: how countries
regulate search and seizure of computer data, expedited preservation of data, production
orders, interception of traffic or content data and other investigative activities

Friday, 5 September, 2008

WORK WITHIN COUNTRY DELEGATIONS
8:30 — 10:00 10. Update of country profiles
Participants update the legislative profile of their respective countries including comments
on provisions where further work is required, and prepare recommendations on further
steps to be taken

10:00 — 10:30  Break

PLENARY SESSION
10:30-11:30 | 11. Presentation of recommendations
Participants provide a summary of their analyses concerning cybercrime legislation in and
their proposals regarding further steps to be taken their respective countries

11:30 — 12:30 12. Conclusions

12:30 End of workshop



