FINAL RECOMMENDATIONS OF THE
SECOND MEETING OF GOVERNMENT EXPERTS ON CYBER CRIME

Washington D.C., October 14 and 15, 1999. 

RECOMMENDATIONS

Within the framework of the provisions contained in resolution AG/RES. 1615 (XXIX-O/99) and recognizing the global threat posed by cybercrime and the need for a rapid and appropriate response by the competent national authorities, the Meeting of Experts recommends that the following recommendations be presented, through the Permanent Council, to the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas:

1. That states be urged to identify one or more agencies within their country that will have primary authority and responsibility to investigate and prosecute cybercrime.

2. That states still lacking legislation covering cybercrime take steps to fill that gap.

3. That member states be requested to make every effort to harmonize their laws on cybercrime in such a way as to facilitate international cooperation in preventing and combating these illicit activities.

4. That member states determine their training needs in the area of cybercrime and explore bilateral, regional, and multilateral cooperation mechanisms to meet those needs.

5. That an effort be made to draw up general guidelines to be used in devising legislation covering cybercrimes.

6. That consideration be given to various measures, including setting up a Voluntary Specific Fund, to support efforts to expand cooperation on this matter in the Hemisphere.

7. That member states be encouraged to exchange information on cybercrime.

8. That support be given to dissemination of information regarding OAS activities in this field, including its Web page on the subject.

9. That states consider the possibility of becoming members of the 24-Hour/7-Day a Week Point of Contact Group, or participating in other existing mechanisms for cooperation or the exchange of information in order to initiate or receive information.

10. That member states take steps to heighten awareness of this issue among the general public, including users in the education system, the legal system, and the justice system regarding the need to prevent and combat cybercrime.


In conclusion, the Second Meeting of Government Experts on Cybercrime, held under the auspices of the Special Group on Justice of the Permanent Council, presents this report to that Group for possible presentation to and consideration by the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas.

