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RECOMMENDATIONS 

RECOMMENDATIONS 
OF THE FOURTH MEETING OF THE GROUP OF GOVERNMENTAL EXPERTS ON CYBER-CRIME

The governmental experts on cyber-crime of the OAS member states met at the Organization’s headquarters in Washington D.C., on February 27 and 28, 2006, in accordance with the agreements reached at the Fifth Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas (REMJA-V) and with OAS General Assembly resolution AG/RES. 2068 (XXXV-O/05).


Based on the mandate that was assigned to this Group by REMJA-V, the Group of Governmental Experts concluded its deliberations at this meeting with agreement on the following recommendations in areas where further progress is needed in order to strengthen and consolidate hemispheric cooperation in the fight against cyber-crime:

1. That the states that have not yet done so take steps as soon as possible to implement the recommendations in this area adopted by this Group at its third meeting and by REMJA-V.

2. That the states, prior to REMJA-VI, provide the OAS General Secretariat with information identifying the authorities that are to serve as points of contact for international cooperation in the area of cyber-crime. In addition, that the OAS General Secretariat, based on the information received from the states, consolidate a single directory of these points of contact.

3. Express its satisfaction with the results of the four training workshops on legal drafting for cyber-crime, held in Mexico City (Mexico), Santiago (Chile), Lima (Peru), and Nassau (Bahamas), during 2004 and 2005, and to thank the organizers for their work, and to urge the states to continue to make progress with adopting laws, adapting existing legislation, or taking other steps necessary to effectively fight against cyber-crime, taking into consideration the contributions of those workshops.

4. That, with a view to assisting OAS member states, a training program be developed to facilitate their link-up with the “24 hour/7 day emergency network” set up by the G-8, and thank the United States Justice Department for its offer to head up this training program.

5. That, in the framework of this group of experts, the member states examine mechanisms to facilitate broad and effective mutual cooperation in combating cyber-crime and study, where possible, the development of technical and legal capacity to become part of the 24/7 network set up by the G-8 to help conduct cyber-crime investigations.

6. That, taking into account the progress made in setting up an OAS webpage in the area of combating cyber-crime, efforts to strengthen an inter-American cooperation portal on the subject be further pursued, with one part for the public and another part with restricted access for government officials working in this field.

7. That, based on the information furnished by the states, the OAS General Secretariat continue to compile in a systematized fashion the cyber-crime laws of the OAS member states, including their substantive and procedural aspects as well as the area of mutual legal assistance, and make this information available to the OAS member states on the Internet webpage, so that that information may be used, among other purposes, for training in the area.
8. That, based on the information furnished by the states, the OAS General Secretariat draw up an inventory of the most common forms and means of cyber-crime in the member states, disseminate it through the private “Internet” page, and present it to the group of experts at its next meeting for consideration.

9. That, bearing in mind the recommendations adopted by this Group at its Third Meeting and by REMJA-V, and the results of the International Conference “Cyber-crime, a Global Challenge, a Global Response,” organized by the Council of Europe with assistance from the OAS and the Spanish Government, held in Madrid, Spain, on December 12 and 13, 2005, efforts continue to strengthen cooperation with the Council of Europe so that the OAS member states can give consideration to applying the principles of the Council of Europe’s Convention on Cyber-crime and to adhering thereto, and to adopting the legal and other measures required for its implementation. Similarly, the continued strengthening of mechanisms for the exchange of information and cooperation with other international organizations and agencies in the area of cyber-crime, such as the United Nations, the European Union, the Asia Pacific Economic Co-operation Forum, the OECD, the G-8, the Commonwealth, and INTERPOL, in order for the OAS member states to take advantage of progress in those forums.

10. That, as part of efforts designed to facilitate and consolidate cooperation to prevent, investigate, and punish computer crimes, the partnership between the private sector and the officials responsible for investigating and prosecuting such crimes be further developed. In this regard, it is particularly recommended that within this Group of Experts, progress be made with devising a best-practices guide for strengthening relations between the agencies responsible for investigating and prosecuting cyber-crime and Internet service providers.

11. That progress be made in supplying training in the area of cyber-crime and management of electronic evidence to OAS states that so request, and, in this connection, that note be taken of the offers of the United States of America, Brazil, and other interested states to coordinate a training program on the forensic handling of electronic evidence.

12. To encourage the use of E-learning programs that allow for the ongoing training of governmental experts in the forensic handling of electronic evidence.
13. That the Group of Governmental Experts on Cyber-crime continue to meet at least once between one REMJA and the next, within the framework of the OAS, and, that, at its next meeting, it discuss progress made in implementing the recommendations of the third meeting and the present meeting of this Group of Experts, those emanating from REMJA-V, and those that may arise from REMJA-VI, as well as the Comprehensive Cybersecurity Strategy.
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