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RECOMMENDATIONS OF THE SECOND CICTE CYBERSECURITY PRACTITIONERS’ WORKSHOP ON THE OAS INTEGRAL CYBERSECURITY STRATEGY: 

ADVANCING THE INTER-AMERICAN CYBERSECURITY INCIDENT RESPONSE NETWORK
RECOMMENDATIONS OF THE CICTE CYBERSECURITY PRACTITIONERS’ WORKSHOP ON THE OAS INTEGRAL CYBERSECURITY STRATEGY: 

FRAMEWORK FOR ESTABLISHING THE INTER-AMERICAN CYBERSECURITY INCIDENT RESPONSE NETWORK
The Inter-American Committee Against Terrorism (CICTE) at its Third Regular Session adopted the Declaration of San Salvador (CICTE/DEC.1/03 rev. 2 corr. 1), which recognized threats to cybersecurity as emerging terrorist threats and, in its Recommendations to the Special Conference on Security (CICTE/doc.6/03 rev. 2), called on member states to strengthen cooperation, identify emerging terrorist threats, whatever their origin, such as international terrorist activities and threats to cybersecurity, and to adopt measures that raise awareness about those threats, including seminars, training, sharing of experiences, and strengthening of cooperation.  The General Assembly at its 2003 meeting in Santiago, Chile adopted AG/Res. 1939 (XXXIII-O/03) Development of an Inter-American Strategy to Combat Threats to Cybersecurity that directed CICTE to participate in the drafting the strategy.  Work by the CICTE Group of Government Practitioners Workshop in Ottawa, Canada in March 2004 was combined with the work from the Inter-American Telecommunications Commission (CITEL) and the Meeting of Ministers of Justice and Attorneys General (REMJA) Group of Experts on Cybercrime under the guidance of the Permanent Council’s Committee on Hemispheric Security.  The resulting strategy document was adopted by the General Assembly in Quito, Ecuador as AG/Res. 2004 (XIV-O/04) Adoption of a Comprehensive Inter-American Strategy to Combat Threats to Cybersecurity: A Multidimensional and Multidisciplinary Approach to Creating a Culture of Cybersecurity. 

I.  OBJECTIVE

These recommendations seek to create a hemisphere-wide network of computer security incident response teams (CSIRTs) that will operate 24 hours a day, 7 days a week, to be made up of CSIRTs with national  responsibility in each Member State of the OAS, with a mandate and the capacity to respond rapidly and in an appropriate manner to crises, incidents and threats to computer security.

As an initial step towards this objective, to create an hemisphere-wide network, the Inter-American Cybersecurity Incident Response Network, made up of a national cybersecurity incident response point of contact in each Member State of the OAS and charged with receiving computer security information.  If not currently a CSIRT, this point of contact could be transformed into a CSIRT in the future.

Since intruders now have more sophisticated means to launch highly automated attacks that spread rapidly over the Internet, while at the same time employing methods intended to disguise and make it difficult to understand or trace the origin of such attacks, worldwide cooperation and ability of teams to respond in real time is of growing importance. Such cooperation must make it possible to:

1. Identify national points of contact in each State;

2. Establish CSIRTs in each of the Member States;

3. Strengthen the hemisphere’s CSIRTs;

4. Identify those services deemed most critical;

5. Quickly detect and diagnose problems;

6. Establish protocols and procedures for the exchange of information;

7. Rapidly disseminate notice of such attacks throughout the region;

8. Provide rapid regional notice of general vulnerabilities in the system;

9. Provide regional warning of suspicious activities, and develop the cooperation needed for analysis and diagnosis of such activities;

10. Provide information on measures for remedying or mitigating attacks and threats;

11. Reduce the amount of duplication in the analysis carried out by each team;

12. Strengthen technical cooperation and training in computer security aimed at establishing national CSIRTs;

13. Make use of existing subregional mechanisms.

This cooperation will reinforce existing technical expertise among the Member States so that they can better limit the damage and ensure the continuing operation of critical services.

II.  PRINCIPLES

1. Indigenous – The hemispheric network should be operated and controlled by national points of contact in each participating nation appointed by the governments.

2. Systemic – The hemispheric network must be a multi-faceted operation requiring an aware and trained workforce, regular sharing of information regarding current threats and vulnerabilities, constant re-evaluating and implementing of best practices and appropriate interaction with public policy makers.

3. On-going – due to the inherent daily evolution of the Internet, any successful program must regularly be updated and maintained, and the staff trained on a periodic basis.  Internet security will not be achieved with a one-time fix.

4. Accountable – The “security” in “cybersecurity”. Established rules with respect to issues such as the handling and provision of information must be understood and adhered to, or users will lose confidence and efforts to make the system more secure will be undermined and become counter-productive.

5. Built upon existing arrangements – There are a number of pre-existing entities in the hemisphere, including CSIRTs, consulting companies, and contact networks, among others, that provide cyber-security services to a greater or lesser extent.  Any new system should build upon these pre-existing institutions and the trust relationships that have already been established intra- and inter-regionally, to avoid duplication and encourage active participation.

III. RECOMMENDATIONS

Based on the recommendations of the First Meeting of Government Cybersecurity Experts held in Ottawa, Canada in March 2004, the second meeting sought to amplify and expand the recommendations to provide additional guidance to Member States in establishing, training, and connecting their respective national cybersecurity incident response point of contact. Specific discussions on seven topics yielded the following preliminary findings which have been referred to the Cybersecurity Experts Drafting Group for further refinement and presentations to the entire experts group not later than 1 November 2005 and to the Sixth Regular Session of CICTE in early 2006.  The discussion topics addressed were: (1) Recommended Service Model; (2) Standards for Cooperation and Information Sharing; (3) Building Trust through Relationships among Member State National Cybersecurity Incident Response Contacts; (4) Public Awareness; (5) Financing of CSIRTs; (6) Identification of Best Practices; and (7) Legal Cooperation.  Recommendations are made in the following areas:

(1) Recommended Service Model

As determined by the national representatives, the initial minimum standards for a CSIRT service model include:

a. Designation by the respective Member State government

b.    Agreement on principles of information sharing among the cooperating teams 

c. 
Capability and responsibility for receiving information from other national CSIRTs and disseminating that information to appropriate entities within the country

d. 
A secure infrastructure for managing sensitive information

e. 
Provide a point of contact for alert and warning

(2) Standards for Cooperation and Information Sharing

a. Develop a consensus on information sharing guidelines, including what information to share, with whom, and when.

b. Consider protocols for the exchange of information so that when a CSIRT with national responsibility exchanges information with another CSIRT with national responsibility, both parties understand any restrictions on further distribution. 

(3) Building Trust through Relationships Among Member State National Cybersecurity Incident Response Contacts

a. Meet regularly for (i) developing the Inter-American Cybersecurity Incident Response Network and (ii) enhancing relationships.

b. Participate regularly in the information sharing activities of the Network for mutual benefit.

c. Establish training and mentoring program for and by OAS Member States.

.

(4) Public Awareness

The Member States should undertake, with CITEL and the REMJA Working Group, an inter-American public awareness program regarding cyber security and cyber ethics that emphasizes:

a. The benefits and responsibilities of using information networks 

b. Safety and security best practices

c. The potential negative consequences resulting from the misuse of networks

d. How to report a cybersecurity incident and to whom

e. Technical and practical information related to cybersecurity

f. Creating knowledge of the issues in children, parents and teachers. 
The public includes member states, government entities at all levels, the private sector, academia, and the general population.

(5) Financing CSIRTs

Pursuant to Section III.4 of the Ottawa document, each Member State will establish a viable, stable funding mechanism for the development and maintenance of a CSIRT with national responsibility.

(6) Identification of Best Practices

Share Best Practices for CSIRTs with national responsibility through efforts toward developing the Inter-American Watch and Warning Network

(7) Legal Cooperation

a. Support the recommendations in the OAS Cybersecurity Strategy, and from REMJA V, that member states draft and enact effective cyber crime legislation and improve international handling of cyber crime matters.

b. Develop operational links between national cybersecurity incident response contacts and law enforcement entities.

IV. Next Steps

(1) Establish a Cybersecurity Experts Drafting Group to finalize Recommendations and Implementation Plan for Advancing the Inter-American Cybersecurity Incident Response Network.  As determined in São Paulo, the Cybersecurity Experts Drafting Group will be chaired by Brazil and will be open to all Member States.  A final report approved by all national cybersecurity incident response contacts will be delivered to CICTE no later than 1 November 2005.

(2) Establish the Inter-American Cybersecurity Incident Response Network.  

a. All designated cybersecurity incident response points of contacts with national responsibility should identify themselves to the CICTE Secretariat no later than 1 November, 2005. 

b. New members may join the Network upon notification to the CICTE Secretariat of their establishment of a national cybersecurity incident response point of contact 

(3) Members of the Inter-American Cybersecurity Incident Response Network will review procedures and protocols for information sharing.

(4) Participants in the Inter-American Cybersecurity Incident Response Network begin voluntary information sharing procedures to include, as appropriate:

a. Sharing alerts and advisories 

b. Sharing various ad-hoc products such as lessons-learned or best practices documents

c. Holding quarterly national cybersecurity incident response contacts conference calls.
d. Contributing to an annual report on the overall state of cybersecurity in OAS Member States.

(5) Establish phased program of training and mentoring of new CSIRTs.

Each member of the Inter-American Cybersecurity Incident Response Network will provide an initial estimate of training needs and timelines to the CICTE Secretariat not later than 1 February 2006.
