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1. CONCLUSIONS AND RECOMMENDATIONS OF THE SECOND MEETING  OF MINISTERS OF JUSTICE OR OF MINISTERS OR ATTORNEY GENERAL OF THE AMERICAS 

March 1-3, 1999    Lima, Peru
CHAPTER IV 
CONCLUSIONS AND RECOMMENDATIONS
At the conclusion of its discussions of the various items on the agenda, the Second Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas convened under the aegis of the OAS reached the following conclusions and recommendations: 
[…]
B. Cyber Crime 
Because of the importance and difficulty of the issues presented by cyber crime, and the spread and potential magnitude of the problems it poses for our countries, it is recommended to establish an intergovernmental expert group, within the framework of the OAS, with a mandate to: 
1. complete a diagnosis of criminal activity which targets computers and information, or which uses computers as the means of committing an offense;

2. complete a diagnosis of national legislation, policies and practices regarding such activity;

3. identify national and international entities with relevant expertise; and

4. identify mechanisms of cooperation within the inter-American system to combat cyber crime. 
The intergovernmental expert group should present a report to the Third Meeting of Ministers of Justice or Ministers or Attorneys General of the Americas. 
2. QUESTIONNAIRE PREPARED AT

THE FIRST MEETING OF GOVERNMENT EXPERTS

ON CYBER CRIME

(Washington D.C. May 12, 1999)

1.
What investigative, prosecutive, or other entities in your nation have expertise regarding cyber crime (criminal activity which targets computers and information, or which uses computers as the means of committing an offense)?

2.
Has your nation experienced any or a significant amount of cyber crime, such as:

1. the use of computers by criminals to store information relevant to the commission of an offense?

2. the use of computers by criminals as a means to communicate with other criminals, victims, or other persons?

3. criminal activity where the use of a computer is a significant part of committing the offense?

4. criminal activity which targets computers and electronic information, such as unauthorized access to computer systems?

3.
Have you ever sought or received a request for international legal assistance in a cyber crime case?   What mechanisms were used to provide assistance and how quickly was assistance provided?

4.
Does your criminal law define a computer system?  If so, please provide the definition and the reference to the related paragraphs/articles of your code.

5.
Does your criminal law define computer data?  Does this definition include programs or similar coding?  If you have a definition, please provide it and the reference to the related paragraphs/articles of your code.

6.
Does your criminal law penalize the unauthorized destruction, modification, alteration, access, usage, or other similar interference to or of a computer system or program?

7.
Does your criminal law penalize the unauthorized erasure, alteration, rendering inaccessible, acquisition, or other similar interference to or of information or data from a computer system or program?

8.
Does your criminal law penalize the unauthorized interception of the transmission in any manner or mode of computer data or information?

9.
Is specific intent required in relation to the offenses described in questions 6, 7, and 8?

10.
Are the offenses described in questions 6, 7, and 8 indictable?

11.
Are the offenses described in questions 6, 7, and 8 extraditable?

12.
Would your country have jurisdiction over conduct which amounts to a computer crime as described in the questions above,

a)
if committed solely within your territory,


if one or more of the constituent elements occurred inside your national territory, and


if the crime caused damage in your territory?

13.
The law of some countries may only permit the seizure of tangible material by investigating authorities.  Does the law of your country permit the seizure of intangible computer data (e.g., by printing out or copying the data on to paper or a diskette, which is subsequently seized), or must the physical medium upon which the data is stored (e.g., a computer diskette or the computer itself) be seized?

14.
Does your law permit an on-line search of domestic computer systems?  If yes, for what types of crimes?

15.
Can a telecommunications company or an Internet service provider voluntarily provide data relating to the use of telephone or computer services (e.g., billing or other records of usage, or subscriber identity data) to investigating authorities?

16.
Does your country’s law permit compelling telecommunications companies or Internet service providers to produce the information referenced in question 15?

17.
Does your country’s law obligate a) a suspect or b) a third person to provide access (including the giving of passwords) to a computer system or data that is the target of a lawful search?

18.
As computer systems may contain large amounts of data, does your country’s law permit investigating authorities who are undertaking a search of a computer system to seize:

a)
data that is relevant to the investigation but which is not specified within the scope of the judicial or other order that authorizes the search,


data that is relevant a crime different from that which is under investigation and specified in the judicial or other order that authorizes the search, and


without a judicial or other order, data when there is a risk of erasure or destruction of the data?

19.
In question 18, can the investigating authorities seize such data without obtaining another judicial order?

20.
Does the law of your country permit investigating authorities to search to collect or intercept (or to otherwise obtain) from a) a telecommunications system or b) a computer system, data about the source or destination of a telephone or computer communication at a time that is simultaneous to its time of creation in the present or in the future?

21.
Does your law permit the interception by investigating authorities of telephone or computer communications for the purpose of obtaining their informational content?

22.
Does the law provide a legal authority or obligation for telecommunications companies or Internet service providers to undertake or assist in the interception or obtaining of data referred to questions 20 and 21?

23.
Does the law allow a telecommunications company or an Internet service provider to monitor the content of communications?  If so, can those communications voluntarily be provided to investigating authorities?

24.
Does the law obligate telecommunications companies or Internet service providers to preserve data related to a subscriber’s identity and data related to communication transactions (e.g., date, time, telephone number, or the Internet address that was contacted)? 

25.
Can investigating authorities compel a telecommunications company or Internet service provider to preserve data related to a subscriber’s identity and data related to communication transactions (e.g., date, time, telephone number, or the Internet address that was contacted) if that data was previously collected by that company or provider?

26.
Are statistics kept of the number of computer crime cases

a)
reported by victims?

b)
reported to the police?

c)
tried before court?

27.
Does your country offer computer crime training programs to

a)
the police?

b)
the prosecution service?

c)
the judiciary?

28.
List mechanisms for technical cooperation in the area of cyber crime.

29.
Which measures have been taken with regard to the revision of inter-American instruments for legal and judicial cooperation?


3. FINAL REPORT OF THE
SECOND MEETING OF GOVERNMENT EXPERTS ON CYBER CRIME

Washington D.C., October 14 and 15, 1999.

EXPLANATORY NOTE


The Permanent Council, at its meeting of October 20, 1999, heard a presentation by the Chair of the Special Group on Justice on the results of the Second Meeting of Government Experts on Cybercrime (GE/REMJA/doc.51/99).  A transcript of the presentation is published in the minutes of that meeting (CP/ACTA-1207/99).


On that item, the Council decided to take note of the information provided by the Chair of the Special Group on Justice and to transmit the final report of the expert meeting to the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas.

October 29, 1999

FINAL REPORT OF THE SECOND MEETING OF

GOVERNMENT EXPERTS ON CYBERCRIME

I.  INTRODUCTION

In March 1999, the Ministers of Justice or Ministers or Attorneys General of the Americas recommended the establishment of an intergovernmental experts group on cybercrime with a mandate to (1) conduct a diagnosis of crime targeting computers and information in the member states; (2) conduct a diagnosis of national law, policies, and practices relating to such crime; (3) identify national and international entities with relevant expertise; and (4) identify mechanisms of cooperation within the inter-American system to combat cybercrime.

II.  BACKGROUND

Toward this end, the First Meeting of Government Experts on Cybercrime convened in May 1999 to accomplish the goals set out by the ministers of justice or attorneys general.  At that meeting, to facilitate fulfillment of its mandate, the group of experts crafted a survey requesting information from each member state about its experience with various types of cybercrime; the substantive laws governing cybercrime; the jurisdiction and extradition principles governing cybercrime; the laws governing the preservation and gathering of evidence in such cases; and the existence of specialized training programs or law enforcement entities and/or experts to combat cybercrime.

Subsequently, the Special Group on Justice decided to hold the Second Meeting of Government Experts on Cybercrime on October 14 and 15, 1999.
/  This meeting was convened to analyze the replies by the governments of member states to the survey on this topic, to consider mechanisms for cooperation on cybercrime within the inter-American system, and to listen to papers presented by the following experts: Dr. Rodolfo Ojales, attorney at the U.S. Department of Justice; Mr. Joe DiAngelo of Citigroup; Mr. John Ryan of America Online; Mr. Don Cavendar of the Computer Analysis and Response Team; Ms. Ketherine Fithen of the Computer Emergency Response Team at Carnegie-Mellon University; Mr. Steve Branigan of Bell Labs; and Mr. Raúl Sanguinetti, Unit Chief, Department of Management Systems. Abstracts of these papers are attached to this report.

With respect to the replies by the governments of member states to the questionnaire crafted at the First Meeting of Government Experts on Cybercrime (GE/REMJA/doc.15/99)
/, the Second Meeting had at its disposal a document prepared by the Secretariat for Legal Affairs of the General Secretariat (GE/REMJA/doc.47/99), which compiles and correlates the replies to the questionnaire.

It should be noted that the diagnosis requested is based on replies to the survey by 11 member states as of October 14, 1999, and on the deliberations of the Meeting of Experts throughout its working sessions.  Although there were only a limited number of replies, the Meeting considered that they reflect the current situation in the Americas in general terms.  In addition, the report contains recommendations for strengthening the responsiveness of member states to major public security concerns and challenges posed by new technology and their continued ability to forge inter-American mechanisms with which to investigate and combat cybercrime.

III.  DIAGNOSIS

For the purposes of this diagnosis, “cybercrime” is defined as a criminal activity in which information technology systems  (including, inter alia, telecommunications and computer systems) are the corpus delicti or means of committing an offense.

Seven (7) member states responding to the survey reported that they had not experienced significant harm from cybercrime. Cybercrime is at present perceived as rare, and often is not specifically criminalized under the law. Nevertheless, some member states do punish crimes committed using information technology when such acts are in themselves offenses, such as, for example, fraud, tax evasion, defamation or distribution of child pornography.

In view of this, there is clearly a need to develop, adapt, and harmonize the legislation, procedures, and institutions required to combat the increasing abuse and misuse of computers in member states.

With respect to legislation regarding the gathering of evidence, the authority to trace, collect, preserve, and disclose electronic communications traffic information and computer data is critical to the investigation of cybercrimes.  Given that cybercrime is still incipient and difficult to detect, some member states may not have faced the unique problems associated with gathering evidence regarding this kind of offense.  Nine (9) responding states do permit the seizure of tangible materials in accordance with established procedures, and also compelling Internet service providers and telecommunications companies to produce subscriber and billing information.  However, it appears that in some cases investigators might not be permitted to take other pertinent steps to investigate cybercrime, such as obtaining source and destination information about communications simultaneously with the transmission of those communications, which may be necessary to trace a computer intrusion.

Perhaps the greatest difficulty facing member states is the dearth of investigative and prosecutorial entities with the expertise to investigate or prosecute cybercrimes. Nor is the requisite training available. However, cybercrimes are frequently investigated by units that have not specialized in that field (units investigating organized crime and drug trafficking, for instance, to mention only two). Given that this lack of entities with expertise could impair both domestic and international investigation of cybercrime, developing suitable mechanisms for acquiring such expertise should be one of the priorities in this area.

Very few member states (they include, however, the United States, among the survey respondents) have experienced difficulties related to the global nature of cybercrimes or have made or received requests for international assistance in cybercrime cases.  But despite the lack of requests to date, it is not uncommon to trace a cybercrime through computer networks located in a multitude of countries unrelated to the location of the perpetrator or the victim. Thus, the ability to request and to provide international assistance is critical and deserves further examination by states.

It is not clear from the survey results whether issues relating to jurisdiction, extradition, and international cooperation are adequately governed by the member states’ specific or generally applicable laws and existing multilateral and bilateral agreements.

Finally, despite the perceived lack of regional harm from cybercrime to date, presentations to the group by representatives of other international bodies, governments, private sector entities and computer security organizations indicate that the cybercrime problem is escalating; which makes it all the more important to ensure that member states are prepared to investigate and prosecute cybercrime when it arises in their jurisdictions.

IV.  IDENTIFICATION OF NATIONAL AND INTERNATIONAL

BODIES WITH RELEVANT EXPERTISE


The answers to question number one in the attached document (GT/REMJA/doc.47/99) identify national entities with relevant expertise.  In addition, the group of experts has identified the following international entities with expertise regarding cybercrime: the Council of Europe, the Group of Eight, the European Union, the Organization for Economic Cooperation and Development, the United Nations (including the Asia and Far East Institute for the Prevention of Crime and the Treatment of Offenders - UNAFEI), and Interpol.  Finally, various academic and private sector entities have critical expertise, including telecommunications companies and “incident response teams” such as the Computer Emergency Response Team at Carnegie-Mellon University in the United States.

V.  IDENTIFICATION OF MECHANISMS OF COOPERATION

WITHIN THE INTER-AMERICAN SYSTEM

A number of existing arrangements can be used to facilitate cooperation against cybercrime, including bilateral and multilateral mutual legal assistance treaties, Interpol, letters rogatory, and informal cooperation mechanisms.  In addition, a few countries in the Americas have joined or are in the process of joining the 24-Hour/7-Day a Week Point of Contact Group.

VI.  RECOMMENDATIONS

Within the framework of the provisions contained in resolution AG/RES. 1615 (XXIX-O/99) and recognizing the global threat posed by cybercrime and the need for a rapid and appropriate response by the competent national authorities, the Meeting of
Experts recommends that the following recommendations be presented, through the Permanent Council, to the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas:

1. That states be urged to identify one or more agencies within their country that will have primary authority and responsibility to investigate and prosecute cybercrime.

2. That states still lacking legislation covering cybercrime take steps to fill that gap.

3. That member states be requested to make every effort to harmonize their laws on cybercrime in such a way as to facilitate international cooperation in preventing and combating these illicit activities.

4. That member states determine their training needs in the area of cybercrime and explore bilateral, regional, and multilateral cooperation mechanisms to meet those needs.

5. That an effort be made to draw up general guidelines to be used in devising legislation covering cybercrimes.

6. That consideration be given to various measures, including setting up a Voluntary Specific Fund, to support efforts to expand cooperation on this matter in the Hemisphere.

7. That member states be encouraged to exchange information on cybercrime.

8. That support be given to dissemination of information regarding OAS activities in this field, including its Web page on the subject.

9. That states consider the possibility of becoming members of the 24-Hour/7-Day a Week Point of Contact Group, or participating in other existing mechanisms for cooperation or the exchange of information in order to initiate or receive information.

10. That member states take steps to heighten awareness of this issue among the general public, including users in the education system, the legal system, and the justice system regarding the need to prevent and combat cybercrime.


In conclusion, the Second Meeting of Government Experts on Cybercrime, held under the auspices of the Special Group on Justice of the Permanent Council, presents this report to that Group for possible presentation to and consideration by the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas.

APPENDIX

SUMMARY OF THE PRESENTATIONS
/
PRESENTATION BY MR. RODOLFO ORJALES, UNITED STATES 
DEPARTMENT OF JUSTICE

a. Use of computers to obtain passwords that will help criminals to acquire or manipulate:

· Documents or secret communications;

· Networks as a means of access to an ultimate target– “weaving”; and 

· Instruments for initiating, facilitating, or committing an offense.

b.
Damage to the system

· Shutdown of communications and viruses;

· Communications.

Damage caused by:

· Persons working at the organization or institution;

· Youths between 16 and 24 years of age;

· Industrial agents; and

· Secret intelligence agents from the various countries.

c.
Offenses committed:  Computers are used as a means of committing crimes such as:

· Fraud;

· Illegal sales;

· Piracy;

· Others.

d.
Child pornography
In short:  The computer can be the means or the object of an offense:

· For the attack / In the commission of the offense;

· As a target;

· As an accomplice.
· PRESENTATION BY MR. JOE DIANGELO OF CITIGROUP


The speaker, from the U.S. banking firm Citigroup, described a cybercrime perpetrated against the bank in 1994.  A Russian hacker managed to obtain the access codes of various bank depositors, using a number of banking networks.  During the period from June to October of 1994, this criminal transferred around US$40 million, using 40 separate transactions.  The bank lost US$400,000 and recovered the remainder.  Fourteen countries were involved.


The speaker pointed to a number of important factors:  (1) The criminals learned from their initial mistakes; and (2) they increased the amount of money after each successful transfer.


This type of cybercrime usually consists of two phases:

I. Exploration;

II. Commission of the offense.

Credit for the apprehension of the offenders can be attributed mainly to (1) cooperation among the banks involved; (2) assistance from the justice sector and from investigators; and (3) help from clients.


However, several legal obstacles prevented their immediate apprehension and extradition, including:  (1) different national laws; and problems in obtaining (2) evidence; (3) witnesses; (4) executive or court orders.


Under banking regulations, every type of money transfer requires an access code valid for the specific transaction only.  This makes it impossible to link similar crimes.

Means of international cooperation should exist.  All parties need to protect their assets.  Still, the penalty in this case was quite harsh, considering that it was a management-level or “white collar" crime.


The lack of an agency, department, or government body charged with investigating cybercrime caused immense difficulties and delayed the investigation for a month.  Moreover, not all of the arrests in this case have been made, even though the criminal activity ended over four years ago.
PRESENTATION BY MR. JOHN RYAN OF AMERICA ONLINE (AOL)

The AOL representative spoke first on the problems and obstacles encountered in fighting cybercrime.  This technology firm conducts business in 127 countries and serves 18 million users. The company supports a hard-line approach:  zero tolerance for cybercrime.

In theory, any crime outside cyberspace can be committed or facilitated within cyberspace.  Therefore, AOL has taken the following precautions and initiatives:

· Training of police officers, children, adults, and parents;.

· Cooperation with police throughout the judicial process.

Challenges:

1. Nonexistence of uniform law.

2. Conflicts of law and jurisdiction.
PRESENTATION BY MS. KATHERINE FITHEN OF THE COMPUTER EMERGENCY RESPONSE TEAM, CARNEGIE-MELLON UNIVERSITY


This was the academic sector's contribution.  The CERT program provides technical support, assistance, and suggestions and conducts training seminars and workshops on mitigating the effects of the illegal manipulation of, or attacks on, Internet servers or pages.


CERT is designed to provide service and objective information to victims of such attacks and to locate experts in this area.  The attacks are documented and referred to experts who can mitigate and repair the damage.  They are considered incidental.  In 1999, CERT has assisted in correcting the effects of around 7,000 attacks.

The main challenge, in terms of CERT's efforts, is to distinguish between problems truly caused by “bugs” and attacks disguised as “bugs.”

PRESENTATION BY MR. DON CAVENDAR OF THE FBI


The overwhelming majority of cybercrimes are transnational, i.e., carried out in various countries simultaneously, transcending geopolitical boundaries.  The FBI recognizes the need for evidentiary criteria and procedures.  The criteria must be built upon a universal foundation of definitions, principles, and processes that can stand the test of time.   Digital information must be known to and understood by all parties.

Approximately 2,000 special cases were investigated in the information technology lab.  The FBI began to compile data in 1998:

60%
-
violent crimes

· armed robberies

· extortion

· the vast majority involving the exploitation of minors

35%
-
crimes of fraud

The speaker emphasized the gravity of the problem, the high incidence of serious and violent crimes, and his concern over the attendant threat to children's well-being.

PRESENTATION BY MR. STEVEN BRANIGARS, LUCENT TECHNOLOGIES, BELL LABORATORIES


Lucent Technologies is mainly a telecommunications firm.  This presentation focused on the expansion of telecommunications systems and how they can be used in the commission of crimes.  Many crimes involve the manipulation of telephone cables for call interception (theft of credit card numbers) and fraudulent charges.

PRESENTATION BY MR. RAÚL SANGUINETTI, UNIT CHIEF, OAS DEPARTMENT OF MANAGEMENT SYSTEMS AND INFORMATION


The OAS has been using advanced technology to maintain the confidentiality of its information technology activities.  To that end:

· Confidential information is stored on a separate server to prevent access.  The Organization employs a high-level security system that prevents free access to such data over open Internet access systems.

· Secure transaction systems have been implemented for applications that so require.

· Encryption is used when the nature of the data so requires.

· The OAS is continuing to develop new security systems, such as:

· VPN (virtual private networks)

· Smart/Token Cards (coded or key cards)

· PKI (public key infrastructure)

· Security protocols (IPSec., SSL, SHTTP)

4. FINAL RECOMMENDATIONS OF THE
SECOND MEETING OF GOVERNMENT EXPERTS ON CYBER CRIME

Washington D.C., October 14 and 15, 1999. 

VI.  RECOMMENDATIONS

Within the framework of the provisions contained in resolution AG/RES. 1615 (XXIX-O/99) and recognizing the global threat posed by cybercrime and the need for a rapid and appropriate response by the competent national authorities, the Meeting of Experts recommends that the following recommendations be presented, through the Permanent Council, to the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas:

11. That states be urged to identify one or more agencies within their country that will have primary authority and responsibility to investigate and prosecute cybercrime.

12. That states still lacking legislation covering cybercrime take steps to fill that gap.

13. That member states be requested to make every effort to harmonize their laws on cybercrime in such a way as to facilitate international cooperation in preventing and combating these illicit activities.

14. That member states determine their training needs in the area of cybercrime and explore bilateral, regional, and multilateral cooperation mechanisms to meet those needs.

15. That an effort be made to draw up general guidelines to be used in devising legislation covering cybercrimes.

16. That consideration be given to various measures, including setting up a Voluntary Specific Fund, to support efforts to expand cooperation on this matter in the Hemisphere.

17. That member states be encouraged to exchange information on cybercrime.

18. That support be given to dissemination of information regarding OAS activities in this field, including its Web page on the subject.

19. That states consider the possibility of becoming members of the 24-Hour/7-Day a Week Point of Contact Group, or participating in other existing mechanisms for cooperation or the exchange of information in order to initiate or receive information.

20. That member states take steps to heighten awareness of this issue among the general public, including users in the education system, the legal system, and the justice system regarding the need to prevent and combat cybercrime.


In conclusion, the Second Meeting of Government Experts on Cybercrime, held under the auspices of the Special Group on Justice of the Permanent Council, presents this report to that Group for possible presentation to and consideration by the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas.

5. CONCLUSIONS AND RECOMMENDATIONS
THIRD MEETING OF MINISTERS OF JUSTICE OR OF MINISTERS OR ATTORNEYS GENERAL OF THE AMERICAS 

(March 1 to 3, 2000   San José, Costa Rica)
At the close of discussion on the various agenda items, the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas, convened in the OAS framework through resolution AG/RES. 1615 (XXIX-O/99), approved the following conclusions and recommendations, to be presented, through the Permanent Council of the OAS, to the thirtieth regular session of the General Assembly.
Cyber crime 
The Third REMJA, mindful of the recommendations made by the Group of Government Experts on Cyber Crime that met at OAS headquarters in May and October, 1999, urges member states of the OAS to:

· Identify one or more agencies within their country that will have primary authority and responsibility to investigate and prosecute cyber crime; 

· Take steps to enact legislation covering cyber crime, if they have not already done so; 
· Make every effort to harmonize their laws on cyber crime in such a way as to facilitate international cooperation in preventing and combating these illicit activities; 

· Determine their training needs in the area of cyber crime and explore bilateral, regional, and multilateral cooperation mechanisms to meet those needs; 

· Consider the possibility of becoming members of the 24-Hour/7-Day a Week Point of Contact Group, or participating in other existing mechanisms for cooperation or the exchange of information in order to initiate or receive information; 

· Take steps to heighten awareness of this issue among the general public, including users in the education system, the legal system, and the justice system regarding the need to prevent and combat cyber crime; 

· Consider various measures, including setting up a Voluntary Specific Fund, to support efforts to expand cooperation on this matter in the Hemisphere; 

· Promote, in the framework of the OAS, the exchange of information on cyber crime and dissemination of information regarding activities in this field, including the OAS Web page on the subject; 

· Ensure follow-up to the implementation of the recommendations of the Group of Government Experts in the framework of the OAS, taking into account the need to prepare guidelines to orient national efforts in the field of cyber crime through, for instance, the development of model legislation or other pertinent legal instruments and training programs. 

6. FINAL REPORT OF THE FOURTH MEETING OF MINISTERS OF JUSTICE OR OF MINISTERS  OR ATTORNEY GENERAL OF THE AMERICAS

(March 10-13, 2002. Port-Of-Spain, Trinidad And  Tobago)
CHAPTER IV   
CONCLUSIONS AND RECOMMENDATIONS   

After concluding the discussion of its different agenda items, the Fourth Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas, convened under the aegis of the OAS by means of resolution AG/RES.1781 (XXXI-O/01), adopted the following recommendations,
[11]/ to be brought before the Permanent Council of the OAS for submission at the thirtieth regular session of the General Assembly.   
IV.                CYBER-CRIME   
REMJA-IV recommends:   
1.
That the states complete the questionnaire prepared by the OAS General Secretariat in order to assess the progress made and with a view to implementing as soon as possible the recommendations drawn up by REMJA-III on the fight against cyber-crime.   
2.
That, in the framework of the activities of the OAS working group to follow up on the REMJA recommendations, the Group of Governmental Experts on Cyber-Crime be reconvened and given the following mandate: 
a.
To follow up on implementation of the recommendations prepared by that Group and adopted by REMJA-III, and   
b.       To consider the preparation of pertinent inter-American legal instruments and model legislation for the purpose of strengthening hemispheric cooperation in combating cyber-crime, considering standards relating to privacy, the protection of information, procedural aspects, and crime prevention.   
7. MOST RECENT GENERAL ASSEMBLY RESOLUTIONS 
RELATED TO CYBERCRIME
AG/RES. 1849 (XXXII-O/02)
MEETING OF MINISTERS OF JUSTICE OR OF MINISTERS OR ATTORNEYS GENERAL OF THE AMERICAS
(Adopted at the fourth plenary session held on June 4, 2002)  

THE GENERAL ASSEMBLY,  


HAVING SEEN the Final Report of the Fourth Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas (REMJA-IV/doc.24/02 rev. 2), held in Trinidad and Tobago from March 10 to 13, 2002;  


RECALLING that, in the Plan of Action of the Third Summit of the Americas, the Heads of State and Government decided that they would:  


Continue to support the work done in the context of the Meetings of Ministers of Justice and Attorneys General of the Americas ... and the implementation of their conclusions and recommendations;

 

            Implement collective strategies, including those that emerge from the Meetings of Ministers of Justice of the Americas, to enhance the institutional ability of states to exchange information and evidence … and strengthen cooperation … to jointly combat emerging forms of transnational criminal activity;

 

            Develop an exchange of best practices and recommendations, through the Meetings of Ministers of Justice … [to] improve prison conditions throughout the Hemisphere; and

 

            Establish, in the OAS, an Internet-based network of information among competent legal authorities on extradition and mutual legal assistance;  


CONSIDERING that REMJA-IV, convened within the framework of the OAS, adopted, inter alia, the following recommendations:  

That it “initiate a process aimed at the adoption of a hemispheric Plan of Action in the area of mutual legal and judicial cooperation in order to join forces to combat the various manifestations of transnational organized crime and terrorism, in keeping with the commitment made by the Heads of State and Government at the Third Summit of the Americas”;
That, “in the framework of the work of the Special Group of the OAS Permanent Council entrusted with implementing the REMJA recommendations, a group of governmental experts ... be convened as soon as possible,” with the mandate of drawing up a proposed hemispheric Plan of Action, to be submitted to REMJA-V “for consideration and approval”; 
That “the Working Group, made up of Argentina, The Bahamas, Canada, and El Salvador, with the support of the OAS General Secretariat, continue its activities” so that the Information Exchange Network for Mutual Legal Assistance in Criminal Matters may extend to all states of the Americas and be gradually upgraded;  
That, “in the framework of the OAS, a meeting be convened of officials responsible for the penitentiary and prison policies of the OAS member states for the purpose, inter alia, of promoting the exchange of information and experiences among them ..., including the proposal to set up a permanent information exchange network in this area”; and

That, “in the framework of the activities of the OAS working group to follow up on the REMJA recommendations, the Group of Governmental Experts on Cyber-Crime be reconvened and given the following mandate:  (a) to follow up on implementation of the recommendations prepared by that Group and adopted by REMJA-III, and (b) to consider the preparation of pertinent inter-American legal instruments and model legislation,”  

RESOLVES:  


1.
To express its appreciation to the Government of the Republic of Trinidad and Tobago for hosting the Fourth Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas and for its efficient organization of the Meeting, which helped to make it a success.  


2.
To instruct the Permanent Council to:  

a.
Follow up on implementation of the recommendations adopted by REMJA-IV.  

b.
Convene, as soon as possible, a group of government experts in mutual legal and judicial cooperation in criminal matters, including the central authorities for the inter-American treaties on legal and judicial cooperation in this area, for the purpose of adopting the hemispheric plan of action referred to in the REMJA-IV recommendations, with a view to its presentation to REMJA-V for consideration.  
c.
Reconvene the Group of Government Experts on Cyber-Crime for the purpose of carrying out the mandates referred to in the REMJA-IV recommendations. 

d.
Convene a meeting of authorities responsible for penitentiary and prison policies in the OAS member states, pursuant to the REMJA-IV recommendation.  


3.
To support the holding of a meeting of the central authorities and other experts on Mutual Legal Assistance in Criminal Matters and accept the offer of the Government of Canada to host this meeting.   


4.
To request the General Secretariat to provide any necessary technical support for implementing the REMJA-IV recommendations as well as the provisions of this resolution.  


5.
To request the Permanent Council to follow up on this resolution, which will be implemented in accordance with the resources allocated in the program-budget and other resources, and to request it to present a report on implementation of this resolution to the General Assembly at its thirty-third regular session. 
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Note: The answers to this questionaire can be consulted at the private cibercrime web page at:


� HYPERLINK "http://www.oas.org/juridico/spanish/cyber/default.htm" �http://www.oas.org/juridico/spanish/cyber/default.htm�











�.	The list of participants at the Meeting of Experts has been published as document GE/REMJA/doc. 52/99.





�.	To date, replies have been received from Mexico (GE/REMJA/doc.15/99 add. 1); United States (GE/REMJA/doc.15/99 add. 2); Ecuador (GE/REMJA/doc.15/99 add. 3); Brazil (GE/REMJA/ doc.15/99 add. 4);  El Salvador (GE/REMJA/doc.15/99 add. 5); Costa Rica (GE/REMJA/doc.15/99 add. 6); Peru (GE/REMJA/doc.15/99 add. 7); Argentina (GE/REMJA/doc.15/99 add. 8); Trinidad and Tobago (GE/REMJA/doc.15/99 add. 9); Panama (GE/REMJA/doc.15/99 add. 10); and Venezuela (GE/REMJA/doc.15/99 add. 11).


�.	The texts of these presentations will be compiled by the Department of Legal Cooperation of the Secretariat for Legal Affairs.


�[11].	These recommendations are published in document REMJA-IV/doc.25/02 rev. 2.






