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Glossary of Audit and Related Terms 

Accountability 

 

That responsibility to some outside or higher level of authority by a 

person or group of persons in an organisation 

Auditee or Entity The organisation, the agency or the entity to audit by the Supreme 

Audit Institution (SAI) 

Audit Evidence Information that forms the foundation, which supports the 

auditor's opinions, conclusions or reports.  

Sufficient Information that is quantitatively sufficient and appropriate to 

achieve the auditing results; and is qualitatively impartial such as 

to inspire confidence and reliability 

Relevant Information that is pertinent to the audit objectives 

Reliable Information that is consistent with the facts, i.e. it is valid 

Auditors Officials of the Audit Department who perform audit work on 

behalf of the Comptroller and Auditor General. Any audit official 

involved in planning, conducting, supervising or reporting the audit 

Audit Mandate The audit responsibilities, powers, discretion and duties conferred 

on the SAI under the Constitution or other lawful authority of a 

country 

Audit Objective A precise statement of what the audit intends to accomplish 

and/or the question the audit will answer. This may include 

financial, regularity or performance issues. It will help decision-

makers to 

improve the economy, efficiency and effectiveness of their 

operations 

Audit Procedures Tests, instructions and details included in the audit programme to 

be carried out systematically and reasonably 

Audit Scope The framework, boundary or limits and subjects of the audit 

Audit Standards Audit standards provide minimum guidance for the auditor that 

helps determine the extent of audit steps and procedures that 

should be applied to fulfil the audit objective. They are the criteria 

or yardsticks against which the quality of the audit results are 

evaluated; the Government Auditing Standards which are issued 

by the Comptroller and Auditor General containing standards with 

which auditors are required to comply 

Criteria Any standards used for measuring the results caused by the 

actions of employees or management in any performance audit 

situation 

Competent Information that is quantitatively sufficient and appropriate to 

achieve the auditing results; and is qualitatively impartial such as 

to 

inspire confidence and reliability 

Effectiveness The extent to which objectives are achieved and the relationship 

between the intended impact and the actual impact of an activity 

Efficiency The relationship between the output, in terms of goods, services or 

other results, and the resources used to produce them 

Independence The freedom of the SAI in audit matters to act in accordance with 
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Glossary of Audit and Related Terms (Cont’d) 

 

 

its audit mandate without external direction or interference 

of any kind 

Internal Control The whole system of financial and other controls, including the 

organisational structure, methods, procedures and internal audit, 

established by management within its corporate goals, to assist in 

conducting the business of the audited entity in a regular 

economic, efficient and effective manner; ensuring adherence to 

management policies; safeguarding assets and resources; securing 

the accuracy and completeness of accounting records; and 

producing timely and reliable financial and management 

information 
Management Control The plan of organisation and all other plans, policies, procedures 

and practices needed by an entity to assure that the objectives of 

the entity are achieved 

Materiality In general terms, a matter may be judged material if knowledge of 

it would be likely to influence the user of the financial statements 

or the performance audit report. Materiality is generally 

considered in terms of value, i.e. the amount of money involved in 

relation to the whole. The inherent nature or characteristics of an 

item or group of items may also render a matter material, for 

example, where the law or some other regulation requires it to be 

disclosed separately regardless of the amount involved. A matter 

may also be considered material because of the context in which it 

occurs, for example, an item in relation to the corresponding 

amount in previous years. Audit evidence plays an important part 

in the auditor's decision concerning the selection of materiality 

issues and areas for audit and the nature, timing and extent of 

audit tests and procedures 

Planning Defining the objectives, setting policies and determining the 

nature, scope, extent and timing of the procedures and tests 

needed to achieve the objectives 

Preliminary Study The process of obtaining background and general information in a 

relatively short period of time on all aspects of the organisation, 

activity, programme or system being considered for examination 

to set a tentative audit objective. 

Public Accountability The obligations of persons or entities, including government 

departments, public enterprises and corporations, entrusted with 

public resources to be answerable for the fiscal, managerial and 

program responsibilities that have been conferred on them, and to 

report to those that have conferred these responsibilities on them 

Recommendations Recommendations are courses of action suggested by 

the auditor relating to the audit objectives 

Report The auditor's written opinion and other remarks on a set of 

financial statements as the result of a financial or regularity audit 

or the auditor's findings on completion of a performance audit 

Reporting Standards The framework for the auditor to report the results of the audit, 

including guidance on the form and content of the auditor's report 
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Glossary of Audit and Related Terms (Cont’d) 

 

   

Supervision An essential requirement in audit work entails proper leadership, 

direction and control at all stages to ensure a competent, 

effective link between the activities, procedures and tests that are 

carried out and the aims to be achieved 

Supreme Audit 

Institution (SAI) 

The public body of a State which, however designated, constituted 

or organised, exercises by virtue of law the highest public auditing 

function of that State 

Transparency The quality of being easily understood 

Value for Money or 

Performance Audit 

An objective and systematic review of an organisation to assess 

whether in the pursuit of predetermined goals it has achieved 

economy, efficiency and effectiveness in the utilisation of its 

resources. The term VFM audit also denotes performance audit 

Reasonable Information that is economical in that the cost of gathering it is 

commensurate with the result which the auditor is trying to 

achieve 

Audit Program Audit requirements and procedures necessary to implement the 

audit objective and to make assessments against audit criteria 

Audit Sampling Statistically based techniques that extrapolate from specific cases 

to make assertions about the population as a whole and are used 

when it is not feasible to analyse entire populations eg. invoices/ 

vouchers, elements of internal control systems, agency units 

Due care The appropriate element of care and skill which a trained auditor 

would be expected to apply having regard to the complexity of the 

audit task, including careful attention to planning, gathering and 

evaluating evidence, and forming opinions, conclusions and 

making recommendations 

Opinion The auditor’s written conclusions as the result of a performance 

audit 

Regularity Attestation of financial accountability of accountable entities, 

involving examination and evaluation of financial records and 

expression of opinions on financial statements; attestation of 

financial accountability of the government administration as a 

whole; audit of financial systems and transactions, including an 

evaluation of compliance with applicable statutes and regulations; 

audit of internal control and internal audit functions; audit of the 

probity and propriety of administrative decisions taken within the 

audited entity; and reporting of any other matters arising from or 

relating to the audit that the SAI considers should be disclosed 

Report The auditor’s written findings, opinion, recommendations and 

other remarks on completion of a performance audit 

Reporting standards The framework for the auditor to report the results of the audit, 

including guidance on the form and content of the auditor’s report 

Supervision An essential requirement in auditing which entails proper 

leadership, direction and control at all stages to ensure a 

competent, effective link between the activities, procedures and 

tests that are carried out and the aims to be achieved 

Supreme Audit Institution (SAI) The public body of a State which, however 
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Glossary of Audit and Related Terms (Cont’d) 

 

 

 designated, constituted or organised, exercises by virtue of law the 

highest public auditing function of that State 

  

Note: Terms or expressions used in this manual which appear also in the Act or in 

any order or rules issued hereunder shall have the same meanings as have been 

assigned in the Act, the order or the rules concerned. 
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Acronyms and Abbreviations 

 

 

AICPA American Institute of Certified Public Accountant  

 

CAM Comprehensive Audit Manual 

CCAF Canadian Comprehensive Auditing Foundation 

CICA Canadian Institute of Chartered Accountants  

COSO Committee of Sponsoring Organizations 

 

GAO Government Accountability Office  

 

INTOSAI International Organization of Supreme Audit Institutions 

 

NAO National Audit Office  

 

OAG Office of the Auditor General  

ODA Office of the Director of Audit 

 

PAM Public Audit Manual  
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100. Foreword 

The manual is intended to guide the Offices of the Director of Audit (ODA’s) of the OECS 

countries, and covers all stages of the audit process from preparation for audit to follow-up 

of audit reports and enhance the transparency of the audit process. Using the mandate, 

organization and standards as a framework, the manual outlines the audit process to be 

followed by each office. 

110. Objective of the Audit Manual 

This auditing manual sets out the basic audit organization, standards and process of the 

Office of the Director of Audit. These represent the Office’s general policies for conducting 

audits. 

 

The Office has formally adopted the INTOSAI Auditing Standards. However, to assist it in the 

fulfilment of its mandate, the Office is also guided by other auditing standards from other 

sources such as the International Standards on Auditing issued by the International 

Federation of Accountants; the Government Accountability Office (GAO) of the United 

States of America, the Canadian Institute of Chartered Accountants (CICA) Handbook 

Volume II issued by the CICA, the Codification of Statements on Auditing Standards issued 

by the American Institute of Certified Public Accountant (AICPA). Operating manuals such as 

the Public Audit Manual (PAM) issued by the National Audit Office (NAO) of the United 

Kingdom, the Comprehensive Audit Manual (CAM) issued by the Canadian Comprehensive 

Auditing Foundation (CCAF) and the Office of the Auditor General (OAG) of Canada. 

120.  Purpose 

The reason for developing this auditing manual and its purpose include: 

1. communicating the office’s audit organization, standards, policies and process; 

2. setting out a basic structure within which professional judgement may be exercised; 

3. providing a means through which the quality of the work of the office can be 

measured; 

4. encouraging appropriate consistency and efficiency in the manner in which audits 

are carried out; 

5. encouraging discussion and thus a means through which changes and improvements 

can be made.  

 

All staff should be familiar with the contents of the manual and a copy should always be 

available for reference during each audit. 

130.  Content 

The manual outlines the Director of Audit’s mandate and discusses this office’s organization, 

role and responsibilities. It sets out and describes the standards governing the conduct of 

audits; these standards form the basis for judging the quality of the work of the office. 
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Using the mandate, organization and standards as a framework, the manual outlines the 

audit process followed by the office, like financial audits, annual audits and performance 

audits.  

 

Special chapters are dedicated to internal control assessment, procurement and capital 

projects audits and Information Technology audits. 

131.  Additions and Revisions 

This Manual embodies the current audit practices applied by the Office of the Director of 

Audit to its audits. The manual will sometimes have to be revised or updated when there 

are changes in the objectives, standards and techniques of auditing. As required, these 

revisions will be issued to all holders of the Auditing Manual. 

 

Audit staff who identify the need for revisions or have suggestions for improvement are 

encouraged to communicate their observations to the Director of Audit. 
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200. Audit Mandate and Policies 

210. Audit Organization 

211. Audit Authority 

The Audit Authority of the Director of Audit is established in the Constitution where it states 

that the Director of Audit is the Auditor of the Public Accounts of the State, and as such shall 

make such examinations and enquiries as he considers necessary to enable him to report as 

required by the Constitution. 

 

The Director of Audit is accountable to the House of Assembly and he discharges his 

responsibilities submitting his Audit reports to the House. 

212  Public Accounts Committee 

The Public Accounts Committee is a select committee of Parliament. It is responsible for 

overseeing government expenditures to ensure they are effective and honest. The PAC is 

seen as a crucial mechanism for ensuring transparency and accountability in government 

financial operations. 

 

Designated accounting officers shall be answerable to the Public Accounts Committee for 

the efficient management of and accounting for public funds entrusted to him or her as 

accounting officers. 

 

The Public Accounts Committee is the natural liaison between the Audit Office and 

Parliament.   

213  Audit Advisory Committee 

The Audit Advisory Committee serves as a senior, internal, advisory body, independent of 

the ongoing audit. Members provide the Team Leader in charge of performance audits or 

government-wide studies with advice as the audit proceeds from the planning to the 

reporting phase. As required, advice should be sought from individual members of the 

Committee, or from the Committee as a whole when considered appropriate. The 

Chairperson of this Committee is the Director of Audit and other members are the in Charge 

Auditors and the Team Leaders. 

 

At the discretion and direction of the Director of Audit, the Committee reviews the work of 

the audit at the following points: 

 

• Survey report and plan for the audit. 

• Review of draft reports to the audit entity and the relevant sections, where 

applicable, in the annual report. 

 

The functions of the committee are to: 



Page 6 OECS Countries Harmonized Audit Manual Offices of the Directors of Audit 

 

• Provide strategic and technical advice which will assist the audit in having 

maximum effect. 

• Fulfill a co-ordinating role with particular respect to reporting and control 

evaluation. 

• Critically scrutinize the logic and fairness of the assessments and 

recommendations which are developed. 

220 Audit Mandate 

The National Constitution and /or the Audit Act provide the powers to the Director of Audit 

to conduct the Annual Review of Public Accounts, Compliance Audits and Performance 

(Value for Money) Audits.   

221 Compliance Audit 

The Director of Audit shall call attention to anything that he/she considers to be of 

significance and of a nature that should be brought to the attention of the House of 

Assembly, including any cases which he/she has observed that public monies have not been 

fully accounted for or paid, where so required by Law, into the Consolidated Fund and 

essential records have not been maintained or the rules and procedures applied have been 

insufficient to safeguard and control public property to secure an effective check on the 

assessment, collection and proper allocation of the revenue and to ensure that expenditure 

have been made only as authorized. 

222  Performance (Value for Money) Audit 

The Director of Audit also shall call attention on any cases which he has observed that public 

money has been expended without due regard to economy (the acquisition, at the lowest 

cost and at the appropriate time, of human and material resources in appropriate quantity 

and quality) or efficiency (the conversion, in the best ratio, of resources into goods and 

services); or 

 

The DOA shall also include in its audit report observations when he considers that 

satisfactory procedures have not been established to measure and report on the 

effectiveness of programme (the achievement, to the best degree, of the objectives or other 

intended effects of a programme, an organization or any activity), where such procedures 

could appropriately and reasonably be implemented. 

223  Annual Audit of Public Accounts 

The Director of Audit is the Auditor of the Public Accounts of the State and as such shall 

make such examinations and enquiries as he considers necessary to enable him to report as 

required by the Constitution and /or the Audit Act. 

 

The Public Accounts include the Accounts of Public Bodies, Statutory Bodies and 

Government Companies. 
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The public accounts consist of the following Financial Statements that should be available 

for the annual audit:  

 

• Consolidated Fund 

• Statement of Public Debt (domestic debt)  

• Statement of Public Debt (external debt) 

• Statement of Assets and Liabilities 

• Statement of Investments 

• Statements of Advances 

• Statement of Deposits 

• Statement of Trust Funds 

• Abstract Account of Revenue and Expenditure 

• Abstract Accounts of Receipt and Payments 

 

The names may vary from one country to another. The Director of Audit shall examine the 

several financial statements required by the Finance Act to be included in the Public 

Accounts and any other statement that the Minister may present for audit and shall express 

his opinion as to whether they present fairly information in accordance with stated 

accounting policies of the Government and on a basis consistent with that of the preceding 

year together with any reservations he may have. 

 

After his examination, the Director of Audit shall submit a report at least once a year to the 

Minister for transmission to the House of Assembly. 

 

Furthermore, the Director Of Audit shall pay a particular attention to other categories of 

audit: 

 

Financial Audit of Capital Projects and Procurement Expenditures 

Capital Projects and Procurement Expenditures are considered as one of the major classes 

of transactions that have a significant role to the Financial Statements and have notable 

impact on the performance and results of public entities.  

 

IT Audit 

Government has become more dependent on information technology for financial 

management and control purposes. 

 

The audit Principal should ensure that the audit team has members with sufficient 

specialized information technology knowledge and audit skills, and that an Information 

Technology Specialist is assigned to the audit team for the review of all entities with 

Enterprise Resource Planning applications or other significant computer systems. 

230 Audit Roles and Responsibilities 

The role, mandate and responsibilities of the Office of the Director of Audit should be 

viewed in relation to two key concepts; accountability and audit. These concepts are defined 

as follows: 



Page 8 OECS Countries Harmonized Audit Manual Offices of the Directors of Audit 

 

 

• Accountability is the obligation to answer for a responsibility which has been 

conferred. It presumes the existence of at least two parties: one who allocates 

responsibility and one who accepts it with the undertaking to report upon the 

manner in which it has been discharged. 

 

• Audit is a process which is superimposed on an accountability relationship. It is 

carried out to establish that a report on the responsibility assumed is a correct 

and fair one. An audit is usually performed by a third party, primarily serving the 

interests of the party who delegated the responsibility. 

Figure 1 – Accountability and Audit 

 

231  The in Charge Auditor 

The in Charge Auditor has the responsibility to supervise the Office of the Director of Audit 

in the absence of the Director of Audit and to maintain effective working relations with 

departments, statutory bodies and government agencies.  

 

• Approves the Audit plan for the audit;  

• Approves key reporting documents;  

• Review significant communications with the entity; 

• Attend selected meetings and interviews with senior members of the entity and 

stakeholders; 

• Build relationships and represent the Office with the most senior entity officials; 

• Reviews and approves scope of audit approach; 

• Build relationships and represent the Office with the most senior entity officials; 

Conferred 

responsibility 

Accountability 

reporting 

Conduct Audits Director of 

Audit 
Government 

Parliament 

Conferred 
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• Prepares annual estimates and long range planning with other senior members 

of the Office; 

• Prepares annual performance appraisals of staff members. 

232  Audit Principal/Manager 

The Audit Principal/Manager has overall responsibility for auditing the entity, managing the 

audit cycle and a team of auditors, and ensuring the quality of audit products produced by 

the team. The responsibilities include: 

 

• Maintaining an adequate team knowledge of the organization(s) or function; 

• Maintaining effective departmental relations; 

• Leading the audit team, delegating responsibilities, monitoring progress and 

reviewing performance; 

• Managing budgets and timely completion of audits; 

• Determining audit objectives, identifying entity components significant to the 

overall audit objectives, defining an audit approach, determining criteria and 

documenting how the audit covers the risks identified in the planning stage; 

• Reviewing draft audit reports; 

• Advising the Deputy and the Audit Advisory Committee on progress of audits and 

emerging problems; 

• Providing assurance to the Deputy on audit quality, including documenting 

her/his approach to ensuring: (1) the adequacy of the evidence to support major 

observations, conclusions and recommendations prior to issuing the Audit Draft 

report, and (2) the completion and review of the substantiation binder to 

support all observations, conclusions and recommendations prior to issuing the 

Audit final draft report. 

233  The Audit Team Members 

Team members have primary responsibility for completing individual sections of the audit 

assigned to them, and working closely with the Principal /team leader in order to ensure 

they achieve the intended objectives with their work. The general responsibilities of team 

members include: 

 

• Execute one or more audit sections in accordance with the detailed audit 

program; 

• Seek guidance and direction from the Principal /team leader when audit issues 

are identified; 

• Keep the Principal /team leader informed on a regular basis of the work being 

undertaken, audit findings, overall progress, any constraints or difficulties being 

encountered and other relevant information; 

• Identify opportunities to improve the audit approach or specific audit 

procedures; 

• Document the work performed efficiently and effectively in accordance with 

Office policies; 
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• Participate in team meetings and share information that comes to the team 

member’s attention that is significant to the work of other team members; 

• Maintain sound professional relationships with the client; and 

• Make the Principal /team leader aware of any real or potential conflicts of 

interest that could threaten the actual or perceived independence of the auditor. 

 

Figure 2 – Audit Organization 

 

240  Audit Standards 

241  Code of Ethics and General Audit Standards 

This section deals with general standards in government auditing. The general auditing 

standards describe the qualifications of the auditor and/or the auditing institution so that 

they may carry out the tasks related to field and reporting standards in a competent and 

effective manner. 

 

A code of ethics for auditors in the public sector should consider the ethical requirements of 

civil servants in general and the professional obligations specific to auditors mentioned 

below. 

241.1 Integrity 

Integrity is the core value of a Code of Ethics. Auditors have a duty to adhere to high 

standards of behavior (e.g. honesty and candidness) in the course of their work and in their 

relationships with the staff of audited entities. In order to sustain public confidence, the 

conduct of auditors should be above suspicion and reproach. 

• Integrity can be measured in terms of what is right and just. Integrity requires 

auditors to observe both the form and the spirit of auditing and ethical standards. 

Integrity also requires auditors to observe the principles of independence and 
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objectivity, maintain irreproachable standards of professional conduct, make 

decisions with the public interest in mind, and apply absolute honesty in carrying out 

their work and in handling the resources of the SAI. 

241.2 Independence, Objectivity and Impartiality 

Independence from the audited entity is indispensable for auditors. This implies that 

auditors should behave in a way that increases, or in no way diminishes, their 

independence. 

 

• Auditors should strive not only to be independent of audited entities and other 

interested groups, but also to be objective in dealing with the issues and topics 

under review. 

• It is essential that auditors are independent and impartial, not only in fact but 

also in appearance. In all matters relating to the audit work, the independence of 

auditors should not be impaired by personal or external interests. Independence 

may be impaired, for example, by external pressure or influence on auditors; 

prejudices held by auditors about individuals, audited entities, projects or 

programmes; recent previous employment with the audited entity; or personal 

or financial dealings which might cause conflicts of loyalties or of interests. 

Auditors have an obligation to refrain from becoming involved in all matters in 

which they have a vested interest 

 

There is a need for objectivity and impartiality in all work conducted by auditors, particularly 

in their reports, which should be accurate and objective. 

 

• Auditors should make use of information brought forward by the audited entity 

and other parties. This information is to be taken into account in the opinions 

expressed by the auditors in an impartial way. The auditor should also gather 

information about the views of the audited entity and other parties. However, 

the auditors’ own conclusions should not be affected by such views. 

241.3 Conflict of Interest 

When auditors are permitted to provide advice or services other than audit to an audited 

entity, care should be taken that these services do not lead to a conflict of interest. In 

particular, auditors should ensure that such advice or services do not include management 

responsibilities or powers, which must remain firmly with the management of the audited 

entity. 

 

• Auditors should protect their independence and avoid any possible conflict of 

interest by refusing gifts or gratuities which could influence or be perceived as 

influencing their independence and integrity. 

 

• Auditors should avoid all relationships with managers and staff in the audited 

entity and other parties which may influence, compromise or threaten the ability 

of auditors to act and be seen to be acting independently. 
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• Auditors should not use information received in the performance of their duties 

as a means of securing personal benefit for themselves or for others. Neither 

should they divulge information which would provide unfair or unreasonable 

advantage to other individuals or organisations, nor should they use such 

information as a means for harming others. 

241.4 Political neutrality 

It is important to maintain both the actual and perceived political neutrality of the SAI. 

Therefore, it is important that auditors maintain their independence from political influence 

in order to discharge their audit responsibilities in an impartial way. This is relevant for 

auditors since SAIs work closely with the legislative authorities, the executive or other 

government entity empowered by law to consider the SAI’s reports. 

 

• It is important that where auditors undertake, or consider undertaking, political 

activities they bear in mind the impact which such involvement might have - or be 

seen to have - on their ability to discharge their professional duties impartially. If 

auditors are permitted to participate in political activities they have to be aware that 

these activities may lead to professional conflicts 

241.5 Due Care 

Due care requires the auditors to carry out their audit work diligently, conscientiously and 

with rigour. It requires that the audit be performed in accordance with professional 

standards and ODA policies. Following professional standards and ODA policies means that 

auditors exercise sound judgment when deciding the audit objective, what and when to 

audit, the basis for measuring performance, the audit approach and methodology, the 

extent of audit, the issues to be reported and the overall audit conclusions. Due care also 

requires that those supervising the audit work and providing review and challenge on the 

major audit decisions exercise similar vigilance. 

 

• Auditors should exercise due professional care in conducting and supervising the 

audit and in preparing related reports. 

• Auditors should use methods and practices of the highest possible quality in their 

audits. In the conduct of the audit and the issue of reports, auditors have a duty 

to adhere to basic postulates and generally accepted auditing standards. 

• Auditors have a continuous obligation to update and improve the skills required 

for the discharge of their professional responsibilities. 

241.6 Competence 

Auditors have a duty to conduct themselves in a professional manner at all times and to 

apply high professional standards in carrying out their work to enable them to perform their 

duties competently and with impartiality. 

 

• Auditors must not undertake work they are not competent to perform. 
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• Auditors should know and follow applicable auditing, accounting, and financial 

management standards, policies, procedures and practices. 

 

Likewise, they must possess a good understanding of the constitutional, legal and 

institutional principles and standards governing the operations of the audited entity. 
 

Auditors should exercise due professional care in conducting and supervising the audit and 

in preparing related reports. Auditors should use methods and practices of the highest 

possible quality in their audits. In the conduct of the audit and the issue of reports, auditors 

have a duty to adhere to basic postulates and generally accepted auditing standards. 

 

Auditors have a continuous obligation to update and improve the skills required for the 

discharge of their professional responsibilities. 

 

Audit Outsourcing  

In some audits, it may be necessary to contract externally for specialized knowledge, skills 

and experience (e.g. professional actuary) or to contract a private audit firm. The 

responsibility to identify the need for external specialist knowledge, or external audit, rests 

with the Team Leader. The specific responsibilities of the external specialist or private audit 

will normally be defined by the contractual relationship with the Office.  

 

The Team Leader is responsible for the quality of the work performed by the external 

specialist and /or the external auditors, for the proper evaluation and application of their 

findings and for ensuring that their audit program is compliant with the audit standards of 

the audit office. 
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300.  Financial Audit 

All audits involve four basic activities: Planning, internal control definition and assessment, 

audit testing, reporting audit results and monitoring corrective actions.  

 

Figure 3: An Overview of Audit Process 

 

 

This common process is used for all the types of audits and will be detailed in this section; 

special consideration related to capital project audit, IT audit and performance audit will be 

discussed in separate sections. 

Definition 

A financial audit, or more accurately, an audit of financial statements, is the review of the 

financial statements of a company or any other legal entity (including governments), 

resulting in the publication of an independent opinion on whether or not those financial 

statements are relevant, accurate, complete, and fairly presented. Financial audits are 

typically performed by firms of practicing accountants due to the specialist financial 

reporting knowledge they require. The financial audit is one of many assurance or 

attestation functions provided by accounting and auditing firms, whereby the firm provides 

an independent opinion on published information. Many organisations separately employ or 

hire internal auditors, who do not attest to financial reports but focus mainly on the internal 

controls of the organization. External auditors may choose to place limited reliance on the 

work of internal auditors. 

Activity 1 

Activity 2 

Activity 3 

Activity 4 
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Financial audits exist to add credibility to the implied assertion by an organization's 

management that its financial statements fairly represent the organization's position and 

performance to the firm's stakeholders (interested parties). The principal stakeholders of a 

company are typically its shareholders, but other parties such as tax authorities, banks, 

regulators, suppliers, customers and employees may also have an interest in ensuring that 

the financial statements are accurate. 

 

The audit is designed to reduce the possibility that a material misstatement is not detected 

by audit procedures. A misstatement is defined as false or missing information, whether 

caused by fraud (including deliberate misstatement) or error. "Material" is very broadly 

defined as being large enough or important enough to cause stakeholders to alter their 

decisions. 

 

Audits exist because they add value through easing the cost of information asymmetry, not 

because they are required by law. For example, a privately-held company that does not 

issue securities on a public exchange might engage a firm to audit its financial statements in 

order to obtain more desirable loan terms from a financial institution or trade accounts with 

its customers. Without the audit, the lending party would not have assurance as to whether 

or not the company's financial position is accurate. In turn, the lender could price protect 

against this information asymmetry. 

310. Planning 

The planning phase includes two steps performed at a different time: 

• Establishing an Annual Audit Plan, at the end of the preceding year, 

• Planning each audit (Selecting the entity: Understanding the Entity and its 

Environment by considering the External and the Internal Environment and the 

Entity’s Internal Control), at the initial stage of the audit.  

311. Annual audit plan 

The objective of the annual planning process is to establish and schedule audit activities. A 

critical component of the annual audit planning process is to ensure that qualified audit 

personnel are assigned to the highest priority assignments. The principles and procedures 

discussed in this document have been developed to provide a process for fulfilling these 

objectives. 

 

The final step to complete the annual audit plan is to estimate the number of available staff 

hours in the year and apply these to the estimated hours needed to complete selected 

audits and projects. The results of the Audit Plan are presented along with the estimated 

time allocation for audits and projects. Actual scheduling of selected projects may be 

affected by personnel turnover, special audits, and unforeseen circumstances in a scheduled 

audit. 
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311.1. Audit Prioritization and Selection 

The objective of utilizing a risk-based audit plan is to identify and prioritize various 

operational and other issues posing the greatest potential risk and liability to the entity. The 

risk assessment process provides a tool for assigning available audit personnel to perform 

audits for the purpose of reducing risk and liability exposure. 

 

The development of an annual risk-based audit plan is a dynamic process. Throughout the 

year, the audit staff obtains current information about agencies and contractors for use in 

the risk assessment process. The risk factors and scoring process are annually reviewed and 

refined as needed. 

 

The following risk factors are used to determine the audits included in the audit plan: 

 

• Perception of risk from the Administration, contractors, or audit staff;  

• Economic factors such as financial impact, volume of transactions, number of 

personnel, revenue generated, the alignment of responsibility with authority and 

trends;  

• Changes in organization, management, key personnel and information systems;  

• Time since last audit;  

• Environmental factors such as control, regulatory, and public perception 

311.2 Establishing an Annual Audit Plan 

Prior to the beginning of each fiscal year, the Director shall submit an annual audit plan to 

the advisory committee for review and comment. As part of these deliberations, the officials 

shall be invited to recommend areas for inclusion in the plan. The plan shall include the 

auditees scheduled for audit during the year, a statement of the scope of the audit and the 

estimated time required to complete the audit. The annual audit plan shall be transmitted 

for final approval as a resolution. 

An annual audit plan benefits the audit office by: 

 

• Establishing what agencies, contracts, or other areas will be prioritized for audits 

on an annual basis.  

• Permitting an efficient allocation of limited resources.  

• Providing a flexible basis for managing audit personnel 

 

Audits are selected and prioritized using a risk-based approach. The number of audits 

selected for the plan is based on the impact the audit would have (the problem or risks it 

would address and the likely types of findings and recommendations to result); the 

sensitivity, complexity, and difficulty of the project compared to its likely impact; staff 

qualifications and other resources available; and the breadth and depth of audit coverage 

across the entities. 

 

Part of the annual plan is devoted to follow-ups. A follow-up audit assesses the progress 

made on issues identified in a previous audit, one or more years after its release. 
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312. Individual audit plan 

The auditor obtains and reviews relevant information related to each individual audit. This 

may include obtaining information regarding the auditee’s mission, goals and objectives, 

organizational structure, policies and procedures, processes, resources, outputs, and 

outcomes. The auditor’s goal is to understand the program to be audited and to finalize the 

audit objectives. To accomplish these tasks, auditors should undertake a preliminary audit 

program to do the following: 

 

• Review any resolution, committee and Independent Budget Analyst reports, 

testimony, and other pertinent documents, such as committee hearing notes and 

reports relating to the audit subject; 

• Review the contracts, grant agreements, program memoranda, annual reports, 

recent budget requests, testimony, internal reports, policy and procedure 

manuals, and organizational charts relating to the audit area; 

• Review relevant literature, including identifying criteria and related audits 

conducted by other local government auditors; 

• Interview department staff; 

• Review department files and key memorandums and reports related to the audit; 

• Observe and document the activities related to the audit; 

• Review the results of previous audits and attestation engagements that directly 

relate to the current audit objectives. 

Principles for Individual Audit Plan Development 

In order to provide practical guidance and an authoritative framework for the development 

of the annual audit plan, the following basic principles are recognized and observed: 

 

• Audit resources are limited, thus prohibiting one hundred percent audit coverage 

each year. This limiting factor is inherent in the concept of utilizing risk 

assessment to help prioritize audits.  

• The plan is viewed as a flexible and dynamic tool that can be amended 

throughout the year to reflect changing entity risks and priorities.  

• The audit plan gives consideration to work performed by other auditors.  

• The audit plan gives consideration to those audits which may be mandated by 

ordinance.  

• The risk assessment criteria used in the ranking of the audit areas places an 

emphasis on perceived or actual knowledge of systems of internal control 

 

The audit plan is developed with the understanding that there are inherent risks and 

limitations associated with any method or system of prioritizing audits. As a result, the risk 

factors and scoring process are periodically evaluated and modified, if necessary, in order to 

improve the audit plan. 

 

Staff is assigned based on combinations of experience, qualifications, interests, and 

availability. During this process, we may identify projects that require additional expertise 

from consultants. 
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312.1 Understanding the Entity and its Environment  

This section provides guidance to the auditor in understanding specified aspects of the 

entity and its environment, and components of its internal control, in order to identify and 

assess risks of material misstatement, and in designing and performing further audit 

procedures. 

 

The auditor should evaluate the design of the entity's controls, including relevant control 

activities, over such risks and determine whether they are adequate and have been 

implemented. 

 

Obtaining an understanding of the entity and its environment is an essential aspect of 

performing an audit in accordance with generally accepted auditing standards. In particular, 

that understanding establishes a frame of reference within which the auditor plans the audit 

and exercises professional judgment about assessing risks of material misstatement of the 

financial statements and responding to those risks throughout the audit, for example when: 

 

• Considering the appropriateness of the selection and application of accounting 

policies and the adequacy of financial statement disclosures. 

• Identifying areas where special audit consideration may be necessary, for 

example, related-party transactions, the appropriateness of management's use 

of the going-concern assumption, complex or unusual transactions, or 

considering the business purpose of transactions. 

• Developing expectations for use when performing analytical procedures. 

• Designing and performing further audit procedures to reduce audit risk to an 

appropriately low level. 

• Evaluating the sufficiency and appropriateness of audit evidence obtained, such 

as evidence related to the reasonableness of management's assumptions and of 

management's oral and written representations. 

 

Some examples are given below: 

Table 1: Determining key class of transactions 

Environment Categories Examples 

Accounting process  Classes of transactions  
Major Classes of Transactions can be classified 

into three groups namely routine transactions, 

Non-routine transactions and Estimation 

transactions. Each of these types of 

transactions has different levels of risk 

associated with it. 

Routine Transactions - These are recurring 

transactions such as sales, purchases etc which 

are reflected in financial statements. 

Non-Routine Transactions - Non-Routine 
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Environment Categories Examples 

transactions do not form part of the routine 

flow of transactions. Such transactions occur 

periodically. Examples could include stock 

taking, inventory counts etc. 

Estimation Transactions - Transactions for 

which there is no precise means of 

measurement under financial accounting are 

covered under estimation. They involve a lot of 

management judgments and assumptions 

 

Financial Statement Disclosures in the 

financial statements 

Nature of Operation. In order for financial 

statements to be the most meaningful, the user 

needs to know the scope (number of different 

enterprises) and the scale (size of each 

enterprise) of the reporting entities. 

 

The auditor shall determine whether any of the risks identified are, in the auditor’s 

judgment, a significant risk. In exercising this judgment, the auditor shall exclude the effects 

of identified controls related to the risk.  

In exercising judgment as to which risks are significant, the auditor shall consider at least the 

following: 

 

• Whether the risk is a risk of error or fraud; 

• Whether the risk is related to recent significant economic, accounting, or other 

developments like changes in regulatory environment, etc., and, therefore, 

requires specific attention; 

• The complexity of transactions; 

• Whether the risk involves significant transactions with related parties; 

• The degree of subjectivity in the measurement of financial information related to 

the risk, especially those measurements involving a wide range of measurement 

uncertainty; and 

• Whether the risk involves significant transactions that are outside the normal 

course of business for the entity, or that otherwise appear to be unusual. 

 

When the auditor has determined that a significant risk exists, the auditor shall obtain an 

understanding of the entity’s controls, including control activities, relevant to that risk. 
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Establishing Scope of the Audit 

The purpose of the Scoping Statement is to document and define the audit scope by 

establishing key audit questions to answer, identifying potential sources of evidence, and 

developing an audit budget. 

 

This process is intended to keep the planning process to a minimum by focusing on what we 

are going to do, why we are going to do it, and how we are going to do it. If done properly, 

the scoping work will help the team focus its risk assessment work around the tentative 

scope, methodology and objectives of the audit. 

Select Audit Team 

When preparing an individual audit plan, the team leader should assess the complexity of 

the activities to be audited and select team members who possess the qualifications or 

expertise needed to perform the audit. Auditors must understand the process used to 

produce goods and services. They must also understand the business processes used to 

manage the organization so to achieve quality objectives. They must know the 

interrelationships of the functional departments within the enterprise. This combination is 

best obtained by using people who have broad experience in both technical and 

administrative processes of the organization.  

 

If the area to be audited is highly specialized, the auditing organization may have to 

outsource or subcontract a specialist or expert experienced in this area. 

 

Personnel are selected for specific auditing assignment on the basis of training that indicates 

qualifications commensurate with the complexity of the activities to be audited. The lead 

auditor should consider an auditor work experience and education when making 

assignments. An audit team member’s work experience and education may be a benefit to 

the audit team to improve the effectiveness of the audit. Each auditor is responsible for 

preparing suitable working papers for the portion of the audit for which he or she is 

responsible. 

 

The audit team members should be listed and recorded in the audit plan. The plan should 

include individual auditor certifications. 

 

The number of personnel needed and their experience and qualifications depend on the 

amount of material to be covered, the availability of personnel and us other audit resources, 

the amount of time available to perform the audit, and the subject of the audit. 

Coordination with Internal Audit 

Internal and external auditors have different strengths that combine to increase the 

effectiveness of audits. For example, internal auditors spend most or all of their time 

working in the same company; as a result, they have a better understanding of the culture 

and the workings of the company. This allows internal auditors to see things that external 

auditors would not see during their visits. Because external auditors work for multiple 

clients, they are exposed to a wider variety of financial issues. External auditors may 

therefore discover and solve issues that internal auditors have not dealt with before. 
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While internal audit functions include examining and evaluating internal control and 

providing assurance to the management, the external auditors have to express an opinion 

on fairness of financial information. Although internal and external auditors have different 

and clearly defined roles they do share the same broad purpose of serving the public by 

helping to ensure the highest standards of regularity and propriety for the use of resources 

and in promoting efficient, effective and economic administration. Co-ordination among 

them maximizes the benefits, which can be gained from working together in areas where 

there is an overlap in the work to be done. 

 

Both the auditors are accountable to a different set of people. Given this situation when the 

need for coordination arises, it requires commitment. They have to adjust and plan the work 

to satisfy each others needs. 

 

The auditors can have regular meetings to plan for identification of opportunities for 

cooperation, elimination of duplication of work and agree on methods to share information 

and other findings. 

320. Internal Control Definition and Assessment 

Internal control is a process, affected by an entity’s board of directors, management and 

other personnel, designed to provide reasonable assurance regarding the achievement of 

objectives in the following categories:  

 

• Effectiveness and efficiency of operations 

• Reliability of financial reporting 

• Compliance with applicable laws and regulations  

 

Several key points should be made about this definition: 
 

• People at every level of an organization affect internal control. Internal control is, 

to some degree, everyone's responsibility. 

• Effective internal control helps an organization achieve its operations, financial 

reporting, and compliance objectives. Effective internal control is a built-in part 

of the management process (i.e., plan, organize, direct, and control). Internal 

control keeps an organization on course toward its objectives and the 

achievement of its mission, and minimizes surprises along the way. 
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Internal control promotes effectiveness and efficiency of operations, reduces the 

risk of asset loss, and helps to ensure compliance with laws and regulations. 

Internal control also ensures the reliability of financial reporting (i.e., all 

transactions are recorded and that all recorded transactions are real, properly 

valued, recorded on a timely basis, properly classified, and correctly summarized 

and posted). 

Figure 4: Internal control: Myths and Facts 

 
 

Internal controls are established to further strengthen: 

 

• The reliability and integrity of information. 

• Compliance with policies, plans, procedures, laws and regulations. 

• The safeguarding of assets.  

• The economical and efficient use of resources.  

• The accomplishment of established objectives and goals for operations or 

programs 

 

Internal control assessment will be covered in two sections: risk assessment and internal 

control framework. 

321. Risk Assessment 

Every entity faces a variety of risks from external and internal sources that must be 

assessed. A precondition to risk assessment is establishment of objectives, linked at 

different levels and internally consistent. Risk assessment is the identification and analysis 

of relevant risks to achievement of the objectives, forming a basis for determining how the 

risks should be managed. Because economic, industry, regulatory and operating conditions 
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will continue to change, mechanisms are needed to identify and deal with the special risks 

associated with change. 

321.1 Determine Goals and Objectives of the entity approach 

At the highest levels, goals and objectives should be presented in a strategic plan that 

includes a mission statement and broadly defined strategic initiatives. At the department 

level, goals and objectives should support the entity's strategic plan. Goals and objectives 

are classified in the following categories: 

 

• Operations objectives. These objectives pertain to the achievement of the basic 

mission(s) of a department and the effectiveness and efficiency of its operations, 

including performance standards and safeguarding resources against loss. 

• Financial reporting objectives. These objectives pertain to the preparation of 

reliable financial reports, including the prevention of fraudulent public financial 

reporting. 

• Compliance objectives. These objectives pertain to adherence to applicable laws 

and regulations. 

 

The following diagram gives an idea about goals and objectives that should be expressed in 

terms that allow meaningful performance measurements.  

 

There are certain activities which are significant to all departments: budgeting, purchasing 

goods and services, hiring employees, evaluating employees, accounting for vacation/sick 

leave, and safeguarding property and equipment. Thus, all departments should have 

appropriate goals and objectives, policies and procedures, and internal controls for these 

activities. 

321.2 Identify entity and process 

Risk assessment is the identification and analysis of risks associated with the achievement of 

operations, financial reporting, and compliance goals and objectives. This, in turn, forms a 

basis for determining how those risks should be managed. 

 

To properly manage their operations, managers need to determine the level of operations, 

financial and compliance risk they are willing to assume. Risk assessment is one of 

management's responsibilities and enables management to act proactively in reducing 

unwanted surprises. Failure to consciously manage these risks can result in a lack of 

confidence that operation, financial and compliance goals will be achieved. 
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321.3 Risk Identification 

A risk is anything that could put at risk the achievement of an objective. For each of the 

department's objectives, risks should be identified. Asking the following questions helps to 

identify risks. 

 

Higher Risk Transaction Types: It is important that risk identification be comprehensive, at 

the department level and at the activity or process level, for operations, financial reporting, 

and compliance objectives. Both external and internal risk factors need to be considered. 

Usually, several risks can be identified for each objective. 

 

Some types of transactions that may pose higher risks to Transaction are described bellow: 

Petty cash (if high volumes are processed), Consultant Payments and Other Payments for 

Services, Payments to Non-Vendors, Equipment Delivered Directly to a Department, 

Purchase Exemptions (sole source), Payroll (rates, changes, terminations), Equipment, 

Software Licensing Issues, Confidential Information. 

Quantitative and Qualitative Cost: When evaluating the potential impact of risk, both 

quantitative and qualitative costs need to be addressed. Quantitative costs include the cost 

of property, equipment, or inventory, cash dollar loss, damage and repair costs, cost of 

defending a lawsuit. 

321.4 Risk Analysis 

After risks have been identified, a risk analysis should be performed to prioritize those risks: 

 

• Assess the likelihood (or frequency) of the risk occurring. 

• Estimate the potential impact if the risk were to occur; consider both 

quantitative and qualitative costs. 

• Determine how the risk should be managed; decide what actions are necessary. 

 

Prioritizing helps departments focus their attention on managing significant risks (i.e., risks 

with reasonable likelihood of occurrence and large potential impacts). 

321.5 Complete Risk Control Matrix 

A risk control matrix is a useful tool to help ensure that auditors adequately accounts for 

risk, and ensure that all significant risk identified are addressed in the subsequent fieldwork.  

 

Developing a matrix during the Planning phase sets the stage for a more effective and 

efficient audit by focusing the audit in areas of greatest risk; ties the audit together by 

documenting the complete thought process from risk identification to audit program 

development and facilitates participatory auditing.  

 

Entities may use the Risk Control Matrix as a way to develop a list of all the controls to be 

tested during the audit. Further incorporating testing results in the document can make the 

risk control matrix a major working paper for each area under examination. 
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Step1: Identify business objectives. This step considers business objectives for the unit or process, not the 

control objectives. This can be accomplished by asking management to discuss their goals for the activity being 

reviewed. If no business objectives exist, the audit team may work with management to develop appropriate 

ones. 

 

Step2: Identify risks to business objectives. Risks that need to be controlled or mitigated can be identified in one 

of two ways: 1) Ask management what events or circumstances could prevent them from achieving their goals. 

2) Walk management through the organizational risk identified at the entity level and ask whether or not each 

of these could impact the achievement of business objectives.  

Step3: Rate each risk in terms of Likelihood and Significance. Risks are usually rated high medium or low 

depending on how likely it is that the risk will occur and how significant the impact of its occurrence would be. 

 

Step4: Identify the controls: Controls identified are really the risk management techniques or responses. 

Common techniques are Avoid, Share, Accept and Reduce. 

 

Step5: Evaluate the adequacy of controls. This step ask the question: “Are the control processes for managing 

this risk well designed?” Analytic skills and professional judgement are used to determine the answer. The 

auditor:  

Identifies and document the controls management says are in place; 

Evaluates how well-designed the controls are – if they are effective, efficient, economical and working the way 

they were designed to work. 

 

Step6: Test the effectiveness of controls. Controls that are deemed adequate or well-designed are tested to 

determine if they are in fact operating as intended.   

 

Step7: Arrive at the final opinion on adequacy and effectiveness of controls. Final opinions are often stated in 

terms of both criteria. For example, a control may be deemed adequate but ineffective due to lack of 

compliance with procedures. Or the design of the control may be flawed because it over-controls insignificant 

risks, leading to an opinion of inadequacy.  

322. Internal Control Framework 

In more complex audit, it is recommended that an internal control framework be used to 

properly assess the audit risks. The COSO (Committee of Sponsoring Organizations of the 

Tread way Commission) framework is the most generally applied. 

 

An internal control structure is simply a different way of viewing the business perspective 

that focuses on doing the right things the right way. In many cases, entity’s board of 

directors, management and other personnel, perform controls and interact with control 

structure every day, perhaps without realizing it. 

 

Based on the COSO framework, internal control consists of five interrelated components as 

follows: 
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• Control (or Operating) environment 

• Risk assessment 

• Control activities 

• Information and communication 

• Monitoring 

All five internal control components must be present to conclude that internal control is 

effective. The following diagram captures the internal control process and illustrates the 

ongoing nature of the process: 

 

Figure 5: Internal Control (COSO) 

 

 

322.1 Control (or Operating) Environment 

The control environment sets the tone of an organization, influencing the control 

consciousness of its people. It is the foundation for all other components of internal control, 

providing discipline and structure. Control environment factors include the integrity, ethical 

values and competence of the entity's people; management's philosophy and operating 

style; the way management assigns authority and responsibility and organizes and develops 

its people; and the attention and direction provided by the board of directors. 
 

The control environment is the control consciousness of an organization; it is the 

atmosphere in which people conduct their activities and carry out their control 

responsibilities. An effective control environment is an environment where competent 

people understand their responsibilities, the limits to their authority, and are 

knowledgeable, mindful, and committed to doing what is right and doing it the right way. 

They are committed to following an organization's policies and procedures and its ethical 

and behavioral standards. The control environment encompasses technical competence and 

ethical commitment; it is an intangible factor that is essential to effective internal control. 
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Management is responsible for "setting the tone" for their organization. Management 

should foster a control environment that encourages: 
 

• the highest levels of integrity and personal and professional standards 

• a leadership philosophy and operating style which promote internal control 

throughout the organization 

• assignment of authority and responsibility 

The control environment is greatly influenced by the extent to which individuals recognize 

that they will be held accountable. 

Listed below are some guidelines to enhance a department's control environment. Make 

sure that the following policies and procedures are available in your department: 

Administrative Procedures, Business and Finance Bulletins, Employee Handbook, Purchasing 

Manual, Personnel Memorandum. 

322.2 Control activities 

Control activities are the policies and procedures that help ensure management directives 

are carried out. They help ensure that necessary actions are taken to address risks to 

achievement of the entity's objectives. Control activities occur throughout the organization, 

at all levels and in all functions. They include a range of activities as diverse as approvals, 

authorizations, verifications, reconciliations, reviews of operating performance, security of 

assets and segregation of duties. 

 

In the same way that managers are primarily responsible for identifying the financial and 

compliance risks for their operations, they also have line responsibility for designing, 

implementing and monitoring their internal control system. 

 

Controls can be either preventive or detective. The intent of these controls is different. 

Preventive controls attempt to deter or prevent undesirable events from occurring. They are 

proactive controls that help to prevent a loss. Examples of preventive controls are 

separation of duties, proper authorization, adequate documentation, and physical control 

over assets. Detective controls, on the other hand, attempt to detect undesirable acts. They 

provide evidence that a loss has occurred but do not prevent a loss from occurring. 

Examples of detective controls are reviews, analyses, variance analyses, reconciliations, 

physical inventories, and audits. 

 

Both types of controls are essential to an effective internal control system. From a quality 

standpoint, preventive controls are essential because they are proactive and emphasize 

quality. However, detective controls play a critical role providing evidence that the 

preventive controls are functioning and preventing losses. 

 

Control activities include approvals, authorizations, verifications, reconciliations, reviews of 

performance, security of assets, segregation of duties, and controls over information 

systems: 
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� Approvals and authorization of transactions (Preventive) - Transactions and other 

significant events should be authorized and executed only by persons acting within 

the scope of their authority. This is the principal means of assuring that only valid 

transactions to exchange, transfer, use, or commit resources and other events are 

initiated or entered into. Authorizations should be clearly communicated to 

managers and employees. 

� Reconciliations (Detective). An employee relates different sets of data to one 

another, identifies and investigates differences, and takes corrective action, when 

necessary. 

� Top level reviews of actual performance (Detective) - Management should track 

major department achievements and compare these to the plans, goals, and 

established objectives. 

� Security of assets (Preventive and Detective) An entity must establish physical 

control to secure and safeguard vulnerable assets. Examples include security for and 

limited access to assets such as cash, securities, inventories, and equipment that 

might be vulnerable to risk of loss or unauthorized use. Such assets should be 

periodically counted and compared to control records. 

� Segregation of duties (Preventive) Key duties and responsibilities need to be divided 

or segregated among different people to reduce the risk of error or fraud. This 

should include separating the responsibilities for authorizing transactions, processing 

and recording them, reviewing and approving the transaction, and handling any 

related assets. No one individual should control all key aspects of a transaction or 

event.  

� Controls over information processing (Preventive and Detective) A variety of control 

activities are used in information processing. Examples include edit checks of data 

entered, accounting for transactions in numerical sequences, comparing file totals 

with control accounts, and controlling access to data, files and programs. 

 

Furthermore, all transactions and other significant events need to be clearly documented, 

and the documentation should be readily available for examination. Also, documentation of 

internal controls should appear in management directives, administrative policies, and 

operating manuals and may be in paper or electronic form. All documentation should be 

properly managed and maintained. 

Redefining the Control Focus 

The new approach to controlling business risks may be characterized by the “new rules” of 

“prevent and monitor” and “build in quality” as opposed to the “old rules” of “detect and 

correct” and “inspect in quality.” This means a paradigm shift in the traditional viewpoint of 

control as illustrated in the following table:  
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Table 2: Internal Control: Old and new paradigm 

 

322.3 Information and Communication 

Pertinent information must be identified, captured and communicated in a form and 

timeframe that enables people to carry out their responsibilities. Information systems 

produce reports, containing operational, financial and compliance-related information, that 

make it possible to run and control the business. They deal not only with internally 

generated data, but also information about external events, activities and conditions 

necessary to informed business decision-making and external reporting. Effective 

communication also must occur in a broader sense, flowing down, across and up the 

organization. All personnel must receive a clear message from top management that control 

responsibilities must be taken seriously. They must understand their own role in the internal 

control system, as well as how individual activities relate to the work of others. They must 

have a means of communicating significant information upstream. There also needs to be 

effective communication with external parties, such as customers, suppliers, regulators and 

shareholders 

 

Information and communication are essential to effecting control; information about an 

organization's plans, control environment, risks, control activities, and performance must be 

communicated up, down, and across an organization. Reliable and relevant information 

from both internal and external sources must be identified, captured, processed, and 

communicated to the people who need it in a form and time frame that are useful. 

Information systems produce reports, containing operational, financial, and compliance-

related information that makes it possible to run and control an organization. 

 

Information and communication systems can be formal or informal. Formal information and 

communication systems which range from sophisticated computer technology to simple 

staff meetings-should provide input and feedback data relative to operations, financial 

reporting, and compliance objectives; such systems are vital to an organization's success. 

 

Old Paradigm New Paradigm 

 

• Only AUDITORS and TREASURY 

are concerned about risks and 

controls 

• EVERYONE, including operations, is 

concerned about managing business 

risks 

• FRAGMENTATION – Every function 

and department does its own thing 

(“SILO MANAGEMENT”) 

• Business risk assessment and control 

are FOCUSED and COORDINATED 

with senior level OVERSIGHT 

• NO BUSINESS RISK CONTROL 

POLICY 

• FORMAL BUSINESS RISK CONTROL 

POLICY approved by management and 

the board 

• INSPECT for and DETECT business 

risk and REACT to it 

• ANTICIPATE and PREVENT business 

risk at the source and MONITOR 

business risk controls continuously 

• Ineffective PEOPLE are the primary 

source of business risk 

• Ineffective PROCESSES are the 

primary source of business risk 
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Information and communication are simple concepts. Nevertheless, communicating with 

people and getting information to people in a form and timeframe that is useful to them is a 

constant challenge. 

322.4 Monitoring 

Internal control systems need to be monitored: a process that assesses the quality of the 

system's performance over time. This is accomplished through ongoing monitoring 

activities, separate evaluations or a combination of the two. Ongoing monitoring occurs in 

the course of operations. It includes regular management and supervisory activities, and 

other actions personnel take in performing their duties. The scope and frequency of 

separate evaluations will depend primarily on an assessment of risks and the effectiveness 

of ongoing monitoring procedures. Internal control deficiencies should be reported 

upstream, with serious matters reported to top management and the board. 

 

Monitoring is the assessment of internal control performance over time; it is accomplished 

by ongoing monitoring activities and by separate evaluations of internal control such as self-

assessments, peer reviews, and internal audits. The purpose of monitoring is to determine 

whether internal control is adequately designed, properly executed, and effective. Internal 

control is adequately designed and properly executed if all five internal control components 

(Control Environment, Risk Assessment, Control Activities, Information and Communication, 

and Monitoring) are present and functioning as designed. Internal control is effective if 

management and interested stakeholders have reasonable assurance that: 

 

• They understand the extent to which operations objectives are being achieved. 

• Published financial statements are being prepared reliably. 

• Applicable laws and regulations are being complied 

 

While internal control is a process, its effectiveness is an assessment of the condition of the 

process at one or more points in time. 

 

Just as control activities help to ensure that actions to manage risks are carried out, 

monitoring helps to ensure that control activities and other planned actions to affect 

internal control are carried out properly and in a timely manner and that the end result is 

effective internal control. 

 

Ongoing monitoring activities include various management and supervisory activities that 

evaluate and improve the design, execution, and effectiveness of internal control. Separate 

evaluations, on the other hand, such as self-assessments and internal audits, are periodic 

evaluations of internal control components resulting in a formal report on internal control. 

 

Department employees perform self-assessments; internal and external auditors who 

provide an independent appraisal of internal control perform internal and external audits. 
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330. Audit Testing 

Audit testing will be divided in two sections: Test operating effectiveness of internal control 

(compliance testing) and substantive testing.  

331. Perform compliance testing 

All potential cases of reportable non-compliance with authorities should be referred to the 

Team Leader for assessment and resolution. Such situations often involve legal 

interpretation of the relevant facts of the case, and this will normally require consultation 

with a Legal Specialist. Responsibility for ensuring that Office protocol is followed, and that 

resolution of the matter is properly documented, rests with the in Charge Auditor and the 

team leader. 

 

Non-compliance with authorities is considered significant and reportable where there is a 

serious deviation from legislative and other authorities with respect to purpose, monetary 

limits and other restraints.  

 

Although compliance is normally a yes–or–no situation, the authority paragraph in the 

auditor’s report refers to compliance “in all significant respects”. The auditor, therefore, has 

to assess the significance of the non-compliance situations identified, and the attitude of the 

entity, as not all instances of non-compliance will necessarily be reported. The following 

factors need to be considered when evaluating the significance of a non-compliance 

situation: 

 

• the significance of the deviation in relation to the dollar materiality of the 

transaction(s), as it may or may not be advisable to report a deviation involving 

small monetary amounts; 

• the importance of the deviation considering the organization’s legislative 

mandate; 

• the level of importance of the authority (non-compliance with a statutory 

requirement is likely to be more serious than non-compliance with a bylaw); 

• the pervasiveness of non-compliance. For example, a situation reported only in 

the management letter in previous year(s) is escalating and the entity does not 

intend to take corrective action; 

• the motivation behind the deviation, as an accidental happening, may be dealt 

with differently from a voluntary and deliberate non-compliance; 

• the clarity of the situation. For example, a “borderline” case when there are 

diametrically opposed legal opinions from the entity and the Office; 

• the need for reporting the situation to Parliamentarians, after giving 

consideration to any public or parliamentary sensitivity or known need; 

• the corrective action, if any, taken by the entity (e.g., an unauthorized 

transaction that is subsequently approved retroactively may not warrant 

disclosure); or 
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• the impact of reporting, as the perceived role of the Office as an agent of change 

may influence the entity or the government to react to and change the unwanted 

situation. 

331.1 Identify Control Deficiencies 

In an audit of financial statements, the auditor is not required to perform procedures to 

identify deficiencies in internal control, or to express an opinion on the effectiveness of the 

entity's internal control. However, during the course of any audit, the auditor may become 

aware of control deficiencies while obtaining an understanding of the entity's internal 

control, assessing the risks of material misstatement of the financial statements due to error 

or fraud, performing further audit procedures to respond to assessed risk, communicating 

with management or others (for example, internal auditors or governmental authorities), or 

otherwise. The auditor's awareness of control deficiencies varies with each audit and is 

influenced by the nature, timing, and extent of audit procedures performed, as well as other 

factors. 

 

The auditor must evaluate identified control deficiencies and determine whether these 

deficiencies, individually or in combination, are significant deficiencies or material 

weaknesses. When evaluating whether control deficiencies, individually or in combination, 

are significant deficiencies or material weaknesses, the auditor should consider the 

likelihood and magnitude of misstatement. 
 

The following are examples of factors that may affect the likelihood that a control, or 

combination of controls, could fail to prevent or detect a misstatement: 

 

• The nature of the financial statement accounts, disclosures, and assertions 

involved. For example, suspense accounts and related party transactions involve 

greater risk. 

• The susceptibility of the related assets or liabilities to loss or fraud. 

• The subjectivity and complexity of the amount involved, and the extent of 

judgment needed to determine that amount. 

• The cause and frequency of any known or detected exceptions related to the 

operating effectiveness of a control. 

• The interaction of the control deficiency with other control deficiencies. 

• The possible future consequences of the deficiency. 

331.2 Communicate Deficiencies to Management 

The report(s) on internal control and compliance should detail any weaknesses noted or 

make reference to the findings and recommendations section of the audit report. When 

reporting on instances of non-compliance and internal control weaknesses, the following 

items should be included: 

 

A. The findings. 

B. Recommendations for improvement. 

C. Comments on corrective action planned. 
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D. Concurrence or non-concurrence of appropriate official with the audit finding. 

E. Comments on the disposition of prior year findings. 

332. Perform Substantive Test 

It is generally not possible to do all the work necessary to review every item subject to audit, 

or it is not desirable for cost reasons. Therefore the auditor must select a sample of items to 

review. In most cases the goal of sampling is to select a subset of items that provide a 

reasonably accurate reflection of the whole population. The total number of items is often 

called “the population” and may be also called “the universe”. 

 

Auditors use a variety of techniques for deciding how many items and which items may best 

yield reliable conclusions about the population as a whole, and they use a variety of 

sampling techniques. 

 

This section will cover sampling techniques and sampling methods. 

332.1 Sampling Methods 

Sampling methods fall into two broad categories: Statistical and non statistical (or 

Judgemental). When choosing a sample method, the auditor should consider the purpose 

and desired conclusions and clearly spell out the sampling technique in the scope 

statement. Descriptions of the more common techniques appear in the following 

presentation, beginning with the basic distinction between statistical and judgemental 

approaches. 

Judgemental Sampling 

Judgement sampling relies upon the experience and knowledge of the auditor to determine 

the size and nature of the sample. While the no-tech nature of this process may seem to 

suggest weakness, auditors have been successfully using judgement in sample selection for 

a long time.  

 

If the population to be sampled is highly uniform, or the controls are unusually impressive, 

for instance spending a great deal of time and resources to test a large sample may be 

wasteful. A one-item sample can represent an entire population if the auditor believes every 

item is either right or every item is wrong.  

 

If a population includes a subset of items that seems subject to weaker controls, or exhibit 

other danger signals, the auditor’s judgement will indicate that these items should be the 

focus of testing, while the rest of population can be ignored or tested very lightly. 

 

For example the auditor may be looking for cases of fraud and will choose to study only 

those items that exhibit a suspicious characteristic. A sample of suspicious items clearly does 

not represent the entire population. 

Statistical Sampling 

Statistical sampling methods produce a significantly random sample with test results that 

can be quantified in terms of a confidence level and precision. As an example, an auditor 
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might describe the results of testing a random sample of items this way: “We are 95% 

confident that the error rate of the population is 6%, plus or minus 3%.”  

 

Freely translated, this means that the auditor tested a selected number of items –let’s say 

the sample included 100 transactions from a population of 1,000 transactions- and found 

that 6 contained errors. Because of the sample size in relation to the total number of 

transactions, the auditor is 95% confident (not 100% certain) that between 30 and 90 

transactions (3% to 9% of the total of 1,000) are in error. Looked at the other way around, 

there is a 5% chance that there are either more than 90 or fewer than 30 errors. 

 

There are two main statistical sampling techniques: Attribute sampling, variables sampling, 

statistical sampling. 

Attribute Sampling 

Sampling for attributes is required for when the audit objective is to estimate the number of 

times a certain characteristic occurs in a population without regard to the size of the 

characteristic. This is well adapted to compliance failures –items that have not been 

inspected, entries that have not been made, etc. 

 

The size of the sample required to give a reasonable estimate of the total number of errors 

(or other attributes) varies with conditions. The auditor may look at the situation and decide 

that the likelihood of error is very small, because the calculations are simple, procedures are 

carried out by reliable computer programs, inspectors are well trained and experienced, 

previous audits have found few errors, and so on. 

 

Or, conversely, the auditor may suspect that new employees, new methods, new products, 

new procedures, or new software introduces the possibility of numerous mistakes. In that 

case, a larger sample may be justified. 

Variables Sampling 

Variables sampling applies to audits in which size matters, not just numbers. It is sometimes 

called dollar estimation, because of its obvious relevance to situations. An audit aims to 

determine the dollar size of, for example, the difference between accounts values as 

determined by the audit and the book value of the accounts. Off by a penny is clearly less of 

a problem than off by a EC$1.000.  

 

But variable sampling can also apply to other variables such as measures of size, weight, or 

length of time, or average values. If the objective is to measure on-time performance of 

airlines, for example, the auditor needs to measure more than the number or percentage of 

failures to arrive and depart on schedule. The amount of time involved is also important. 

When selecting the appropriate sample size for variables sampling, the auditor needs a 

sufficiently large sample to serve as a basis for estimating the actual (as opposed to the 

recorded) size of the population. If there are 2,000 receivables to be audited for example, 

and their book value is EC$200,000, how many receipts does the auditor have to inspect to 

determine the actual total? Variables sampling can be done non-statistically in some cases. 

For instance, the auditor may feel certain that errors are either very small or perhaps 

nonexistent. In this case very little sampling may be required.  
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On the other hand, the auditor may suspect that the total is off by a large amount, perform 

a small pilot sample to confirm that suspicion, and then a review of all transactions. 

 

For both -attributes and variables sampling- If the auditor decides to select the sample 

statistically, there are several methods to proceed. To use these methods, the auditor needs 

to specify (defined later): 

 

• Population size, 

• Confidence level, 

• Precision. 

332.2 Methods of Sample Selection 

There are five main sampling methods: Random sampling, stratified random sampling, 

cluster sampling, dollar unit sampling and judgement sampling. 

Random Sampling 

Items selected are drawn at random from the entire population so that each item has an 

equal chance of selection and without attention to any systematic characteristics like 

sequence or size. Random sampling works best when each of the items in the population 

bears some sort of serial number. A table of random numbers, or a random number 

computer program, should be used to select the items. Alternatively select an EC dollar 

note, take the last digit of the serial number to establish the starting point, and select every 

“nth” item thereafter. [Most tests stipulate every 10th item] In rare occasions where this is 

not stipulated, calculate the “Nth” item interval by taking the total field size - by specified 

sample size. 

 

It is possible to generate a random number table by using services available on line.  

 

Here is an example one organization might choose to perform in a particular sampling. An 

auditor may be looking for variances between orders and confirmations. The size of the 

usual orders varies greatly. From a pool of about 2,000 orders, the auditor determines that a 

sample of 40 confirmations will satisfy the company’s level of acceptable risk, which is the 

4% rate of fraud.    

 

The auditor then selects 40 confirmations by using a computer program to generate a 

random list of 40 numbers in the appropriate range of confirmation numbers. The auditor 

pulls the records of those confirmations comparing receivables with orders with 

conformations and finds no variances. The auditor can report that the fraud rate is less than 

2%. 

A potential problem with random sampling is that, in some cases, the sampling method can 

–randomly- miss large errors. For example, the 40 transactions in the sample may 

accidentally turn out to be for relatively small amounts.  They may not reflect five much 

larger orders in which variances may have occurred. So, while the sample may be 

statistically sound, it may not detect instances of fraud that represent more risk that the 

entity is ready to accept. 
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Stratified Random Sampling 

Where transactions or records vary in materiality or relative risk, they may be grouped and 

each group sampled separately. The auditor’s judgement is usually a reliable guide to 

grouping items from the larger population into strata with similar characteristics.  

 

Thus, items, for instance, could be grouped: below EC$ 10,000 EC$ 10,001 to EC 100,000 

and over EC$ 100,000 with differing sampling methods used for each. 

Cluster sampling 

Cluster sampling resembles stratified sampling in that a large population of items is 

separated into groups or clusters. But in this case the clusters already exist and the auditor 

does not select the characteristics for grouping them. A cluster might be a file drawer, a box, 

a room, or perhaps a building containing a portion of the records or other items that make 

up the population. Instead of attempting to collect all the items before sampling, the 

auditor selects clusters to test and then may decide to sample the items in a cluster rather 

than test them all. 

Dollar-Unit Sampling 

The unique feature of this method is expressed in the name “dollar unit sampling” (DUS). 

Whereas traditional approaches divide the audit population into physical units, such as 

receipts and invoices, DUS considers the audit unit to be one dollar. That is, the auditor 

considers a stack of a 1,000 receivables worth (on the books) EC$10,000 as 10,000 units of 

EC$1.oo each instead of as 1,000 units with variable dollar values. Since each nit has the 

same value in this method, there is no variability; therefore there is no need to consider the 

standard deviation of the sample. It also removes the need to stratify populations in which 

items vary greatly in value. 

 

Consider that file of 1,000 receivables varying in actual value from EC$15 to EC$ 1,500. 

Traditional sampling working directly with the receivables would require stratification of the 

population to ensure that the sample does not skew the results by omitting all large items. 

Whit DUS, stratification is not necessary. Instead of selecting a sample from the receipts, the 

auditor selects dollars from the combined total of EC$10,000. Every dollar no matter what 

account it belongs, has the same chance of being included in the sample, and all the units 

are exactly the same size –one dollar. 

 

Of course the auditor isn’t interested in testing dollar bills; tests are performed on the 

account that includes the selected dollar. Whether it is a dollar from a EC$15 receivable, or 

a EC$1,500 receivable, it’s the receivable that’s subject to the audit. This means that a 

EC$1,500 account has 100 times more chance of being audited than a EC$15 dollar account.  

The outcome of testing a DUS sample is an estimate of the maximum amount of error in 

dollars at a specified confidence level.  

 

The DUS method is generally considered when auditing: 

 

• Large populations in which the expected error rate is low (less than 10%) and in 

which the amount of an account error is less than the account value. 
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• Asset account balances, such as receivables, investment, inventory, etc., but not 

liabilities. The objective of DUS is to detect overstatements, and that isn’t 

concern when auditing liabilities. DUS is not sensitive to understatements (the 

problem in liability audits), and it is unable to detect unrecorded items. 

Considerations in selecting sample size  

Four statistical concepts are essential to determining the size of sample. 

 

Confidence level: The percent probability that the sample results will provide a reasonable 

estimate of the characteristics of the total population. That’s the 95% probability in the 

preceding example. The greater the degree of desired confidence, the larger the sample 

needs to be. To achieve 100% confidence, the sample would have to include 100% of the 

items (and even then mistakes in counting are possible). 

 

Precision: The range of error, such as plus or minus 3%. As the range of allowable error 

narrows, the required sample size increases. 

 

Variability: The degree of difference among items in the population. A relatively uniform 

population generally requires a smaller sample to achieve a desired level of confidence and 

precision.  

   

Population size: The total number of items from which the sample is drawn. In general, the 

larger the population, the larger the required sample. However, the required percentage of 

the population represented in the sample may actually be larger for very small populations 

than for large ones. For example testing 10% of the items form a population of 10,000 will 

yield a large and possibly adequate sample of 1,000 items. Testing 10 items from 100 will 

not yield a large enough sample in most cases.  

Sample selection techniques are influenced by the audit objective, the type of data, the 

nature of the population, and practical considerations. 

340. Reporting Audit Results and monitoring corrective actions 

The reporting of audit results in three sections: Developing conclusions and 

recommendations, preparing the audit report and monitoring corrective actions 

341 Developing Internal control Conclusions and Recommendations 

Before drawing conclusions and drafting recommendations, an understanding of the cause 

and effect of inadequate controls or procedures is necessary. In this step, detailed findings 

and analysis are translated into conclusions. Recommendations are then prepared as guides 

for action. The purpose of audit recommendations is to state what improvements are 

needed rather than indicate specifically how to achieve them. 

 

The formulation of recommendations involves consideration of: 

• the state of the art; 

• the circumstances which influence the cause, that is, factors which restrict 

adherence to criteria as well as factors which promote adherence; 
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• alternative courses for remedial action; 

• effects, both positive and negative, which may arise if the auditors’ 

recommendations are implemented; 

• whether it is possible to implement a proposed recommendation; and 

• the cost of implementing the course of action suggested. 

 

An audit of a ministry, department or statutory authority should result in recommendations 

which will be of benefit to the entity as a whole and not in recommendations which benefit 

one function of the entity at the expense of others. 

 

If it is not practicable to recommend specific corrective action, a more general 

recommendation or suggested approach to solving the underlying problem is appropriate. 

In some instances, the major contribution lies in providing a useful analysis of findings. 

 

The Audit Advisory Committee, if applicable, is responsible for ensuring that all 

recommendations suggested by the Deputy DOA and the Project Team Leaders are well 

researched, plausible, cost-effective and consistent with recommendations made by this 

office in similar situations either in the past or elsewhere in Government. 

342 Preparing the Individual Audit Report 

At the end of each audit, the auditor should prepare a written opinion or report, as 

appropriate, setting out the findings in an appropriate form; its content should be easy to 

understand and free from vagueness or ambiguity, include only information which is 

supported by competent and relevant audit evidence. 

 

Reports should deal with significant matters and be concise, clear, consistent, complete, 

fair, objective, accurate and timely.  

 

Concise: reports should succinctly set out observations and recommendations. 

 

Clear: reports should be easy to understand, and free from vagueness and ambiguity. 

 

Consistent: reports should be internally consistent and consistent with Office policies 

 

Complete: reports should contain all the relevant information needed to provide an 

understanding of what is being reported and recommended. 

 

Fair: reports should be balanced and reflect knowledge of significant constraints on the 

ability of the audited organisation to manage its affairs economically, efficiently and 

effectively. 

 

They should include positive as well as negative findings, where appropriate. Efforts made 

by the audited organization after the Office’s examination to overcome deficiencies should 

be acknowledge.  
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Accurate: Reports should be free of material errors. It is essential that facts and figures be 

completely substantiated. 

 

Objective: reports should be unbiased. 

 

Timely: reports should be produced promptly; that is in time to be of the greatest use to 

those who have to take necessary action.  

Evaluating Audit Results  

As the fieldwork is being completed, the audit team should be accumulating and 

summarizing non-trivial errors found during testing. The purpose is to estimate the likely 

aggregate misstatement in the financial statements. The likely aggregate misstatement is 

estimated by summing: 

 

a) misstatements identified as a result of performing specific auditing procedures 

other than representative (statistical) samples; 

b) projections of misstatements identified as a result of performing auditing 

procedures on statistical samples; 

c) disagreements with accounting estimates; 

d) disagreements about the fairness of accounting principles applied; and 

e) the net effect of uncorrected misstatements in opening equity. 

 

The team leader should always consider qualitative factors when evaluating the impact of 

unadjusted differences. Qualitative factors may, in certain circumstances, result in 

misstatements of relatively small amounts having a material effect on the financial 

statements. For example, misstatements that have the effect of altering performance 

trends, turning operating losses into operating income or that increase management’s 

compensation could well be considered material, even though they might be less than our 

quantitative measure of materiality. 

 

The team leader should also give due consideration to further possible misstatements, 

possible overall management bias in accounting estimates, significant changes in bias from 

one period to the next, and the potential impact on future years’ results of differences 

identified in the current year. 

Material Misstatements 

First, the audit opinion will identify the reporting entity, the financial statements presented, 

and the period(s) covered by the statements. The opinion also normally makes reference to 

the fact that the financial statements are the responsibility of management, meaning that 

the auditors did not prepare the statements – they performed an audit and are giving their 

opinion on the fairness of the statements. This is generally interpreted to mean whether the 

financial statements are free of “material misstatements” that could affect the reader’s 

reliance on the information presented in the statements. 

 

For governmental entities, auditors may need to set materiality levels based on various legal 

and regulatory requirements or on the visibility and sensitivity of government programs. 
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Government auditors also may have additional responsibilities for detecting fraud, waste, or 

abuse that might require different materiality thresholds. 

 

As for most entities, the auditor’s judgment as to matters that are material to the users of 

public sector financial statements is based on consideration of the needs of users as a 

group; the auditor does not consider the possible effect of misstatements on specific 

individual users, whose needs may vary widely. For public sector entities, legislators are the 

providers of funding for various government programs, activities, and functions and 

regulators frequently evaluate or make decisions about an entity’s activities. The provision 

of financial statements that meet the needs of legislators and regulators will also meet most 

of the needs of other users. These other users may include bondholders, the media, or 

citizens. In situations where public funds are used, the financial statements may also 

represent a key element of a government entity’s accountability to the public. However the 

auditor’s target user group is generally the group of legislators and regulators who are in the 

position of providing funding for and making decisions about the government entity under 

audit. 

 

Materiality in this context can be defined in the following terms: “Omissions or 

misstatements of items are material if they could, individually or collectively, influence the 

economic decisions of users taken on the basis of the financial statements. Materiality 

depends on the size and nature of the omission or misstatement judged in the surrounding 

circumstances. The size or nature of the item, or a combination of both, could be the 

determining factor.” 

 

Materiality has both quantitative and qualitative aspects. Even though quantitatively 

immaterial, certain types of misstatements could have a material impact on or warrant 

disclosure in the financial statements for qualitative reasons. 

Qualitative aspects could include: 

 

• account balances or transactions that are considered sensitive to users of the 

financial statements; 

• misstatements that have a significant effect on the entity’s annual report, 

including the entity’s performance indicators; and 

• misstatements that offset one another in the aggregate but are individually 

significant. 

 

The auditor should apply the concept of materiality throughout the overall audit, planning, 

sample selection, and risk assessment in such a manner that overall audit risk is reduced to 

an acceptable level. 

 

In the public sector, issues such as public interest and ensuring effective legislative oversight 

should be considered when assessing whether an item is material by virtue of its nature. 

This is particularly so for items that relate to compliance with regulation, legislation, or 

other authority. 

Nature and Causes of Misstatements 

Misstatements can arise from error or fraud and may consist of: 
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(a) An inaccuracy in gathering or processing data from which financial statements 

are prepared; 

(b) A difference between the amount, classification, or presentation of a reported 

financial statement item and the amount, classification, or presentation that is 

required for the item to be in accordance with the applicable financial reporting 

framework; 

(c) An omission of an amount or disclosure that is required by the applicable financial 

reporting framework, or is otherwise needed for the fair presentation of the 

financial statements; 

(d) An incorrect accounting estimate arising, for example, from an oversight or 

misinterpretation of facts; and 

(e) Differences between management’s and the auditor’s judgments concerning 

accounting estimates, the selection and application of accounting policies that 

the auditor considers inappropriate, or possible management bias. 

Expressing an Audit Opinion on Internal Control 

Expressing an opinion requires gathering sufficient competent supporting evidence, in 

conformity with the Standards. Different opinions likely require different levels of audit 

evidence. 

 

The Auditor should ensure that a sufficient amount of audit evidence is obtained to express 

his opinion. He must ensure that any opinion expressed can be fully supported with 

sufficient audit evidence. The Auditor should determine the level of audit evidence required 

to support an opinion on internal controls, which should describe the scope of work 

performed and the evaluation criteria and structure used. 

 

There are two different types of opinions: positive assurance and negative assurance. Each 

conveys different meanings to the reader and provides different levels of assurance by the 

auditor.  

 

Positive assurance is one of the strongest types of audit opinions. In providing positive 

assurance, the auditor is taking a position on the strength of the internal controls. A positive 

assurance opinion requires the highest level of evidence as it implies not only whether 

controls are adequate, but also that sufficient evidence was gathered to be reasonably 

certain that evidence to the contrary, if it exists, would have been identified. The auditor 

takes full responsibility for the sufficiency of the audit procedures to find what should have 

been found. Positive assurance opinions provide the reader a high level of information, 

which generally brings a higher level of confidence or comfort in the accuracy of the 

opinion. Auditors are requested to provide positive assurance opinions.  

 

Negative assurance is a statement that nothing came to the auditor’s attention that would 

indicate inadequate internal controls. The auditor takes no responsibility for the sufficiency 

of the audit scope and procedures to find all concerns or issues. Such an opinion is less 

valuable than a positive assurance opinion as it provides limited assurance that sufficient 

evidence was gathered to determine whether internal controls were inadequate. A negative 

Formatted: Not Highlight



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 45 

   

assurance opinion merely states that the internal auditor has not seen problems based on 

the work performed. 

 

An opinion can be qualified with specific findings that contradict the overall opinion. 

Qualified opinions can be useful in situations where there is an exception to the general 

opinion. For example, the opinion may indicate that controls were, Satisfactory, with the 

exception of a specific area, which requires significant improvement.  

 

The alternative to expressing an opinion is to formally disclaim an opinion. This would be 

used when the auditor has not gathered, or is unable to gather, sufficient audit evidence to 

express any form of opinion and decides to clearly state that fact. 

342.1 The Annual Audit Report 

The annual audit of the Public Accounts is the largest annual audit conducted by the Audit 

office; its objectives are derived from the Constitution and /or the Audit Act: “The Public 

Accounts include the Accounts of Public Bodies, Statutory Bodies and Government 

Companies”. 

The Director of Audit shall examine the several financial statements required by the Finance 

Act to be included in the Public Accounts and any other statement that the Minister may 

present for audit and shall express his opinion as to whether they present fairly information 

in accordance with stated accounting policies of the Government and on a basis consistent 

with that of the preceding year together with any reservations he may have. 

 

After his examination, the Director of Audit shall submit a report at least once a year to the 

Minister for transmission to the House of Assembly.” 

 

The Director of Audit’s annual report should fulfil the reporting requirements of his/ her 

audit mandate and, in so doing, should: 

 

• Consider the needs of Parliamentarians in their scrutiny of public revenues and 

expenditures, 

• Deal with matters that are significant, 

• Convey, without going into excessive detail an understanding of the entity and its 

operating environment, 

• Include an appropriate description of the scope of the examination, 

• Make reference of the criteria used depending on the circumstances, 

• Contain audit observations, 

• Provide constructive recommendations as appropriate,  

• Include management responses  

• Express his opinion 

Opinion on the financial statements of an entity 

The audit opinion is the statement in which the Audit Office expresses whether, based on 

their audit, the financial statements fairly present the entity’s financial position and the 
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results of its operations for the period reported. The different types of opinion are discussed 

in the next paragraph. 

 

While the audit opinion conforms to standardized wording, basically four types of audit 

opinions can be expressed, with a variation on the first, when applicable: 

 

• Unqualified 

• Unqualified with additional explanatory text 

• Qualified 

• Adverse 

• Disclaimer 

 

The opinion will make reference to the applicable auditing standards that applied, the most 

common of which would be generally accepted auditing standards issued by the INTOSAI, 

the United States, Canada or another country, or international auditing standards. This part 

of the opinion will go on to briefly describe what those standards require, including 

obtaining “reasonable assurance”, examining evidence “on a test basis”, “assessing the 

accounting principles used and significant estimates made by management”, and 

“evaluating the overall statement presentation”. The auditors will then express that they 

believe their audits “provide a reasonable basis” for their opinion. 

Unqualified Opinion 

An unqualified or “clean” opinion means that the financial statements are fairly presented in 

the auditors’ opinion, are free of material misstatements, and have been prepared in 

accordance with generally accepted accounting principles, consistently applied. If the 

statements have been prepared on a basis other than generally accepted accounting 

principles (GAAP), the opinion should indicate this basis. This could be the case for financial 

statements that are prepared to meet a specific governmental, regulatory, or other 

requirement. 

 

If the auditors feel it is necessary to include additional explanatory information in the body 

of the opinion itself, they will generally include a separate paragraph summarizing this 

disclosure. Provided they still issue an unqualified opinion, this additional explanation is for 

purposes of greater clarity and does not detract from the unqualified opinion as to the 

fairness of the financial statements. 

Qualified Opinion 

A qualified opinion will include an “except for” clause or similar wording to express that the 

auditors have taken exception to a certain accounting application or treatment, or were 

unable to establish the potential outcome of an uncertainty, which could have a material 

effect on the financial statements. A qualified opinion will include a separate paragraph 

explaining the reason for the qualification. This type of opinion is intended to call attention 

to a certain issue that prevented the auditors from issuing a clean opinion. 

Adverse Opinion 

In an adverse opinion, the auditors are clearing stating their opinion that the financial 

statements are not fairly presented in accordance with the accounting and reporting 
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principles intended, or that there are material misstatements. There will be a paragraph 

explaining the reason for their negative opinion. 

Disclaimer 

A disclaimer indicates that the auditors were engaged to perform an audit, but are unable to 

express an opinion. This may be due to a lack of independence on the auditors’ part; 

limitations on the scope of the audit, for example, the inability to obtain sufficient evidence; 

or may be due to substantial doubts about the entity as a “going concern”, or material 

uncertainties for which the auditors were unable to obtain reasonable assurance about the 

outcome. 

 

The next figure shows an overview of the Annual audit reporting process on internal control 

assessment results.  

 

Figure 6: Overview of the Annual Audit 

 
 

343. Monitoring Corrective Actions  

Each audit report should trigger an action plan by the auditee including the time frame for 

implementation for the auditor recommendation. A consolidated version of this action plan 

should be prepared and monitored on a periodical basis, as the following example:  

 

Audit Recommendation Action Plan Responsible Dead Line Comments 

1.     

2.     

3.     

4.     

 

At some time after the audit report is issued, the DOA should take appropriate steps to 

determine what action, if any, the auditee has taken to correct problems disclosed in the 

audit report and what effect such action(s) may have had.  

 
 

Annual 
Audit 

reporting 

Evaluating Audit Results 

 

Annual Report of the Director of Audit on 

the Accounts of the Government 

Audit Opinion on 

Financial Statements 
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Audit follow-up has two purposes: 

• encourage an appropriate response to audit findings on the part of the auditee 

or other responsible entities. If an auditee has acted to overcome problems 

found during an audit, it is appropriate for the DOA to recognize that fact. If, on 

the other hand, the auditee has not acted in response to the audit, it is also 

appropriate for the DOA to disclose that the problem(s) persist.  

 

• lay the foundation for future audit work. If previously disclosed problems are 

believed to have been resolved, subsequent audit work in that area may require 

only minimal testing to confirm that the problem no longer persists. If the 

problem has not been overcome, further audit work may be warranted to 

confirm the nature and significance of the problem, with the purpose of evoking 

a more appropriate response from the auditee.  

Actions required for serious and effective follow-up will vary widely from one situation to 

another. In some circumstances, a simple inquiry directed to the managers of the auditee 

may be sufficient. In other cases, more substantive examination and testing will be required. 

The choice depends in part on the nature of the issue, but also on relations between the 

DOA and the auditee. If those relations are of mutual respect, the auditee may be more 

willing to address the shortcomings identified.  

DOA pursues its audit follow-up responsibilities in various ways. In some situations, follow-

up may be a separate phase of the audit process. This would be appropriate if the auditee is 

unlikely to be subject to further audits in the near future. In other cases, follow-up on the 

results of previous audits may be incorporated into the plan for a subsequent audit. This 

would be appropriate if the entity is subject to recurring audits on a relatively frequent 

basis.  



Offices of the Directors of Audit  OECS Countries Harmonized Audit Manual 

S
e

ctio
n

 4
0

0
 : C

a
p

ita
l P

ro
je

ct &
 P

ro
cu

re
m

e
n

t A
u

d
it 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 51 

 

400. Capital Project and Procurement Audit 

The purposes of the Chapter are as follows: 

 

• Provide background information on Procurement and Capital projects in the 

Government, 

• Assist the auditor in gaining a basic understanding of the Procurement management. 

• Review potential risks and deficiencies and their impact to be considered during the 

early stages of an audit. 

• Provide the framework and tools for conducting the audit and identifying issues; and 

• Help ensure that Procurement and Capital Projects audits are conducted in a consistent, 

efficient and effective manner. 

410. Definitions 

411 Definition of Capital Project  

Capital Projects refer to projects of relatively large size, nature or long life. Such projects are 

nonrecurring and designed to provide new or additional governmental facilities for public 

services. The total expenditure for these projects is normally high and covers more than one 

fiscal year. At one point external funding is necessary and is provided by International 

Financial Institutions like the World Bank, European Union, Inter-American Development 

Bank, Caribbean Development Bank, others. 

 

 In accordance with the agreements with the funding financial institution, the borrower 

(government) and the entities executing projects with bank financing, must ensure that the 

funds loaned or granted by them are used with due attention to economy, efficiency and 

effectiveness and only for the purposes for which the financing was provided. 

 

The government -Ministries /Departments/ Statutory Bodies- depend on the range of goods 

and services which they purchase to deliver their core services. These can range from 

rudimentary and low value items such as pens and paper to new works and high value and 

complex items such as, IT enabled services to support business change, technical advice or 

equipment to support research and development or Construction Projects. 

 

Consequently, government needs to purchase goods and services of the right quality, at the 

most cost effective price, in the most economic quantities, and ensure that they are 

available when needed. Failure to meet any of these requirements can seriously affect a 

Ministry’s ability to meet its objectives and outputs and ultimately to deliver services to 

citizens. Procurement is, therefore, strategically important to the government entities. 

 

The Audit Offices can make an important contribution by adopting a forward looking and 

constructive approach to: 

• reviewing how Ministries, departments and agencies determine the need for 

goods and services and how they procure them to identify how this might be 

done better; 
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• highlighting good procurement practice backed up by practical examples which 

might be more widely applied; 

• supporting well managed risk taking and innovation that is likely to lead to 

sustainable improvements in both the cost of procurement and the quality of the 

goods and services purchased; and  

• ensuring that Ministries, departments and other government bodies have overall 

organisational and management capability to undertake large, novel and/or 

contentious projects. 

412 Definition of Procurement 

Procurement is the whole process of acquisition from third parties (including logistical 

aspects) and covers goods, services and construction projects. This process spans the whole 

life cycle from initial concept and definition of business needs through to the end of the 

useful life of an asset or the end of a services contract. 

The objective of Procurement is to achieve best value for money on all procured goods, 

works and services, reduce the cost of the procurement process and ensure continuous 

improvement. 

420. Procurement Cycle  

The procurement cycle comprises three main phases: 

 

• Pre-tendering, including needs assessment, planning and budgeting, definition of 

requirements and choice of procedures; 

• Tendering, including the invitation to tender, evaluation and award; and 

• Post-Award, including contract management, order and payment (see Figure 

next). 

 

Figure 7: Procurement Cycle Overview 

 

421. Pre-Tendering 

The pre-tendering stage can be seen as the preparation stage of contracting in which there 

must be a clear documented definition of the need for goods, works and services. 

The specifications related to need, cost/benefit analysis, options and the lifecycle 

considerations are seen as the requirements definition.  

Tendering Post-award 
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The selection of options that is, whether to buy, do it themselves, purchasing jointly with 

other Departments where one takes the lead in securing a competitive deal, use a central 

buying agency or rent should be considered at this stage and there should be an un-biased 

and complete analysis of each option. The need for a feasibility study is crucial to the 

proposed development. It reduces the element of uncertainty and risks. 

422. Tendering 

Tendering involves the invitation to tender, the evaluation of tenders and their award.  

 

Invitation to Tender or “ITT” means the invitation to Proponents to submit a tender for the 

provision of the Capital Financing in accordance with requirements specified in this 

document. 

 

The purpose of the evaluation of tenders is to identify the offer that represents best value; 

this may be on either a ‘lowest cost’ or ‘most economically advantageous’ (MEA) basis. 

 

The award is related to the issue of an order or contract to a supplier. 

 

Once the contractor is selected to provide goods, works and/or services, the Ministries 

should have adequate standards and controls to ensure that the contracting process is 

efficient. All projects require proper project management but for major projects, which may 

be defined as such either because of their value or their importance to the delivery of the 

department’s objectives and services to the public, there is an even greater need to ensure 

that proper project management procedures and principles are in place and adhered to so 

that projects are delivered to time, cost, quality standards and with minimum disruption of 

services. 

423. Post-Award 

The post-award stage involves contract administration, project controls and work in 

progress payment policy. A poorly managed contract can result in higher cost, wasted 

resources, impaired performance, and considerable public concern about associated 

outcome. Conversely, a well-managed contract can deliver the results required for all 

parties concerned with a minimum of cost and time. 

 

This stage also requires performance evaluation and report, in-service management, that is, 

inventory control, storage and distribution, economical and efficient utilization, 

maintenance and physical control where applicable. There is also the disposal stage, which 

should yield maximum benefit to the Government. 

 

Contract performance should be measured and regularly reviewed. To assess contract 

performance the Ministries require reliable information on the quality of the goods and 

services purchased, the cost of acquisition, operation and maintenance of the asset over its 

whole life, ending with the conclusion of a service contract or ultimate disposal of an asset. 
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430. Audit Approach 

This chapter is designed to help the auditor gain an understanding of the procurement 

processes. It also provides the methodological framework for determining objectives, risks 

and controls for procurement, and the degree to which systems and practices meet 

established criteria and for assessing the effect and significance of deficiencies. The basic 

approach is directed at reviewing the procurement activities of key personnel involved 

including both managers and technical personnel and identifying program output problems 

that may have their origin in procurement systems and practices. 

 

It is the auditor’s responsibility to devise the overall audit approach to a particular entity, 

adapting the material in the chapter to fit the scope and thrust of the audit as established by 

the audit principal or team leader. The audit approach taken may vary considerably from 

entity to entity and may involve examining and reporting on all procurement issues or on 

selected procurement issues within ministries, departments or within a division or program 

of the department. 

 

This section will only cover the following steps of a procurement audit:  

 

• Understanding the Audit subject and its business environment 

• Conduct Risk assessment 

• Conduct Internal control assessment 

• Develop detail audit programs 

• Conduct detail examination 

• Reporting 

431. Understanding the Procurement Environment 

The first step for auditors is to gain their best understanding and knowledge of Procurement 

and Capital projects- and all entities and stakeholders involved in the procurement cycle. It 

entails pertinent laws and regulations, accountability relationships, standard contracts, 

financial, operational and reporting systems and controls.  

 

The information that should be collected and analyzed during this stage of the audit involves:  

 

• Laws and regulations related to financial administration and procurement like 

the Procurement and Disposal of Supplies regulation and the Financial 

Administration Act; 

• Entity’s mandate (ministry, department); 

• Organizational Chart, highlighting the areas / positions involved in procurement;  

• Details of financial, management, performance information systems and reports; 

• Policy and procedure manuals or guidelines from the government or from the 

international financial institutions, contract types and formats; 

• Description of the Procurement Process (flowchart, graphics);  

• Accountability relationships (Tenders Committee, Tenders Board, Government, 

suppliers, donors; 

• Key stakeholders. 
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The following records should be requested for preliminary examination as well:  

 

• Estimates; 

• Vote Records; 

• Accounting Records; 

• Copies of all relevant Contracts; 

• Goods Received Records; 

• Contract Committee Minutes and Working Papers; and 

• Petty Contract Vouchers. 

• Payment Certificates / Certificates of Work Done 

 

Some of this information should be available in the Audit Office’s Permanent Files; the 

auditor should review and update the related information on file. 

 

Auditors should ensure access to laws and regulations, judicial and/ or administrative 

decisions, standard contract clauses on public procurement, as well as to the actual means 

and processes by which specific procurements are defined, awarded and managed.  

 

The result of this overview is the identification of key Management activities and their 

related objectives, risks and controls. 

 

Figure 8: Understanding the Procurement Audit Area and its Environment 
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432. Assessing Procurement Risks by Phases 

To facilitate auditors to identify risks through the procurement cycle, the chapter presents 

next a common risks list per each stage of procurement. The list is a guideline; it is not 

intended to be fully used. Auditors should be aware that other risks may arise during their 

enquiries.  

432.1 Pre-tendering Risks 

Stage Risk 

Needs 

assessment 

 

• Lack of adequate needs assessment 

• Influence of external actors or consultants on officials' decisions 

• Informal agreement on contract 

Planning and 

Budgeting 

• Deficient cases, poor procurement planning 

• Procurements not aligned with overall investment decision-making process 

• Failure to budget realistically or deficiency in the budget 

Definition of 

requirements 

• Technical specifications that are tailored for one company, too vague or 

not based on performance requirements 

• Selection and award criteria that are not clearly and objectively defined, 

not established in advance 

• Licensing of unqualified companies, for example through the provision of 

fraudulent tests or quality assurance certificates 

• Requesting samples of goods that could influence objectivity 

• Buying of information by companies as to the project specifications and 

timetable 

Choice of Procedure • Lack of procurement strategy for the use of non-competitive procedures 

• Abuse of non-competitive procedures on the basis of legal exceptions 

through: contract 

splitting; abuse of extreme urgency; untested continuation of existing 

contracts 

• Timeframe not consistently applied to all bidders, or timeframe that is 

insufficient to ensure a level playing field 

432.2 Tendering Risks 

Stage Risk 

Invitation to Tender • Absence of public notice for the invitation to bid 

• Award and evaluation criteria that are not announced in advance of the 

closing of the bid 

• Sensitive or non-public information disclosed 

• Lack of competition or in some cases collusive bidding 

Evaluation • Conflict of interest and corruption in the evaluation process (e.g. 

familiarity with bidders 

• Over time, personal interests such as gifts or additional employment, no 

effective implementation of the “four-eye” principle, etc.) 

Award • Conflict of interest and corruption in the approval process (e.g. no 

effective separation of financial, contractual and project authorities) 

• Lack of access to records on the procedure 
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432.3 Post -Award Risks  

Stage Risk 

Contract Management • Abuses of the contractor in performing the contract, in particular in 

relation to its quality, price and timing 

• Deficient supervision from public officials and/or collusion between 

contractors and supervising officials 

• Subcontractors and partners chosen in a non-transparent way, or not 

kept accountable 

• substantial change in contract conditions to allow more time and/or 

higher prices for the bidder 

• product substitution or sub-standard work or service not meeting 

contract specifications 

• theft of new assets before delivery to end-user or before being 

recorded in the asset register 

Order and Payment • Deficient separation of financial duties and/or lack of supervision of 

public officials leading to: 

a) false accounting and cost misallocation or cost migration between 

contracts 

b) late payments of invoices 

c) false or duplicate invoicing for goods and services not supplied and for 

interim payments in advance of entitlement 

432.4 Additional Risks related to Capital Projects 

Additional Risk related to Capital Projects 

Design and Construction • Surveys and investigations fail to identify problems 

• Construction last longer than expected  

• Construction cost higher than expected  

• Facilities are not provided to the required specification 

• Alternative service provision is required during the delayed 

completion.  

Operating  • Contractor fails to meet performance standards for service 

delivery 

• Contractor fails to make assets available for use 

• Operating costs are more than expected 

• Operating costs are less than expected 

• Assets underpinning service delivery are not properly 

maintained 

 

Technology and obsolescence  The risk is that the quality of service delivery may be adversely 

affected if the equipment or other assets used in the service 

delivery become obsolete. 

 

Project financing risk Project financing consists of two types: financing that is 

internal to the project for example proceeds from the disposal 

of existing assets; and that which is raised from external 

fundings. 
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Additional Risk related to Capital Projects 

Political business risk The auditor should be aware that departments can not 

transfer to the private sector the risk of political 

embarrassment or the risk to the delivery of their core 

business should the contractor fail to deliver their contracted 

services.  

 

Auditors should consider taking additional time in areas of the Procurement cycle that 

traditionally could have higher risks, in particular: 

 

• At the stage of needs assessment which is particularly vulnerable to political 

interference, and 

• in contract management and payment. 

 

These stages are less subject to transparency as they are usually not covered by 

procurement regulations, and when using exceptions to competitive procedures, for 

instance in national security and emergency procurement. 

433. Procurement Audit Process 

This section highlights the key consideration for each activity of the procurement audit 

process. 

433.1 Planning 

The following records should be requested at the start of the audit: 

 

(a) Estimates; 

(b) Vote Records; 

(c) Accounting Records; 

(d) Copies of all relevant Contracts; 

(e) Goods Received Records; 

(f) Financial Regulations; 

(g) Contract Committee / Tenders Board Minutes and Working Papers; and 

(h) Petty Contract Vouchers. 

(i) Payment Certificates / Certificates of Work Done 

 

The following activities will be performed at the planning stage: 

 

6. Review relevant data such as organization charts, accountability relationships related 

to procurement as well as program components and outputs (estimates), 

preliminary review of sample of contracts, materials related to previous audit 

reports. 

7. Review procurement / contract Regulations. 

8. Interview key line managers and senior technical officers in an introductory meeting 

–describing the main purposes of the audit, obtaining views on key activities, major 
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changes/ trends in programs, how they plan and operate the procurement process, 

how they identify and manage risks through the procurement cycle, how they 

control and ensure economy and efficiency of the procurement process and 

expected acquisition of goods and services, and management concerns related to 

procurement. 

9. Examine relevant information related to the Procurement Cycle.  

10. Determine specific lines of enquiry/risk and areas of concentration for risk and 

internal control assessment. 

11. Develop a plan to conduct a risk assessment on the procurement cycle and discuss 

the approach with the Deputy DOA. The plan should include: 

• A preliminary identification of objectives and their related risks 

• A clear procedure to rate each risk in terms of likelihood and impact,  

• List of key line managers and senior officers to discuss with them and get an 

agreement on the identified risks and related controls to mitigate / manage 

their effects. 

12. Conduct a risk assessment. During the assessment interview key line managers and 

senior officers obtaining views on procurement key activities, risks and controls, 

major changes/trends in programs, their operational and financial risks concerns, 

their responsibility on internal control systems in place related to the economy and 

efficiency of the procurement process. 

13. Conduct an assessment on systems and controls related to accountability, 

compliance and financial records. This assessment should be complementary to the 

risk assessment.  

14. Determine matters of significance to be pursued during the examination phase 

considering the results of the risk and internal control assessment. 

15. Review the results of the Risk and Internal control assessments, matters of 

significance and the plan for the next stage of the audit with the audit team, the 

Team Leader and the Deputy DOA.  

Assignment Planning Memorandum 

An assignment planning memorandum should be planned and included as a minimum: 

 

1. a summary of the scope and objectives of the assignment and any limitations placed 

thereon; 

2. an overview description of the audit entity encompassing; 

• legislative authorities and mandate; key objectives and goals; 

• resources employed (human, financial and physical); 

• key organizational/operational issues and constraints; 

• principal information and control systems;  

• principal management control mechanisms; 

• significant changes in operations/system/influences over the past two years 

or since the last audit; and 
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• known/expected future influences on the audit entity. 

3. principal issues and anticipated lines of audit enquiry; 

4. audit strategy decisions including the audit approach and general notes on audit 

techniques decisions; 

5. basic audit objectives and associated criteria developed; 

6. outline of audit report format(s) taking into account levels of reporting required; 

7. resource requirements including identification of specialist skills; 

8. time budget and critical milestone dates; 

9. assignment of staff responsibilities; 

10. any other significant considerations or outstanding issues; and 

11. confirmation of approval to proceed. 

433.2 Internal Control Assessment 

The internal control assessment is linked to the risk assessment exercise. As soon as the 

audit team identifies and rates each risk, next is to identify the controls in place to manage 

the risks. For each control, the audit team evaluates its adequacy and effectiveness. 

 

A second tier of areas /controls to be assessed are related to accountability, compliance and 

financial records. 

 

• Organizational structure that promotes the flow of information 

• Clear definition of responsibilities 

• Delegation of authority commensurate with responsibility 

• Mechanisms to hold people accountable for results 

• Qualified and well trained personnel particularly in key positions. 

• Positive motivating work environment 

• Frequent interaction between senior and operating management 

• Written policies and procedures 

• Procedures for authorizing and processing transactions 

• Reviews: Budget to actual comparison, current to prior period comparison, 

performance indicators, project management reports, others. 

• Reconciliations 

• Security for assets and records,  

• Segregation of duties: (e.g. separation of initiation, authorization, recording and 

custody; at least two sets of eyes involved in every transaction) 

• Checklists 

• Formal compliance program 

• Exception reports (e.g., receivables past due, overtime, duplicate payments, ) 

 

Combining the results of the Risk and Internal Control assessment, will give the auditors the 

base to refine the detail Audit Program for the detail examination. 
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433.3 Procurement Audit Program 

As the first step in the examination phase, the procurement audit program should be 

prepared, reviewed and approved by the audit Team Leader and the Deputy DOA. The audit 

program sets out the objective (s) of the audit field work, risk to consider, scope and specific 

tasks /audit procedures to be done during field work. 

 

An audit program also specifies who is to perform the tasks, how, when and where they will 

be performed, and the budgeted time for each task. A standard procurement program is 

illustrated below.  

 

Capital projects and contracts for examination should be selected from the prepared list of 

contract known as the sample frame. Sampling techniques/methods such as, simple random 

sampling, systematic sampling or Stratified sampling should be used to select the sample to 

be audited. This process would ensure that the sample selected is a representative of the 

whole population (contracts) from which it is drawn. 

 

Standard Audit Program on Procurement for Goods, Works and Services 

 

1. Main Activities Involved 

This audit programme covers the expenditure on Goods, Works and Services through the 

procurement cycle. 

 

2. Audit Objective 

To ensure that all contracts (written or implied) are properly entered into and that they are 

correctly implemented. 

 

3. Risks 

The risk to the Entity of poor control over contracts is that goods will be paid for which were 

not ordered or received; that goods were not purchased with due regard to economy, 

efficiency and effectiveness and that contract execution did not deliver the quality, quantity, 

or benefits expected. 

 

Audit Programme- Procurement Audit for Goods, Works and Services 

 

Ref Audit Programme Procedures / Task 

 Pre-tendering 

1 Obtain the contract file, and through inspection of the Contract Committee /Tender Board 

minutes and other documents confirm: 

2 An adequate needs assessment were conduced by the appropriate technical personnel and 

it is fully documented.   

3 The definition of requirements was based on clear and complete technical specifications.  

 Tendering 

4 Based on the contract file (1) above, and through inspection of the Contract Committee 

/Tender Board minutes and other documents confirm that Tender Regulations were 

complied with regarding the following requirements : [ simultaneously record the project 
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Ref Audit Programme Procedures / Task 

chronology] 

5 The preparation and approval of specifications or Terms of Reference 

6 Advertising the tender, or shortlisting of suppliers/ contractors 

7 Receipt, storage and opening the tender bids 

8 Technical evaluation of bids 

9 Evaluation of financial proposals 

10 The contract negotiation, finalisation and award 

 Post-award – [record the project chronology] 

11 Inspect evidence of adequate contract monitoring and supervision by the appropriate 

authority 

12 Confirm the contract has been recorded in the commitment register 

13 Confirm all payments are supported by an authentic progress payment certificate, 

prepared by the contract specified technical supervisor , and fall within the payments 

schedule of the contract 

14 Confirm the payment is supported by a contactors invoice, and all internal approval 

processes have been completed 

15 Ensure Progress payments reflect the deduction, where appropriate, of retention fees 

16 Confirm the expenditure has been correctly allocated, and is recorded in the vote book, 

and the commitment register 

 Contract Completion 

17 Confirm that a project completion certificate has been completed by the technical 

supervisor 

18 Confirm any other key user or stakeholder has similarly signed a completion/acceptance 

certificate, and that issues of satisfactory quality and quantity have been addressed 

19 Review the project evaluation report to ensure it was diligently completed, and to ensure 

that any serious issues have been escalated and dealt with at the appropriate level 

20 Review the project chronology to ensure the time elapsed through the various stages of the 

project cycle were reasonable and efficient 

21 Where applicable inspect the Output produced, and interview the users of the output. 

Make an informed judgment [acknowledging technical limitations of the Auditor] as to 

whether the outputs appear to be “fit for purpose [ FFP]”. If FFP appears questionable, 

escalate the matter through appropriate channels and call for an independent technical 

inspection. 

 Fixed Assets Records 

22 Where the contract has given rise to the acquisition or construction of an asset(s), check 

that all details of the asset(s) have been fully recorded in the fixed assets register 

 Minor Works (Petty Contracts) 

NB. Mainly the supply of casual labour - usually via a petty contract voucher. 

23 From Accounting Records (Expenditure) ensure that no payments are made without the 

existence of a supporting Petty Contract Voucher. 

24 Confirm the existence of adequate evidence that the work was actually completed. 

25 From the Petty Contract Voucher confirm that there are signatures/ marks/ thumbprints of 

the casual labourers confirming hours worked and amounts paid. (NB. Examine these 

carefully to ensure they were made by the people concerned. Try to attend a pay parade). 
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433.4 Reporting 

The main objective in reporting on procurement issues is to draw to the attention of 

Parliament, government and management on significant instances in which the 

procurement processes were inadequate. Positive findings may also be reported. 

Constructive and practical suggestions (recommendations) for overcoming identified 

weaknesses should also be included. 

 

An audit exit conference with the governing body will be conducted by the auditor in 

charge. At this time, the findings and recommendations regarding compliance and internal 

control shall be discussed. The governing body shall have the opportunity to respond in 

writing, to the findings. Responses shall be included in the audit report. 

 

Key tasks during the examination and reporting phase reporting phase 

1. Develop tentative procurement observations and audit findings, both strengths and 

weaknesses. 

2. At mid-point formally evaluate the extent to which evidence is sufficient to 

substantiate findings/observations. 

3. Determine the impact of risks / deficiencies in procurement practices and assess 

significance. 

4. Determine cause of deficiencies, develop conclusions and recommendations. 

5. Develop and review a draft audit report with the Deputy DOA. 

6. Conduct formal debriefing sessions with audit organization so that they can indicate 

whether facts are accurate and whether findings and conclusions are appropriate. 
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500. Information Technology Audit 

510. IT Audit Definition  

Information Technology (IT) Audit is the process of collecting and evaluating evidence to 

determine whether a computer system has been designed to maintain data integrity, 

safeguard assets, allows organisational goals to be achieved effectively, and uses resources 

efficiently. Data integrity relates to the accuracy and completeness of information as well as 

to its validity in accordance with the norms. An effective information system leads the 

organisation to achieve its objectives and an efficient information system uses minimum 

resources in achieving the required objectives 

 

Use of computer facilities has brought about radically different ways of processing, 

recording and controlling information and has combined many previously separated 

functions. The potential for material systems error has thereby been greatly increased 

causing great costs to the entities, e.g., the highly repetitive nature of many computer 

applications means that small errors may lead to large losses. An error in the calculation of 

Income Tax to be paid by employees in a manual system will not occur in each case but once 

an error is introduced in a computerised system, it will affect each case. This makes it 

imperative for the auditor to test the invisible processes, and to identify the vulnerabilities 

in a computer information system as the costs involved, because of errors and irregularities, 

can be high. 

 

Controls in a computer information system reflect the policies, procedures, practices and 

organisational structures designed to provide reasonable assurance that objectives will be 

achieved. The controls in a computer system ensure effectiveness and efficiency of 

operations, reliability of financial reporting and compliance with the rules and regulations. 

An IT audit should not be confused with a financial statement audit. While there may be 

some abstract similarities, a financial audit's primary purpose is to evaluate whether an 

organization is adhering to standard accounting practices. The primary functions of an IT 

audit are to evaluate the system's efficiency and security protocols, in particular, to evaluate 

the organization's ability to protect its information assets and properly dispense information 

to authorized parties. The IT audit's agenda may be summarized by the following questions: 

• Will the organization's computer systems be available for the business at all times 

when required? (Availability)  

• Will the information in the systems be disclosed only to authorize users? 

(Confidentiality)  

Will the information provided by the system always be accurate, reliable, and timely? 

(Integrity) This is the reason why the content of this section will focus on the planning and 

internal control evaluation activities of an IT audit. Consult the financial audit section for 

guidance on the testing and reporting phase. 
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A system based IT audit focuses on determining risks that are relevant to information assets, 

and in assessing controls in order to reduce or mitigate these risks. By implementing 

controls, the effect of risks can be minimized, but cannot completely eliminate all risks. 

520. Planning the IT Audit (system based approach) 

The planning phase of system audit process implies: the identification of significant systems, 

accounts and disclosures, the identification of relevant financial statement assertions, the 

identification of significant processes supported by applications, and the auditor 

familiarization with theses processes. 

521. Identification of Significant Systems, Accounts and Disclosures 

The auditor shall consider quantitative and qualitative factors when auditing: 

• Account size and composition 

• Susceptibility of loss due to errors/fraud 

• Complexity, volume of activity, and homogeneity of transactions processed 

through the account 

• Nature of the account 

• Accounting and reporting complexities associated with the account, etc 

522. Identification of Relevant Financial Statement Assertions 

For each significant account or disclosure, identify relevant financial statement assertions: 

1. Existence or occurrence – assets and liabilities exist at given date and recorded 

transactions occurred during a given period. 

2. Completeness – all transactions and events that should be recorded in the F/S are so 

included. 

3. Rights and obligations – assets are the rights of the company and liabilities its 

obligations at a given date. 

4. Valuation or allocation – assets, liabilities, revenues and expenses have been 

included in the F/S at appropriate amounts. 

5. Presentation and disclosure – particular components of the F/S are properly 

classified, described and disclosed. 

Relevant assertions are those that have a meaningful bearing on whether an 

account/disclosure is fairly stated 

523. Identification of Significant Processes supported by Applications 

Major classes of transactions are those that are significant to the financial statements (i.e., 

classes contain significant accounts and disclosures). 

Significant processes include processes over: 

• Routine transactions (e.g., sales, purchases, cash receipts, cash disbursements, 

payroll) 

• Nonroutine transactions (e.g., physical inventories, depreciation) 



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 69 

   

• Estimation transactions (e.g., allowance for doubtful accounts, warranty 

reserves, asset impairment provisions)   

524. Understanding of Significant Processes 

IT systems have an impact on the reliability of financial reporting and accounting systems, 

the effectiveness and efficiency of operations, the safeguarding of assets and the 

compliance with laws and regulations. IT internal control is designed and implemented to 

address identified IT risks that threaten the achievement of these objectives. 

 

The auditor uses the understanding of internal control to identify types of potential 

misstatements and consider factors that affect the risk of material misstatement. He must 

also design tests of controls and substantive tests, when applicable. 

 

IT Internal controls relevant to financial systems may include, for example: 

• Controls over direct labour hours (application control) where we plan to use this data 

for testing overhead included in cost of inventory. 

• Controls over access control (general control) where we plan to rely on division of 

duties as part of our audit. 

Among the factors to be considered, the auditor must include the importance of the 

transactions generated and processed, the diversity and complexity of operations and the 

nature and complexity of the information systems that are part of the entity’s internal 

control, including the use of service organizations. Audit team needs to understand how IT 

internal controls are designed and whether IT internal controls are operating. An improperly 

designed IT environment may represent a material weakness. 

530. Assessing Internal Control  

The assessment of internal control related to Information Technology should cover four 

distinct control areas: the IT environment, the IT organizational structure, the IT general 

controls and the applications controls 

531. IT Environment 

The control environment is the control consciousness of an organization; it is the 

atmosphere in which people conduct their activities and carry out their control 

responsibilities. An effective control environment is an environment where competent 

people understand their responsibilities, the limits to their authority, and are 

knowledgeable, mindful, and committed to doing what is right and doing it the right way. 

They are committed to following an organization's policies and procedures and its ethical 

and behavioral standards. 

 

The control environment encompasses technical competence and ethical commitment; it is 

an intangible factor that is essential to effective internal control. 

Management enhances an organization's control environment when they establish and 

effectively communicate written policies and procedures, a code of ethics, and standards of 

conduct. Moreover, a governing board and management enhance the control environment 
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when they behave in an ethical manner-creating a positive "tone at the top"—and when 

they require that same standard of conduct from everyone in the organization. 

The auditor must first assess the overall attitude, awareness and actions of IT management 

and those charged with IT governance concerning the entity’s IT internal control and its 

importance to the entity. IT management sets the tone of an IT organization, the 

effectiveness of specific IT control procedures depends directly on the quality of the IT 

control environment.  

The auditor must gain an understanding of how management, with the oversight of those 

charged with IT governance, has created and maintained a culture of honesty and ethical 

behavior, and established appropriate controls to prevent and detect fraud and error within 

the IT environment. In evaluating the design of the IT Control Environment the auditor 

considers the following elements: Communication and enforcement of integrity and ethical 

values: Commitment to competence, interaction with those charged with governance and IT 

Management’s philosophy and operating style 

532. IT Organizational Structure 

The IT organizational structure governs how IT activities are planned, directed, executed, 

controlled and reviewed. It specifies assignment of authority and responsibility and set 

appropriate lines of reporting and adequate segregation of duties between incompatible 

functions.  

532.1 Assignment of Responsibility and Authority 

 

The auditor should ask themselves questions like: 

• Are reporting relationships within the IT department established and well 

communicated? 

• Is the level of authority given to IT personnel appropriate for the level of staff? 

• Are there policies and communication to ensure that all IT personnel understand the 

IT department’s objectives, know how their individual actions interrelate and 

contribute to those objectives, and recognize how and for what they will be held 

accountable? 

 

532.2 Human resources policies and practices 

Reviewing human resources policies and practices should include the policies for hiring, 

training, evaluating, compensating, promoting and remedial actions. For example: Standards 

for recruiting most qualified individuals as: Educational background, work experience and 

evidence of integrity and ethical behavior 

The auditor should ask the questions: 

• does the entity employ enough competent personnel given the IT entity’s size and 

complexity of operations? 

• does the entity employ suitably qualified IT personnel? 

 

532.3 Segregation of duties 
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Such controls ensure that there is judicious separation of duties to reduce the risk of 

employee fraud or sabotage by limiting the scope of authority of any individual, there are 

comprehensive written standards and access to and use of computer terminals is properly 

authorised. 

 

These high level controls are important as they influence the effectiveness of any lower level 

controls which operate within accounting applications. Unless management maintains 

appropriate IT policies and standards, it is unlikely that other controls will be sufficiently 

strong to support a controls reliant audit approach. 

 

An assessment of the high level IT policies, strategies and procedures will provide the 

auditor with a reasonably reliable indication as to the existence and effectiveness of any 

lower level detailed controls. 

 

Without controls around the administration of an application, all the other areas are more 

than likely inadequate and cannot assure that controls are in place and risks are mitigated. 

An IT manager should ensure that roles and responsibilities are clearly defined, and 

documented, for each individual on their team. This documentation should be sufficient 

evidence to demonstrate that an effective organizational structure is in place. This means, at 

a minimum, organization charts are available and current. Several software companies that 

offer enterprise wide, organizational chart software. These software tools can greatly 

facilitate the process. 

 

Organizational charts and roles and responsibilities documentation are not only helpful to 

information system auditors, but the company as a whole. An auditor will most likely 

request job descriptions for application developers, the business owners, and any 

production support groups. It is essential to determine if application business ownership 

and custodianship responsibilities are clearly established. Controls should be in place to 

ensure that segregation of duties exists between business owners, developers, and 

operational support. Specifically, responsibilities for application development, change 

approval, and application access authorization need to be segregated. 

 

The auditor should check whether adequate and effective segregation of duties has been in 

place amongst the staff operating the computer system as it substantially reduces the risk of 

error and fraud. Poor segregation could lead to any one person, with control over a 

computer function, making an error or committing a fraud without detection. 

 

Evidence of separation of duties can be gained by obtaining copies of job descriptions, 

organisation charts and observing the activities of IT staff. Where computer systems use 

security profiles to enforce separation of duties, the auditor should review on-screen 

displays or printouts of employees’ security profiles in relation to their functional 

responsibilities. Inadequate segregation of duties increases the risk of errors being made 

and remaining undetected; it also may lead to fraud and the adoption of inappropriate 

working practices. 

 

In any major IT System the following IT duties should be adequately segregated: 
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• System design and programming 

• System support 

• Routine IT operations and administration 

• System security 

• Data base administration 

 

Any legal or regulatory compliance issues, around the application, should be stated and 

addressed. The change management methodology employed by the company should 

identify these regulatory and compliance issues. It is important to ensure that a 

representative of the company’s legal and/or compliance department is consulted during 

the development and implementation of system changes. Any changes to the application 

could move a system out of compliance with laws that it had previously addressed.  

 

In a small entity, it is common to find issues with one or two employees performing 

incompatible functions. This does not mean that there can be no effective controls in a small 

entity; strong supervisory controls exercised by IT management can sometimes offset the 

limited segregation of duties.  

Some degree of segregation of the most important incompatible duties can frequently be 

established. For example, employees not part of the IT department can be assigned certain 

responsibilities to enable segregation of incompatible functions.  

533. General Controls 

General controls include controls over data centre operations, system software acquisition 

and maintenance, access security, and application system development and maintenance. 

They create the environment in which the application systems and application controls 

operate. Examples include IT policies, standards, and guidelines pertaining to IT security and 

information protection, application software development and change controls, segregation 

of duties, service continuity planning, IT project management, etc 

The auditor’s evaluation of the design of the IT control environment includes considering 

whether the strengths in the IT control environment elements collectively provide an 

appropriate foundation for the other components of internal control. For example, IT 

management’s decision to commit resources for financial reporting activities may reduce 

the risk of errors in processing financial information. 

Alternatively, management’s failure to commit sufficient resources to address security risks 

presented by IT may adversely affect internal control by allowing improper changes to be 

made to computer programs or data, or by allowing unauthorized transactions to be 

processed. In understanding the IT control environment elements, the auditor also 

considers whether they have been implemented. 

Relevant audit evidence will need to be obtained through a combination of enquiries, 

corroborating enquiries through observation or inspection of documents (strategic IT plan) 

and documenting results. Audit evidence for the elements of the IT control environment 

may not be available in documentary form, in particular for smaller entities where 



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 73 

   

communication between IT management and other personnel may be informal. In this case 

the auditor should document results from discussions with IT management. 

The auditor’s understanding of IT management’s risk assessment process should include 

how IT management: identifies risks relevant to financial reporting; evaluates the 

significance of identified risks; manages risks and relates identified risks to the financial 

reporting process. 

For internal controls over financial systems, the primary process level risks relate back to the 

financial statement assertions are: Existence; Ownership; Completeness; Rights and 

Obligations; Valuation; Presentation and disclosure. Examples of process-level risks include: 

Incomplete recording of payments to vendor and recording of payments in the wrong 

period. 

Documentation of the IT environment is required on audits in order to comply with GAAS 

(Generally Accepted Auditing Standard). If there is no mention of where, when or if 

computers are used in the documentation of the understanding of internal control, then 

only part of the internal control has been considered. 

 

To help understand IT general control, an auditor may ask the following questions: 

 

• Is the organisation and management of IT appropriate to the entity? 

• Are policies and procedures in place to ensure control over and security of 

information? 

• Are new or amended IT systems implemented in a controlled manner? 

• Is security built into IT systems to ensure the confidentiality and integrity of 

data? 

• Is the operation of computer systems properly controlled to ensure an effective 

and efficient service to users and maintenance of systems integrity? 

• Is the continued availability of systems to users assured? 

• Do logical access controls prevent unauthorized access to data? 

• Are IT assets safeguarded? 

 

General controls apply to entire information systems and to all the applications that reside 

on the systems. They include: 

 

• Control aver access to program and data  

• Control over program and application development and 

• Control over computer operation 

 

533.1 Controls over access to programs and data (physical security) 

The objectives of this control are to ensure the security of the devices, the programs and the 

data. This control, to be conducted in the programmed security assessment may include: 

 

• Someone responsible for overall IT security. This individual may have this as their 

only role, but in smaller entity, this role will probably be performed by an 

individual such as the network administrator. 
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• Blank checks, invoices, signature plates, etc. are safeguarded 

• Upon termination, access capabilities of the terminated employee are removed, 

keys are retrieved, and locks changed. It is important all IT related access be 

removed for such individuals, i.e. removing the individual’s username and 

password (Human resources promptly notifies when an employee is terminated) 

• Non-employees are escorted through computer rooms, which help to control 

who has access to the physical location of the computers, generally servers. 

• The location of computer terminals restricts/discourages unauthorized personnel 

• The computer room is out of sight of the street, in an interior area, not well 

marked, etc.  

• Computer room doors locked at all times and other barriers restrict computer 

room access 

• System is capable of distinguishing activity by terminal identification. This would 

be more beneficial in on-line/real-time applications where it may be important to 

trace activity to a specific terminal. 

• System capable of identifying authorized users  

• A log of system activity is maintained. These logs might include: user log-in 

activity, invalid log-in attempts, records of access to certain files or programs, 

and any system failures or down time. 

• Modifications to authorization tables, access privileges authorized by appropriate 

personnel, authorization might come from the HR department after an 

employee’s employment has terminated. 

• Password Security 

 

The following areas should be covered: 

 
KEY AREAS DEFINITIONS & CONTROLS 

Physical Access 

Control 

 

Physical access controls include the environmental controls which operate across the 

whole IT environment and affect all underlying computer applications. These controls 

are designed to protect the computer hardware and software from damage, theft and 

unauthorised access. Access controls can operate on various levels, for example, from 

restricting access to the entity’s site, to installing key locks on individual PCs. 

The IT Auditor should get a quick assessment of physical access controls. Restricting 

physical access to the IT systems reduces the risk of unauthorised persons altering the 

financial information. 

 

Authorisation 

Control 

 

Authorisation control helps verify the identity and authority of the person desiring to 

attempt a procedure or an operation. This control is exercised through use of passwords, 

signatures, smart cards, cryptographic systems etc. Such controls ensure that only an 

authorised person has access to the system and its use, to enter and/or alter 

transactions, to take information etc. 

 

Logical Access 

Control 

 

Logical Access controls are provided to protect the financial applications and underlying 

data files from unauthorised access, amendment or deletion. Logical access controls can 

exist at both an installation and application level. Controls within the general IT 

environment restrict access to the operating system, system resources and applications, 

as the application level controls restrict user activities within individual applications. 

 

Logical access controls can also be used to restrict the use of powerful systems utilities, 
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KEY AREAS DEFINITIONS & CONTROLS 

such as file editors. Logical access controls are often used with physical access controls 

to reduce the risk of the programs and data files being amended without authority. The 

importance of logical access controls is increased where physical access controls are less 

effective, for example, when computer systems make use of communication networks 

(LANs and WANs).  

Therefore, access security becomes the primary concern:  

• who has access to the network 

• how is access restricted  

• what programs or data reside on or are accessible from the network  

• how is access restricted to outside third parties  

 

The most common form of logical access control is login identifiers (Ids) followed by 

password authentication. For passwords to be effective there must be appropriate 

password policies and procedures, which are known to all staff and adhered to. Menu 

restrictions can be effective in controlling access to applications and system utilities. 

 

Systems may be able to control access by identifying each individual user through their 

unique login ids and then having a pre-defined profile of authorised menus for each. The 

IT Auditor should consider how easy it would be for users to ‘break out’ of the menu 

system and gain unauthorised access to the operating system or other applications. 

Some computer systems may be able to control user access to applications and data files 

by using file permissions. These ensure that only those users with the appropriate access 

rights can read, write, delete or execute files. 

 

Operation and file 

Controls 

 

Operation and file controls are meant to ensure the safeguarding of the computer and 

computer files from unauthorised access, loss or theft. Controls relating to reception, 

conversion and processing of data and distribution of the final output promote the 

completeness and reliability of these operations and safeguard against the unauthorised 

processing of data or programmes. File controls and procedures adequately safeguard 

files and software against loss, misuse, theft, damage, unauthorised disclosure and 

accidental or deliberate corruption. 

As the computer provides a means of holding, assessing and amending information, it is 

imperative that its use is controlled. There should be a definite schedule of work that is 

authorised to run on it and restrictions should be placed on the number and type of staff 

allowed access to it. Also, computer files are records of an organization which have to be 

well-safeguarded. 

 

533.2 Controls over program/application development 

The objectives of this control are to ensure a strict procedure exist to access to source and 

production programs, perform changes, updates, conversions, place them into production, 

and that relative documentation exist. The controls over program/application development 

may include: 

 

• restricted access to source programs and production programs through system 

mechanisms or other means. 

• procedures are in place to ensure only authorized program changes are placed in 

production. Such procedures might include approvals required for all program 

changes and generation and review of a report detailing changes made to 
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programs (automatically generated by the system) and distributed to the 

individual responsible for approving programming changes. 

• testing performed in non-production libraries, such restrictions ensure 

programmers do not have access to live data 

 

Below are the keys areas to be taken into account: 

 
KEY AREAS DEFINITIONS & CONTROLS 

Acquisition of 

devices and 

software 

 

Generally the acquisition of computer facilities involves the following stages: 

• definition of a computer policy and strategy (evaluation of organizational 

requirements and the ways and means of satisfying them); 

• establishing the need; 

• a thorough examination and evaluation of the alternative courses of action 

available; 

• specifying precisely the requirements (delineating existing and future 

applications, hardware, software, modes of operations, conditions of supply, 

etc.); 

• evaluating the alternative sources of supply and selecting the most appropriate 

source(s), and; 

• physically acquiring the facilities and the systems. 

 

The auditor has to review the adequacy of administrative procedures and controls used by 

the auditee organization when considering and deciding upon the acquisition of computer 

facilities. For this purpose, he has to see that: 

• a sound administrative structure exists to produce a proper analysis of the 

requirements of computer facilities: 

• the acquisition procedures are effective in producing a viable computing policy 

and strategy and 

• the process of evaluation and selection ensure that the requirements of the 

Organization are met in the most effective and efficient way - sufficient and 

adequate disposal. 

 

Application 

development 

 

The audit objective of system development controls is to ascertain that procedures are 

adequate to ensure that the development results in well-documented computer systems 

incorporating adequate controls and meeting properly defined user requirements in an 

efficient manner. There is also a need to examine the system testing and data transfer 

procedures as: 

• inadequate system testing before line operation may result in the operation of a 

system which may not correctly process and record transactions and  

• inadequate data transfer procedure may result in the relevant records being 

inaccurately and incompletely transferred from the old to the new system. 

 

Where systems development is entrusted to contractors, the contract and its 

management become important audit concerns. It should be ensured that the vendor 

provides complete documentation along with source code (direct or escrow).  

 

System development audits can be categorized into three general classes: 

• monitoring audits, in which the auditor evaluates the project throughout the 

process to determine whether development is proceeding effectively, e.g., 

whether milestones are being met, expenditure rates are as predicted, high 

quality documentation is being written, software conforms to established 

technical standards, tests are being conducted as scheduled or evaluated as 

planned; 
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KEY AREAS DEFINITIONS & CONTROLS 

• design review audits, in which the objective is to determine whether the 

preliminary and detailed designs accurately reflect the functional data and 

systems specifications, and incorporate adequate internal controls and  

• post implementation audits, performed three to six months after the system 

becomes operational, serve to evaluate whether the system meets requirements, 

is cost-effective and generally provides benefits predicted in project planning 

documents. 

 

Change 

Management 

Controls 

 

Change management controls are used to ensure that amendments to a computer system 

are properly authorized, tested, accepted and documented. Poor change controls could 

result in accidental or malicious changes to the software and data. Poorly designed 

changes could alter financial information and remove audit trails. Audit should ensure that 

a new or amended computer system is thoroughly tested by its end users before live use. 

Financial systems rarely remain static and are frequently changed, amended or updated. 

These regular changes may be necessary to improve efficiency, functionality or remove 

programming faults (‘bugs’). 

 

IT Audit should emphasize that auditee organizations which update their computer 

systems have appropriate change management and configuration management controls. 

Configuration management procedures relate to the control of IT assets (i.e. hardware, 

software, documentation and communications) and the subsequent update of records, 

whilst change management relates to the authorization, impact assessment, asset update, 

testing and implementation of changes. Risks can be reduced by appropriate change 

management controls. These controls should ensure that all system and program 

amendments are satisfactorily justified, authorized, documented and tested and that an 

adequate audit trail of the changes is maintained. All change procedures should be 

documented. These controls should ensure that program and file amendments are 

authorized, logged and monitored. The ability to introduce new programs should be 

limited to authorized change control staff who are independent of computer 

programmers and staff who input transactions or maintain standing data. 

 

 

533.3 Controls over computer operations 

The objectives are to ensure that the computers and networks operate in a secure manner, 

and provide a sufficient level of service to satisfy business needs. The auditor has to review 

the internal controls which are essential for proper operation and maintenance. The overall 

audit objective is to ensure that the controls and procedures are adequate to provide 

secure, effective and efficient day-to-day operation of the computer facilities. 

 

The Controls over computer operations may include: 

• the security on the network communication and  

• the business continuity planning 

 
KEY AREAS DEFINITIONS & CONTROLS 

Network 

Communication 

Security Controls 

 

The network communication security controls are important where LANs/WANs or web 

enabled systems are in use. Some important aspects to be covered by this control are as 

follows: 

• all sensitive information in the network should be protected by using appropriate 

techniques 

• the critical network devices such as routers, switches and modems should be 
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KEY AREAS DEFINITIONS & CONTROLS 

protected from physical damage 

• the network configuration and inventories should be documented and 

maintained 

• prior authorization of the Network Administrator should be obtained for making 

any changes to the network configuration 

• the changes made in the network configuration should be documented. The 

threat and risk assessment of the network after changes in the network 

configuration should be reviewed. 

• the network operation should be monitored for any security irregularity. A formal 

procedure should be in place for identifying and resolving security problems. 

• physical access to communications and network sites should be controlled and 

restricted. 

• communication and network systems should be controlled and restricted to 

authorized individuals. 

• network diagnostic tools, e.g., spectrum analyzer protocol analyzer should be 

used on a need basis. 

• intelligent devices generally known as "Firewalls" should be used to isolate an 

organization’s data network from any external network. Firewall devices should 

also be used to limit network connectivity from unauthorized use. Networks that 

operate at varying security levels should be isolated from each other by 

appropriate firewalls.  

• organizations should establish procedures for allowing connectivity of their 

computer network or computer system to any outside computer system or 

networks. The permission to connect other networks and computer system 

should be approved by the Network Administrator and documented. All unused 

connections and network segments should be disconnected from active 

networks. The computer 

system/personal computer or outside terminal accessing an organization’s host 

system must adhere to the general system security and access control guidelines.  

 

The suitability of new hardware/software particularly the protocol compatibility should be 

assessed before connecting the same to the organization’s network. As far as possible, no 

Internet access should be allowed to database server/file server or server hosting 

sensitive data. The level of protection for communication and network  

Resources should be commensurate with the criticality and sensitivity of the data 

transmitted. 

• each organization should designate a properly trained "Network Administrator" 

who is responsible for operation, monitoring security and functioning of the 

network. Appropriate follow up of any unusual activity or pattern of access on 

the computer network should be investigated promptly by the Network 

Administrator. The system must include a mechanism for alerting the Network 

Administrator of possible breaches in security, e.g., unauthorized access, virus 

infection and hacking. Secure Network Management Systems should be 

implemented to monitor functioning of the computer network. Broadcast of 

network traffic should be minimized. 

• only authorized and legal software should be used on the network. 

 

Business 

Continuity 

Planning 

 

The auditor should ensure that there are adequate plans to resume processing in the 

event of failure of computer operations. The degree of continuity planning will depend on 

the size of the IT department and the dependence on computer processing. A significant 

and prolonged loss of IT capability in a mission critical system may increase the risk of the 

financial statements being unavailable or materially misstated. Disaster recovery planning 

for IT facilities should be treated as one element of an organization’s overall business 

continuity plan.  
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The extent of disaster recovery planning and the detailed measures required will vary 

considerably. Organizations with large IT departments, with mainframe computers and 

complex communication networks may require comprehensive, up to date recovery plans 

which incorporate standby facilities at alternative sites.  

 

Disaster recovery plans should be documented, periodically tested and updated as 

necessary. Untested plans may be satisfactory on paper but fail when put into practice. 

Testing will reveal deficiencies and allow amendments to be made. The importance of 

adequate documentation is increased where significant reliance is placed on a few key 

members of the IT department. The loss of key staff, perhaps due to the same reason the 

computers were disrupted, may adversely affect an organization’s ability to resume 

operations within a reasonable timeframe.  

 

Back-up copies of systems software, financial applications and underlying data files should 

be taken regularly. Back-ups should be cycled through a number of generations by, for 

example, using daily, weekly, monthly and quarterly tapes. Back-ups should be stored, 

together with a copy of the disaster recovery plan and systems documentation, in an off-

site fire-safe. Where micro-computers are used, in addition to mini or mainframe 

computers, the auditor should ensure that there are also procedures for the backing-up of 

financial data stored on local hard disks. 

 

534. Applications Controls 

Application controls are controls over various applications a client may have. They refer to 

transaction processing controls, sometimes called “input-processing-output” controls. These 

controls are commonly thought of as those integrated in specific software programs.  

Application controls pertain to specific computer applications. They include controls that 

help to ensure the proper authorisation, completeness, accuracy, and validity of 

transactions, maintenance, and other types of data input. Examples include system edit 

checks of the format of entered data to help prevent possible invalid input, system enforced 

transaction controls that prevent users from performing transactions that are not part of 

their normal duties, and the creation of detailed reports and transaction control totals that 

can be balanced by various units to the source data to ensure all transactions have been 

posted completely and accurately.  

 

The objectives of application controls are to ensure that:  

• All input data are accurate, complete, authorized and correct  

• All data are processed as intended in the correct time period  

• All data stored are accurate and complete  

• All output are accurate and complete  

• A record is maintained to track the process of data from input to storage and to 

the eventual output 

 

There are three categories of application controls:  

• Controls over input (authorization, completeness, accuracy and proper audit 

trail)  

• Controls over processing  
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• Controls over output 

534.1 Controls over Input 

These controls are used mainly to check the integrity of data entered (accuracy, 

completeness, authorization) into a business application, whether the source is input 

directly by staff, remotely by a business partner, or through a web-enabled application or 

interface. Therefore, controls should be performed on electronically transmitted data files 

and transactions from either internal or external sources to authentify that the data are 

received from an identified source and processed accurately and completely.  

Input control is extremely important as the most important source of error or fraud in 

computerized systems is incorrect or fraudulent input. Controls over input are vital to the 

integrity of the system. 

 

The auditor needs to ensure that all input transactions entered and recorded are: 

 

• authorized  

• complete  

• valid  

• accurate in term of calculations  

• non duplicate  

• and that there is no omission of valid transactions 

The audit trail is a key ingredient of a strong application; it permits to obtain sufficient 

evidence matter regarding the ability, reliability and integrity of the application system. To 

achieve this, the audit trail should contain enough information to allow management, the 

auditor and the user: 

• to recreate processing action; 

• to verify summary totals and 

• to trace the sources of intentional and unintentional errors. 

The audit trail should include the following information: 

• System information including start up time, stop time, restarts, recovery etc. 

• Transaction information including input items which change the database, control 

totals and rejected items (relevant to database applications). 

• Communication information including terminal log-on/off, password use, security 

violation, network changes and transmission statistics (relevant to transaction 

processing i.e. TP applications). 

In a computer system, the audit trail may not always be apparent as in a manual system 

since data are often retained in magnetic media and output is limited to a small number of 

total items processed, with reports produced only on exception basis. The general 

procedure is to first investigate control totals and run to run totals within the whole system 

and then to check and substantiate the audit trail by limited checking through records and 

files or by taking intermediate printouts of audit interest. If the design of the computer 

system does not provide for adequate audit trail this should be brought out in audit review, 
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highlighting control weaknesses or lack of controls in the system. Apart from errors that 

might creep into the system, there is a possibility of frauds, which might occur due to 

undetected control weaknesses. 

534.2 Controls over Processing 

These controls are designed to provide reasonable assurance that data processing is 

complete, accurate and authorized. (no omission or double-counting). They might ensure 

that valid input data has been accurately and completely processed. Many processing 

controls are the same as the input controls but they are used during the actual processing 

phases. These controls include:  

 

• Checks of totals  

• file and operator controls  

• system logs of computer operations  

• and limit or reasonableness tests  

  

The auditor needs to ensure that all processing transactions: 

 

• have been properly processed (logical result) 

• are complete  

• have been processed only one time 

• are valid 

• are captured on a timely basis and on the proper accounting period and 

described in sufficient detail to permit their proper classification 

• are measured or calculated so that the values are recorded at the proper 

monetary amount 

• are properly presented in the financial statements  

A responsible should determine the adequacy of controls over application programs and 

related computer operations to ensure that data is accurately processed through the 

application and that no data is added, lost, or altered during processing. 

• documentation should exist explaining the processing of data through the 

application. Examples would be narratives on how the application processes 

data, flowcharts, and an explanation of system or error messages. 

• if the application is “run” on a regular schedule to process data, either manually 

or automatically, there should be documented procedures explaining how this is 

performed. There may be a schedule that must be followed with controls in place 

to ensure all processing was completed.  

• a processing log may exist. If it does, it should be reviewed for unusual or 

unauthorized activity. 

• the processing log, or another log or report, should be used to document any 

errors or problems encountered during processing. Types of information that 

should be considered keeping are descriptions of any errors encountered, dates 

identified, any codes associated with errors, any corrective action taken, date 

and times corrected.  
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• there should be controls in place to make sure the correct generation/cycle of 

files are used for processing. This may include the generation of backup files 

from processing to be used for disaster recovery. 

• processing edits should also be used. These may be similar to input edits but 

applied to the data during processing.  

• audit trails should be generated during processing. These audit trails should be 

logs or reports that contain information about each transaction. Data that should 

be included are who initiated each of the transactions, the data and time of the 

transactions, the location of the transaction origination (IP address as an 

example).  

534.3 Controls over Output 

These controls are designed to provide reasonable assurance that processing results are 

complete, accurate and distributed to authorized personnel only. They also include 

controls over integrity and accuracy of standing data and master files.  

 

The auditor needs to ensure that: 

 

• the data file containing processing results won’t be subjected to unauthorised 

modification or deletion  

• archived print files won’t be subject to tampering  

• reports (or output displayed on a user’s monitor) won’t contain erroneous data  

• critical management reports are printed  

• reports will be distributed to the right person at the right time  

 

Parts of the controls should consist of comparing the results with the intended ones and 

check them against the input data. Computer-generated change reports for master files 

should be compared to original source documents for assurance that final data are correct. 

 

In summary, the auditor needs to understand the following for significant account balances 

or classes of transactions: 

• Procedures (both automated and manual) by which transactions are initiated. 

This would involve establishing what events cause a transaction to be initiated, 

who performs the necessary steps, what authorizations are required what 

documentation is generated. 

• Documents, computer media, and accounts used in initiating, recording, 

processing and reporting transactions: source documents used in processing 

transactions, methods of data entry and how frequently transactions are entered 

in the computer system; the nature of computer files involved in processing 

transactions; documents, other than source documents, that are further 

processed (e.g. invoices, transaction journals etc…), the accounts affected by each 

significant class of transactions and the relevant accounting reports, journals and 

ledgers produced, including edit and exceptions reports and master file change 

reports. 
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• Accounting processing steps from initiation to inclusion in financial systems. This 

would include the auditor understanding on how the computer is used to process 

the transaction data, the data used in processing financial information and the 

functions performed on the data at each major stage of processing, when 

transaction processing occurs (e.g. daily, weekly, monthly) and the ways in which 

transactions are valued, classified, recorded and summarized in data files, 

journals or ledgers 

• How system captures other events and conditions (non-routine items such as 

amortization of assets, recoverability of AR, inventory obsolescence) 

• The financial reporting process considering the preparation of the financial 

statements, including: significant accounting estimates, accruals, deferrals and 

disclosures existing in the financial statements and how the general ledger 

information is summarized to report amounts and disclosures in the financial 

statements 

535. COBIT 

The COBIT Framework (Control Objectives for Information Technology) provides good 

practices across a domain and process framework and presents activities in a manageable 

and logical structure. COBIT’s good practices are focused more on control, less on execution. 

These practices will help optimize IT-enabled investments, ensure service delivery and 

provide a measure against which to judge when things do go wrong.COBIT is designed to 

allow managers to bridge the gap between control requirements, technical issues and 

business risks. It includes materials that address the specific needs of: 

 

• Executive management and boards  

• Business and IT management  

• Governance, assurance, control and security professionals  

The COBIT framework is based on the following principle: “To provide the information that 

the enterprise requires to achieve its objectives, the enterprise needs to invest in and 

manage and control IT resources using a structured set of processes to provide the services 

that deliver the required enterprise information”. 
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Figure 9: Basic COBIT principles 

 

 
 

535.1 COBIT’s Activities 

The COBIT framework classifies IT activities and risks into four domains and identifies 34 

processes within these four domains. It defines activities and control objectives for all 34 

processes, as well as overarching process and application controls. Controls are designed to 

support seven information criteria: 

 

• Effectiveness deals with information being relevant and pertinent to the 

business process as well as being delivered in a timely, correct, consistent and 

usable manner. 

• Efficiency concerns the provision of information through the optimal (most 

productive and economical) use of resources. 

• Confidentiality concerns the protection of sensitive information from 

unauthorized disclosure. 

• Integrity relates to the accuracy and completeness of information as well as to its 

validity in accordance with business values and expectations. 

• Availability relates to information being available when required by the business 

process now and in the future. It also concerns the safeguarding of necessary 

resources and associated capabilities. 

• Compliance deals with complying with the laws, regulations and contractual 

arrangements to which the business process is subject, i.e., externally imposed 

business criteria as well as internal policies. 

• Reliability relates to the provision of appropriate information for management to 

operate the entity and exercise its fiduciary and governance responsibilities. 
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535.2 COBIT’s Domains  

COBIT covers four domains: 

DOMAIN ACTIVITIES 

Plan and Organize 

(PO) 

 

This domain covers strategy and tactics, and concerns the 

identification of the way IT can best contribute to the achievement 

of the business objectives. The realization of the strategic vision 

needs to be planned, communicated and managed for different 

perspectives. A proper organization as well as technological 

infrastructure should be put in place. This domain typically 

addresses the following management questions: 

• Are IT and the business strategy aligned? 

• Is the enterprise achieving optimum use of its resources? 

• Does everyone in the organization understand the IT objectives? 

• Are IT risks understood and being managed? 

• Is the quality of IT systems appropriate for business needs? 

 

Acquire and 

Implement (AI) 

 

To realize the IT strategy, IT solutions need to be identified, 

developed or acquired, as well as implemented and integrated into 

the business process. In addition, changes in and maintenance of 

existing systems are covered by this domain to make sure the 

solutions continue to meet business objectives. This domain 

typically addresses the following management questions: 

• Are new projects likely to deliver solutions that meet business 

needs? 

• Are new projects likely to be delivered on time and within 

budget? 

• Will the new systems work properly when implemented? 

• Will changes be made without upsetting current business 

operations? 

 

Deliver and Support 

(DS) 

 

This domain is concerned with the actual delivery of required 

services, which includes service delivery, management of security 

and continuity, service support for users, and management of data 

and operational facilities. It typically addresses the following 

management questions: 

• Are IT services being delivered in line with business priorities? 

• Are IT costs optimized? 

• Is the workforce able to use the IT systems productively and 

safely? 

• Are adequate confidentiality, integrity and availability in place for 

information security? 

Monitor and Evaluate 

(ME) 

 

All IT processes need to be regularly assessed over time for their 

quality and compliance with control requirements. This domain 

addresses performance management, monitoring of internal 
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control, regulatory compliance and governance. It typically 

addresses the following management questions: 

• Is IT’s performance measured to detect problems before it is too 

late? 

• Does management ensure that internal controls are effective and 

efficient? 

• Can IT performance be linked back to business goals? 

• Are adequate confidentiality, integrity and availability controls in 

place for information security? 

 

535.2 COBIT’s IT Processes 

Across these four domains, COBIT has identified 34 IT processes that are generally used and 

provided a complete list of processes that can be used to verify the completeness of 

activities and responsibilities; however, they need not all apply, and, even more, they can be 

combined as required by each enterprise. For each of these 34 processes, a link is made to 

the business and IT goals that are supported. Information on how the goals can be 

measured, what the key activities and major deliverables are, and who is responsible for 

them is also provided. 

 

The following figures summarize the Four interrelated domains of COBIT and the boundaries 

of business, general and application controls. 
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600. Performance (Value for Money) Audit 

610. Definition and Scope of Performance Auditing 

The INTOSAI Auditing Standards define a performance audit (value for money) as an audit of 

the economy, efficiency and effectiveness with which the audited entity uses its resources 

in carrying out its responsibilities.  

 

Value for Money is defined as the relationship between economy, efficiency and 

effectiveness (the Three E’s). Achieving VFM means achieving a balance between all three: 

relatively low costs, high productivity and valued outcomes. 

 

Figure 11: Value for Money Relationship 

 

 
 

Economy is minimizing the cost of resources used for an activity, having regard to the 

appropriate quality. Economy issues focus on the cost of the inputs and processes. Economy 

occurs where equal-quality resources are acquired at lower prices. 

 

Efficiency is the relationship between the output, in terms of goods, services or other 

results, and the resources used to produce them. Efficiency exists where the use of financial, 

human, physical and information resources is such that output is maximized for any given 

set of resource inputs, or input is minimized for any given quantity and quality of output. 

 

Effectiveness is the extent to which objectives are achieved and the relationship between 

the intended impact and the actual impact of an activity. Effectiveness addresses the issue 

of whether the program/activity has achieved its objectives. When focusing on 

effectiveness, it is important to distinguish between the immediate outputs (or products) 

and the ultimate impacts (or outcomes). Effectiveness is achieved, for instance, where there 

is improved achievement of a program’s objectives. Outcomes are important to the 

effectiveness of programs/activities but may be more difficult to measure and assess than 
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the inputs and outputs. Outcomes will often be influenced by external factors and may 

require long-term rather than short-term assessment. 

For instance, Government buyers must ensure that the purchasing process is impartial, open 

and that competitive offers are encouraged. Open and effective competition is achieved 

through: 

 

Performance auditing, also referred to as Value For Money auditing, shares similar 

approaches and methodologies to program evaluation but does not generally extend to 

assessing policy effectiveness or policy alternatives. Apart from examining the impact of 

outputs, an evaluation could include issues such as whether agency planning reflected the 

program objectives, whether the objectives were consistent with policy and options for 

changing the policy to achieve more effective outcomes. 

 

Performance auditing promotes public accountability and is an aid to good corporate 

governance. It also encompasses the concept of traditional financial, compliance and 

propriety audits. Compliance audits deal with regularity and legality aspects. Propriety 

refers to the concept of the best practice in public management of programs/activities—

public funds should not be misused by the managers for personal benefit and expenditure 

on programs should not exceed what the occasion demands.. 

 

During a performance audit, the auditor will also be expected to address concerns relating 

to equity and ethics while assessing the effectiveness of a program/activity. Equity in the 

context of program management relates to fairness and impartiality in use of public funds. 

Ethics in managing public expenditure enjoins the qualities of honesty and integrity in 

personal conduct and devotion to the duty as manager of public funds. 

 

Deleted:  Performance auditors should 

utilise these requirements in the course 

of their audit, wherever applicable

Deleted: The performance 



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 91 

   

Performance audits may examine and report on: 

• the quality of information and advice available to Government for the 

formulation of policy; 

• the existence and effectiveness of administrative organization in place to inform 

the Government whether program objectives and targets have been determined 

with a view to fulfilling policy objectives; 

• whether, and to what extent, stated program objectives have been met; 

• the economy, efficiency, effectiveness and ethics of the means used to 

implement a program/activity; and 

• the intended and unintended direct and indirect impacts of programs/ activities; 

for example, the environmental impact of government activity. 

 

Auditors should not confine the audit to «what has been done» but should also examine 

«what has not been done» to meet the policy objectives. Given the size, complexity and 

diversity of agency operations, it is generally impracticable to attempt to assess the overall 

performance of departments or agencies. Consequently, performance audits are usually 

directed towards specific functions, activities, programs or operations of the agency. 

  

Factors that the buyer may consider when assessing value for money may include: 
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620. Performance Auditing Mandate and Objective 

The audit mandate is generally set out in statute and dictates the extent to which the 

auditor  can audit public sector agencies. Where the mandate is derived out of a broad 

interpretation of the term ‘audit’ or has been accepted by convention, auditors should be 

guided by their best judgement in the context of any such convention. The performance 

audit mandate ordinarily specifies the minimum audit and reporting requirements; indicates 

what is required of the auditor; and provides the auditor with authority to carry out the 

work and report the results. 

 

Accordingly, the auditor should be guided by the audit mandate when planning the audit. In 

most countries performance audits are excluded from commenting on Government policy. 

 

Performance auditing has the objective of improving public sector administration and 

accountability by adding value through an effective program of performance audits and 

related products such as better practice guides. One of the main objectives of performance 

auditing is to assist the people’s representatives in exercising effective legislative control 

and oversight. 

 

Performance audits have a dual role. They provide auditee with information and assurance 

about the quality of management of public resources and they also assist public sector 

managers by identifying and promoting better management practices. Performance auditing 

may therefore lead to better accountability, improved economy and efficiency in the 

acquisition of resources, improved effectiveness in achieving public sector program 

objectives, a higher quality in public sector service delivery and improved management 

planning and control.  

 

A report on the audit may then be drafted for consideration by the government, the 

legislature, the agency and the public. Throughout each stage of the performance audit the 

emphasis should be on the production of a final report that is balanced and has value added 

impact. 

 

The report-writing process should be viewed as a continuous one of formulating, testing and 

revising conclusions, if necessary, about the audit topic. Therefore, issues such as the 

expected impact and value of the audit, the likely improvements and savings resulting from 

the audit and methods of communicating audit conclusions should be considered 

throughout the audit.  

 

Audit is superimposed on an accountability framework. A traditional definition of 

accountability is the obligation to answer for a responsibility conferred. This definition often 

is interpreted as implying two distinct and often unequal partners: one who confers and the 

other who is obliged to answer. In so doing, it does not address well several realities in 

today’s public management. These include: 

 

• arrangements, where responsibilities may not be conferred from a senior party 

to a junior one, but agreements nonetheless assume accounting for results; 
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• the call for a much increased focus on performance-based management and 

results in the public sector; and  

• the importance of transparency as an essential feature of public sector 

accountability. 

 

In light of these new realities, a restatement of the underlying principles, practices and tools 

of accountability, which incorporates the traditional definition could be: a relationship 

based on the obligation to demonstrate and take responsibility for performance in light of 

agreed upon expectations. 

 

In this view, accountability is about the requirement to answer for what you have 

accomplished (or not) that is of significance and of value. This restatement implies that 

accountability can exist in other than hierarchical relationships, since there is no necessary 

“conferring” taking place. 

 

Accountability is rather seen to be assumed and/or agreed to by each party in a recognized 

accountability relationship, even when one party does indeed delegate responsibilities to 

the other. A focus on performance covers both the benefits accomplished for citizens and 

due process and fairness in the delivery of services. In demonstrating performance against 

agreed upon expectations, the need for openness and transparency is made evident. 

630. Audit Approach 

In Performance Audit, there are four main steps: the planning, the gathering of evidence, 

the reporting and the measurement of the impact 

631. Planning the performance audit 

Prior to starting field work, a process of setting priorities, developing strategic and long-

range plans, submitting chapter proposals, rationalizing resources and assessing anticipated 

audit worth has taken place. In selecting audits through this process, the audit management 

uses their preliminary knowledge of the subject area to form a reasonable basis for believing 

that the audit can be completed in accordance with the performance audit policies. 

 

Early in the planning phase of an audit, the Performance Audit’s proposal should be 

approved and: 

 

• Describes the program/areas/issues to be audited (including if possible, the 

dollars and full time employees involved) and the objectives of the survey phase 

• Includes which area(s) the audit addresses 

• Presents the timing for the planning phase of the audit (including the planned 

start date, date of the first Advisory Committee meeting, and the date of the 

survey report); 

• Presents the estimate of hours and contract and travel dollars budgeted for the 

entire audit and the portion of each allocated for the planning phase; and 

• Identifies the mandatory public sector representatives and related parties  that 

will be consulted during the planning phase. 
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The audit team should acquire a sound knowledge of the audit subject (department, agency, 

sector or function) prior to commencing detailed planning of an audit. Irrespective of the 

size and nature of the subject, it is important for the audit team to understand “the big 

picture” and have up-to-date knowledge of: 

 

• significant legislative authorities 

• organizational arrangements 

• the environment in which the entity operates, etc. 

631.1 The survey stage 

The survey is a broad-based appraisal of the operations subject to audit, without carrying 

out detailed verification. The auditors gather information in order to fine-tune initial 

decisions about scope, cost, timing and skills, and to propose audit objectives, areas for in-

depth review, criteria, and examination approach. The purpose of the survey is to gain 

sufficient knowledge of the subject area for confirming that the audit can be conducted in 

accordance with the performance auditing policies, and to develop an examination plan that 

will provide a basis for the orderly, efficient and cost-effective conduct of the audit. The plan 

is prepared by the Team Leader and reviewed by the Supervisor. 

 

The time spent at the survey stage of the audit will usually result in a more organized and 

cost-effective audit. There is no universal approach to ensure effective decision making 

during this stage. The Team Leader and the team need to develop a thorough understanding 

of the audit subject, and exercise significant judgment. The resulting examination plan 

should provide a clear focus to guide the audit to a successful conclusion.  

 

An important tool used in all phases of the planning process is risk assessment.  

 

The results of the survey are documented in a survey report. The report should at least 

include: 

 

• preliminary audit objectives 

• overview and background of the organization or function under audit 

• environmental issues considered and reasons for their inclusion or exclusion in 

the proposed audit scope; 

• an indication of how the audit links to Office priorities/focus areas and to risks 

identified in the one-pass planning; 

• survey findings for the matters of potential significance;  

• proposed audit scope and a general description of the proposed audit approach; 

631.2 The Examination Plan 

The plan for the completion of the audit is finalized and documented in an examination 

plan, which addresses the audit objectives and criteria. Where the team considers it 

necessary, it may use audit programs to set out more detailed audit procedures. The 

examination plan should at least contain the following: 
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• audit objectives  

• final audit scope 

• specific issues raised in the audit and the objectives of each question project 

• audit approach  

631.3 Audit objectives 

Audit objectives are normally expressed in terms of what questions the audit is expected to 

answer about the performance of an activity; for example, results achieved, economy or 

efficiency. Ideally, audit objectives would be consistent with the achievement of results of 

the entity, sector or functional area. In general terms, the objectives of a typical 

performance audit are compatible with the Office’s Strategic Plan. 

 

The audit objectives are to be carefully considered and clearly stated. They must be defined 

in a way that will allow the audit team at the end of the audit to conclude against each of 

the objectives. Future audit effort will be directed toward answering the questions raised in 

the objectives. The audit objectives should therefore be defined as precisely as possible in 

order to avoid unnecessary and expensive audit work. Any changes to the audit objectives, 

and the major considerations and rationale for such changes, should be formally raised. 

631.4 Audit scope 

Scoping the audit involves narrowing the audit to a relatively few matters of significance 

that pertain to the audit objective, can be audited with the resources available, and are 

critical to the achievements of the intended results of the audit subject. There are three 

underlying principles in establishing the scope of the audit: 

 

• relevance to the mandate  

• matters of significance  

• auditability 

631.5 Audit Criteria 

Audits should have suitable criteria that focus the audit and provide a basis for developing 

observations and conclusions. 

 

Auditors need a means of measuring or judging the performance of the matters subject to 

audit. The standards used for this purpose are referred to as audit criteria. 

 

Audit criteria are reasonable and attainable standards of performance against which 

economy, efficiency and effectiveness of activities can be assessed. They reflect a normative 

control model for the subject matter under review. They represent good practice, a 

reasonable and informed person’s expectation of «what should be». 

The assessment of audit activities against reliable audit criteria is a basic element of 

performance auditing.  
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There are two established criteria: general and specific. 

General criteria  

General criteria are broad statements of acceptable and reasonable performance. In this 

case generally accepted management practices can be adopted as audit criteria. The sources 

of generally accepted criteria are: 

• laws, regulations and central agencies requirements; and  

• standards developed by recognized professional organizations that follow due 

process 

Specific criteria  

Specific criteria are more closely related to an entity’s objectives, programs, systems and 

controls. In highly specialized technical areas, auditors may require the assistance of 

technical experts. For technical projects this competence can be achieved through a team of 

auditors consisting of auditors and technical experts from different discipline.  

In VFM auditing, auditors access the performance of a Program/Project against pre-

determined expectations of performance or criteria. In order to be acceptable criteria must 

have certain characteristics as reliability, objectivity, usefulness, understandability, 

comparability, appropriate and acceptable. The sources of these criteria are: 

• standards developed by recognized professional organizations that do not follow 

due process  

• criteria used by the Office or others in similar engagements unless they come 

from generally accepted criteria  

• standards established by the audited organization, and  

• standards and practices used by other organizations carrying out similar 

activities.  

632. Gathering the evidence  

Having defined the audit objective, scope and criteria, the audit team needs to design an 

audit approach that will produce the most meaningful audit result for the auditee, in a most 

cost-effective manner. This applies equally to direct reporting and attestation audits. A 

preference for information that is results-oriented and at a high level is highly 

recommended. To the extent possible, audits should be designed to provide information 

that point to areas of interest to parliamentarians. 

 

In the past, many audits were driven by control and process concerns rather than added-

value considerations. The emphasis of audits should focus more on results. This requires 

that audits, irrespective of the approach, identify, wherever possible, the effect or potential 

effect of audit findings. A focus on results should be kept regardless of whether the scope of 

the audit is a program, an operation, a system or a control. When carrying out an audit of a 

component of a program, the auditor needs to understand its relationship to the intended 

results of the program. 
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An audit that does not provide the “so what” of the issue will likely receive an indifferent 

reception from parliamentarians and the management of the audited organization. It may 

also cause the auditor difficulty in concluding against audit objectives. 

632.1 The type of approach 

Developing a practical and effective audit approach brings out the diversity and complexity 

of performance auditing. There is vast room for innovation in the application of new 

techniques and, over the years, the Audit Office should employed computer-assisted 

techniques, operations research, simulation and modeling, statistical sampling, surveys and 

a variety of other advanced methods to collect audit evidence. For any specified audit, a 

combination of approaches may be used. 

 

This section briefly describes two main audit approaches: 

 

• Auditing results directly. This approach focuses initially on outputs and 

outcomes  

• Auditing the control systems. This approach focuses initially on systems and 

controls. 

 

Auditing results directly 

 

Auditing the control systems 

The concept of a results-oriented 

approach can apply irrespective of 

whether the scope of the audit is a 

program, an operation, a system or a 

control. This type of audit focuses on 

assessing the results achieved in relation 

to those intended. The audit does not 

initially examine the details of the 

methods or processes but looks at the 

outputs or outcomes themselves. The 

approach is particularly appropriate 

where there are suitable criteria 

available to measure the quality, 

quantity and cost of the outputs. If the 

result is satisfactory, the risk of there 

being serious flaws in the design or 

implementation of the activity or process 

is minimal. Where the auditor finds the 

result to be unsatisfactory, the activity 

and the control system are examined to 

the extent necessary to identify the 

specific causes of the problem. The types 

of problems that may be identified 

include: 

This approach is designed to determine if the 

organization has adequate control systems to 

provide reasonable assurance that the intended 

results are achieved. The word control is taken 

in its widest interpretation and embraces all of 

the elements of management that are required 

to achieve an intended result. The audit is 

designed to carry out analysis, review and 

testing of the key components of the control 

system to ensure that it is appropriately 

designed and implemented. If the control 

system is effective, it provides a strong 

indication that the results will be satisfactory. 

 

Normally, only high-risk components of the 

system would be reviewed in depth. Controls 

are chosen for audit on the basis of their 

significance to the achievement of key results. 

Where major deficiencies are identified, the 

auditor takes further steps to identify the cause 

of the problem and its effect or potential effect 

on intended results. The approach provides a 

solid foundation for making recommendations 

to improve the systems and practices and for 
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Auditing results directly 

 

Auditing the control systems 

 

• services that are not in accord 

with the program mandate  

• unit costs that exceed 

departmental standards, or costs 

of comparable activities in other 

sections of the government or in 

outside organizations, and  

• goods or services that do not 

meet standards of quality or 

quantity. 

 

Where the audit objective is to examine 

the achievement of program objectives, 

the auditor exercises caution that the 

audit does not question the merits of 

political policy. The Office has no desire 

to enter into a political policy debate that 

is the job of the politicians. 

 

identifying unnecessary controls. 

 

In both approaches described above, the auditor 

may examine the actual transactions, events, 

records or documents. The basic methodology is 

to define the population to be tested, select a 

sample, and then examine the transactions 

against the standard or criteria ; testing is 

directed toward results whenever possible.  

 

632.2 Audit Evidence 

Evidence is information that is collected and used to provide a factual basis for developing 

observations and concluding against audit objectives. Evidence provides grounds for 

believing that a particular thing is true or not by providing persuasive support for a fact or a 

point in question. As such, it is evidence that must support the contents of an audit report, 

including any descriptive material and, more importantly, all observations and conclusions 

leading to recommendations. 

 

It is often the case in performance audits that important ‘facts’ are not singular but instead 

are made up of a collection of interrelated facts. In reaching a conclusion, the auditor has to 

take into account that the strength of the ‘collection’ may be as important as the strength of 

the individual facts for the assessment of the quality and quantity of evidence. 

 

A challenge that auditors frequently face is how to provide sufficient appropriate evidence 

that something does not exist. Not finding something begs the question of where and how 

hard one has looked. In these circumstances it is particularly important for auditors to use 

multiple sources of evidence, that is, to corroborate, and to document their approach to 

looking for the evidence.  

 

In this instance and in others, “clearance” of the audit report by the auditee does not 

replace the need for sufficient appropriate evidence. Such evidence must be on hand before 

the audit report is drafted, so that the report’s observations, conclusions and 

Deleted: Auditing results directly¶

The concept of a results-oriented 

approach can apply irrespective of 

whether the scope of the audit is a 

program, an operation, a system or a 

control. This type of audit focuses on 

assessing the results achieved in relation 

to those intended. The audit does not 

initially examine the details of the 

methods or processes but looks at the 

outputs or outcomes themselves. The 

approach is particularly appropriate 

where there are suitable criteria 

available to measure the quality, 

quantity and cost of the outputs. If the 

result is satisfactory, the risk of there 

being serious flaws in the design or 

implementation of the activity or process 

is minimal. Where the auditor finds the 

result to be unsatisfactory, the activity 

and the control system are examined to 

the extent necessary to identify the 

specific causes of the problem. The types 

of problems that may be identified 

include:¶

<#>services that are not in accord with 

the program mandate ¶

<#>unit costs that exceed departmental 

standards, or costs of comparable 

activities in other sections of the 

government or in outside organizations, 

and ¶

<#>goods or services that do not meet 

standards of quality or quantity.¶

¶

Where the audit objective is to examine 

the achievement of program objectives, 

the auditor exercises caution that the 

audit does not question the merits of 

political policy. The Office has no desire 

to enter into a political policy debate that 

is the job of the politicians.¶

¶

Auditing the control systems¶

This approach is designed to determine if 

the organization has adequate control 

systems to provide reasonable assurance 

that the intended results are achieved. 

The word control is taken in its widest 

interpretation and embraces all of the 

elements of management that are 

required to achieve an intended result. 

The audit is designed to carry out 

analysis, review and testing of the key 

components of the control system to 

ensure that it is appropriately designed 

and implemented. If the control system 

is effective, it provides a strong 

indication that the results will be 

satisfactory.¶

Normally, only high-risk components of 

the system would be reviewed in depth. 

Controls are chosen for audit on the 

basis of their significance to the 

achievement of key results. Where major 

deficiencies are identified, the auditor 

takes further steps to identify the cause 
Deleted: 3.2

Deleted: ¶

... [1]



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 99 

   

recommendations are evidence-based. The purpose of sending a draft report to the auditee 

is to obtain confirmation (not evidence) that the facts in the report are accurate, and that 

the report presents a fair perspective. 

 

If, despite best efforts, an audit is unable to meet the standard of obtaining sufficient 

appropriate evidence, a limitation exists on its scope. In these circumstances, the available 

evidence and its limitations may be reported, but observations and conclusions should not 

be drawn from the evidence. If the Office decides to report the matter, it would be reported 

as a qualification to the conclusion that a certain part of the subject matter cannot be 

evaluated due to lack of evidence. When, in the judgment of the Office, a ‘qualification’ is 

not sufficient due the significance and extent of the limitation in the evidence, the audit 

report will express a denial of conclusion. A denial states that a conclusion cannot be made 

on the subject matter. 

 

Audit observations, conclusions and recommendations included in the report must be able 

to withstand critical examination. They must, therefore, be supported by sufficient 

appropriate evidence. In determining whether evidence of sufficient quantity and 

appropriate quality has been gathered, the auditor needs to be satisfied that in their 

professional judgment there is no risk of making erroneous observations, faulty conclusions, 

or inappropriate recommendations. Thus, the following aspects of the gathered evidence 

should be considered: appropriateness, sufficiency, documentation and source and type. 

 

Appropriate 

evidence 

For evidence to be appropriate, the information must be relevant, reliable 

and valid. 

• Relevance refers to the extent to which the information bears a 

clear and logical relationship to the audit criteria and objectives. If 

information is not relevant, it cannot be evidence.  

• Reliability concerns whether there is a likelihood of coming up with 

the same answers when either the audit test is repeated or 

information is obtained from different sources. This means that a 

measurement or evidence gathering process is more reliable when 

repeated measures or performances of the process produce the 

same result or a consistent result that is minimally affected by 

measurement errors  

• Validity has to do with whether the information actually is what it 

purports to be in relation to content, origin and timing. An audit 

rarely involves the authentication of documentation/information, 

nor is the auditor trained as or expected to be an expert in such 

authentication. However, the auditor has to consider the validity 

of the information to be used as audit evidence, for example, 

photocopies, facsimiles, filmed, digitized (scanned) or other 

electronic documents, including consideration of controls over 

their preparation where relevant.  

 

Sufficient 

evidence 

The concepts of sufficient (quantity) and appropriate (quality) in relation 

to evidence are interrelated. The quantity of evidence is sufficient if when 

Deleted: Although decisions about 

whether there is sufficient appropriate 

evidence are ultimately matters for the 

auditor’s professional judgment, there 

are several considerations to bear in 

mind in making these decisions.¶



Page 100 OECS Countries Harmonized Audit Manual Offices of the Directors of Audit 

 

taken as a whole its weight is adequate to provide persuasive support for 

the contents of the audit report. In exercising professional judgment, 

auditors should ask themselves whether the collective weight of the 

evidence that exists would be enough to persuade a reasonable person 

that the observations and conclusions are valid, and that the 

recommendations are appropriate. Important factors to consider in 

making these judgments include: 

• the quality of the evidence (its relevance, reliability and validity); 

• the level of materiality (in dollar terms) or the significance of the 

observation or conclusion (in general, the higher the level of 

significance or materiality, the higher the standard that evidence 

will have to meet); 

• whether an audit level of assurance (high) or a review level of 

assurance (moderate) is required (for example, a higher level of 

assurance is required for evidence to support observations than is 

required to support contextual information included in the report); 

• the risk involved in making an incorrect observation or reaching an 

invalid conclusion (as an example, if any risk of legal action against 

the auditee results from reporting an observation, the standard of 

evidence demanded will be high); and 

• the cost of obtaining additional evidence relative to likely benefits 

in terms of supporting observations and conclusions (as in most 

things, diminishing returns apply in gathering audit evidence -- at 

some point, incurring the cost of obtaining more evidence will not 

be justified by changes in the persuasiveness of the total body of 

evidence). 

Documentation 

of evidence 

Performance Audit policies requires the audit team to maintain 

appropriate documentation and files. The documentation of evidence is a 

vital aspect of performance auditing and it should be completed before 

the transmission draft is issued. Good documentation of evidence helps 

ensure that: 

 

• an adequate and defensible basis exists for the audit’s 

observations, conclusions and recommendations; 

• the observations, conclusions and recommendations can be 

explained in response to internal or external enquiries  

• an effective link exists between successive audits; and an 

appropriate basis exists for quality control in carrying out an audit 

and for subsequent third-party reviews. 

 

Auditors need to exercise professional judgment in documenting 

evidence, but a guiding principle in exercising this judgment is that the 

audit files and working papers must either include the evidence, or such 

descriptions of the evidence examined as to allow audit team managers 

and other to examine all of the evidence that supports the audit report 

and to come to the same conclusions as the auditors. In addition to being 
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complete, accurate and clear, the files and working papers containing the 

evidence need to be structured in a logical way to provide for ready 

access to the audit evidence. 

 

Source and 

types of 

evidence 

There are three broad sources for the information that constitutes audit 

evidence. 

• Information gathered by the auditors (primary evidence). 

Information can be gathered by the auditors directly by such 

means as interviews, surveys and direct inspection or observation. 

In these cases the auditors themselves have control over the 

methods employed and the quality of the information gathered. 

However, it must be emphasized that the auditors need the 

necessary skills and experience to apply the methods competently. 

• Information gathered by the auditee (secondary evidence). 

Auditors can use information gathered by the auditee — including 

the reports of internal audit and program evaluation groups, as 

well as information found in other auditee files, databases, reports 

and documents. Auditors should determine the quality of this 

information by evaluation and corroboration as well as by tests of 

the effectiveness of the auditee’s internal controls over the quality 

of the information. Auditors can reduce tests of information 

quality if they find that the auditee’s internal controls are 

effective. 

• Information gathered by third parties (secondary evidence). Audit 

evidence can also include information gathered by third parties. In 

some cases this information may have been audited by others, or 

the auditors may be able to audit the information themselves. In 

some cases third-party information cannot be audited, but its 

quality will be known. In still other cases, establishing the quality 

of third-party information may be impractical or impossible. The 

extent to which third-party information can be used as evidence 

will depend on the extent to which its quality can be established. 

 

 

633. Reporting Performance 

633.1 Developing audit observations 

The audit team gathers evidence in order to support a description of an activity or program 

under review and make an assessment of the actual performance of an activity or process 

against the audit criteria. Where the auditor finds that performance does not meet the 

criteria, further investigation should be carried out to gain assurance that any resulting 

observations and conclusions are significant, fair and well-founded, and that 

recommendations have the potential to result in important improvements to performance, 

value for money or accountability. 
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Gathering additional evidence and/or discussing the matter with auditee management, may 

be necessary to: 

 

• determine whether the deficiency is an isolated instance or represents a generic 

or systemic problem  

• assess the impact or potential impact and the cause of the deficiency on results. 

Whenever possible, the effect of the problem should be quantified  

• determine whether the problem can be fixed by the auditee, or whether it 

results from circumstances beyond its control  

• gather further evidence (cases, statistics, photographs, etc.), where appropriate, 

to illustrate the nature and importance of the issue  

• determine who is affected by the issue (for example, other units in the 

organization, central agencies, third parties), and 

• determine auditee management’s awareness of the issue. If management is 

aware of the issue and has corrective action under way, the issue may have less 

significance for reporting purposes. Certainly it will change how the matter is 

reported. 

 

The observations, in turn, are the basis for forming conclusions against each of the audit 

objectives. The auditor should assess the significance of the observation in relation to the 

audit objectives. In concluding against an audit objective the auditor will use their 

professional judgment. 

633.2 Developing recommendations 

Recommendations generally relate to strategic issues. They address areas where there are 

significant risks to the entity if deficiencies remain uncorrected. Audits include 

recommendations where the potential for significant improvement in operations and 

performance is demonstrated by the report findings. The most serious deficiencies, not each 

audit finding, are to be addressed. Good recommendations meet several criteria. The 

criteria relate to the audit process, the format, and to the substance of the 

recommendation. They might be: 

 

• succinct, straightforward and contain enough detail to make sense on their own  

• broadly-stated (i.e. stating what needs to be done while leaving the specifics of how 

to entity officials)  

• positive in tone and content 

 

A response to each recommendation should be encouraged and published,  indicating 

whether there is: 

 

• agreement with the recommendation and a commitment to undertake action  

•  agreement with the recommendation and an explanation as to why action cannot 

be taken at this time; or  

• disagreement, with a brief explanation. 
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The auditor’s may point to the direction in which positive changes can be made; however, 

detailed plans and implementation of changes are the responsibility of management. 

Entities should be encouraged to include a timetable and specific steps to describe how the 

recommendation will be addressed. 

633.3 The audit report 

According to the INTOSAI Auditing Standards, auditors should prepare written audit reports. 

The Office can publish individual reports, i.e. each performance audit is published 

separately, or can publish all of its performance audit findings, observations and conclusions 

in summarized form in their annual reports.  
 

Having completed the field audit work, developed the audit observations, and concluded 

against each audit objective, the auditor is in a position to draft a report that must meet the 

performance audit reporting requirements. The reports are what the client, media and 

public see of the work of the Office. Consequently, they have to meet the highest attainable 

standards for content and presentation. In preparing the report, the audit team should keep 

in mind: 

 

• the end use of the report — that is, the use made by the parliamentarians in 

their scrutiny of government operations; and  

• the scope of the Office mission to promote accountability and best practices in 

government operations. 

 

The purpose of the report is to achieve positive change. Each audit should result in a report 

that clearly communicates:  

 

• the objectives, nature, time period covered by the audit, and scope of the audit, 

including any limitations  

• the professional standards and policies used  

• the level of assurance provided by the report  

• a description of the program or activity that was audited, including 

management’s responsibilities  

• the criteria used, their source, and any disagreements with management on their 

suitability  

• the observations made  

• the recommendations made  

• management comments (if provided) including planned action in response to the 

audit and any differences of opinion; and  

• the conclusions reached against each audit objective including any qualifications, 

where applicable. 

 

Good performance audit reports add value to the related parties and meet the objectives 

set. They contribute to better knowledge and highlight improvements needed. They are 

reader-based and well structured, and the language is not ambiguous. Findings are 

presented objectively and fairly. There are separate presentations of findings and 
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conclusions, and facts are presented and interpreted in neutral terms. Different 

perspectives and viewpoints are represented, all relevant findings, arguments and 

evidences are included, and the reports are constructive; i.e. positive conclusions are 

presented. In a wider sense, comprehensive reports may strengthen an Audit Office’s 

capacity to serve the citizens’ interest in openness and transparency. 

634. Measuring the impacts of a Performance Audit 

Measuring the impact of each performance audit is an important part of the process. This 

ensures that auditors take account of the need to promote improvements in performance 

amongst the audited entities. It should also be part of the follow-up work to identify the 

extent to which audited bodies have implemented improvements. 

Impacts arising from performance reviews include the following: 

 

• Financial savings 

• Identified waste 

• Quantified non-financial savings 

• Qualitative improvements 

 

Economy 

• reduction in costs through better contracting, bulk buying, etc; 

• reduction in costs through economies on usage of personnel or other resources; 

• introduction of charges where none were previously imposed, or revision of 

charges; 

• rationalisation of facilities; 

 

Efficiency 

• greater outputs from same inputs; 

• remedying duplication of effort or lack of coordination; 

 

Effectiveness 

• better identification/justification of need; 

• clarifying objectives and policies; 

• introducing better sub-objectives and targets; 

• better achievement of objectives by changing the nature of outputs or improved 

targeting; 

 

Improved quality of service 

• shorter waiting lists; 

• reduced response times; 

• fairer distribution of benefits; 

• better access to information; 

• wider range of services and greater choice; 

• helping the public, clients, industry, etc; 

• improved equity in access to programs; 
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Improved planning, control and management 

• introduction/improvements to corporate planning; 

• clearer definitions of priorities and better-defined targets; 

• better-targeted incentives; 

• better control and management of human resources, assets, projects and 

resources; 

• tighter controls against fraud; 

• improved financial accounting systems; 

• better financial management information; 

• better computer security; 

 

Improved accountability 

• improved visibility of procedures and outputs; 

• improved accountability for expenditure to the legislature and to the public 

sector; 

• improved forms of account, including commercial formats; 

• improved external control and monitoring by departments; 

• better and/or more accurate performance indicators; 

• better comparison between similar agencies; 

• greater information on sectoral performance; and 

• clearer and more informative presentation of information. 

 

In following up the report, the auditor should maintain objectivity and independence and 

thus focus on whether identified weaknesses have been corrected rather than on whether 

specific recommendations have been implemented or not. The priority of follow-up tasks 

should be considered in the context of the overall audit strategy as determined by the 

strategic planning process 

640. Quality Assurance 

Quality assurance is an assessment process that focuses on the operation of the quality 

control system. It is a review after the audit has been completed by persons who are 

independent of the audit under review. Quality assurance involves the examination of 

specific audits; however, the purpose of the review is not to criticize specific audits. Rather 

it is to determine what controls were intended to be applied to those audits and how they 

were implemented, and to assess any gaps in the controls and ways of improving audit 

quality. 

The Quality Assurance Team has overall responsibility for ensuring that the performance 

audit work is carried out in a timely manner and in accordance with audit standards and 

practice. Quality assurance must be carried out throughout the planning, examination and 

reporting stages of the audit. The strengths and weaknesses of the outputs should be 

evaluated systematically. This should be part of the monitoring process and the 

responsibility given to the team leader. 
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In addition, the final audit reports should be evaluated to ensure that any lessons learned 

are applied to future work. External expertise can help in the review and evaluation of 

reports. Standard review sheets should be developed to cover the various aspects of the 

report. This should be the responsibility an independent Committee.  

650. Quality Control 

Quality control is a process through which all phases of an audit (planning, execution, 

reporting and follow-up, are carried out in a compliance with the Audit Office’s  rules, 

practices, and procedures. 

A quality control system ensures that the audits are timely and comprehensive and 

adequately documented, performed and reviewed by qualified staff. In this context, quality 

takes account of the following factors: 

• the significance and the matters addressed in the audit 

• the objectiveness and the fairness of assessment and opinions 

• the scope and the completeness of the planning and performance of the audit 

• the reliability and the accuracy of findings, conclusions, and other matters 

presented in the audit report, and 

• the effectiveness of results and impacts achieved 

660. Performance Auditing in IT Environment 

Information Technology (IT) is being increasingly used for public sector program planning, 

execution and monitoring. The sharing or integration of information between agencies 

raises issues such as the risk of security breaches and unauthorized manipulation of 

information. 

Auditors should not only be aware of the uses of IT, they should also develop strategies and 

techniques for providing assurance to related parties  about value for money from the use 

of IT, security of the systems, existence of proper process controls and the completeness 

and accuracy of the outputs. 

The value of good IT systems is that they can be an efficient and effective program delivery 

mechanism. They have the potential to deliver existing services cheaper and also to provide 

a range of additional services, including program performance information, with greater 

efficiency, security and control than are available from manual systems. 

However, IT systems also have the potential to result in major systematic errors, with a 

resulting greater impact on agency performance than would be possible in manual systems. 

The approach towards performance auditing in an IT environment should involve the 

following inter-related processes: 

• obtain an understanding of the auditees’ IT systems and determine their 

significance to the performance audit objective; 
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• identify the extent of IT systems auditing required to achieve the performance 

audit objective (i.e. audit of systems development; audit of environment and 

applications controls) and employ specialist IT auditors to undertake the task; 

and 

• develop and use appropriate Computer Assisted Audit Techniques (CAATs) to 

facilitate the audit. 

A performance audit in an IT environment should: 

• identify any deficiencies in IT controls and the resulting effect on the efficiency, 

economy and effectiveness of the performance of the agency; 

• examine the IT system development and maintenance practices of the agency, 

compared to industry better practice; 

• compare the IT strategic planning, risk management and project management 

practices of the agency, with industry better practice and in relation to the 

corporate governance framework of the agency; 

• determine whether system outputs meet agency quality and service delivery 

parameters; and 

• assess whether the IT systems enhance the economy, efficiency and 

effectiveness of the agency’s program management, in particular in relation to 

program planning, execution, monitoring and feedback. 
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Appendix A 

Administration Audit Templates 

A1. Filing System 

The purpose for developing and issuing the standards for the Office Filing System may be 

summarized as follows: 

1. to enable officers to improve the quality of audit working papers; 

2. to minimize the duplication of efforts on the part of officers in developing their own 

indexing and referencing system; 

3. to provide a source of material for both formal and on-the-job training of auditors; 

4. to provide mechanisms and criteria through which performance measurement may 

be established for audit process and personnel. 

A2. Audit Files 

Audit files are the records kept by the auditor of the procedures followed, the tests 

performed, the information obtained and the conclusions reached pertinent to an 

examination. The documentation in audit files of the work done and evidence obtained 

provides important support for the audit findings, conclusions, recommendations and 

opinions. Audit files, accordingly, should include audit programmes, analyses, memoranda, 

letters of confirmation and representation, abstracts of documents and schedules or 

commentaries prepared or obtained by the auditor. 

A3. Working Papers 

The audit file contains all data compiled during the course of an examination in the form of 

working papers, that in the end serve to support the audit report. The working papers 

reflect the adherence to accepted standards, the auditing procedures employed and the 

conclusions reached during the course of an engagement. 
 

Such a file should include the following and preferably, in this order: 
 

• a copy of the printed financial statements and auditor’s report; 

• a copy of the issued management letter; 

• typing instructions; 

• the penciled drafts of the same statements; 

• auditor’s report and management letter; 

• copies of any relevant audit correspondence with the client; 

• audit review notes and queries of the senior in charge; 

• time budget and summary and any related information; 

• general questionnaire; 

• audit programme; 
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• working paper index; 

• classified trial balance working papers; 

• adjusting entry working papers; 

• reclassification entry working papers; and  

• then all the necessary working papers to support the balances shown on the 

classified trial balance or the final report and in the same order. Such working 

papers would consist of schedules, analyses, confirmations, comments and so on. 

 

The foregoing represents what can be referred to as the year-end or final audit file. 

 

During the course of the audit work, the use of binders (e.g., four-ring) will facilitate the 

temporary filing of working papers. On completion of the audit, all working papers should 

be bound into audit files labelled with the entity’s name, date, and the file number and title. 

 

On most audits, there will be several individual file folders comprising each of the standard 

categories of files. Where this occurs, the individual folders should be numbered to indicate 

the number of folders in each category. For example, if there are five file folders for the 

project ‘Compilation of Capital Assets’, they should be numbered sequentially. 

 

Audit files should state clearly the objectives of the audit, the reasons for performing 

specific procedures or tasks and their relation to the audit objectives. Anyone using the 

working papers kept on file should be able to readily determine their purpose, the nature 

and scope of the work done, and the preparer’s conclusions. 

 

All team members should ensure that audit files contain sufficient but not excessive, 

evidence to support audit findings, conclusions and recommendations and that the files 

record the nature and extent of the supervision and review that has taken place. 

 

1. As data are collected during the audit, a register should be used to indicate: 

• the data collected (to help prevent requesting the same documents more 

than once); 

• the nature of the data, for example, general background material, reports 

relating to specific aspects of the audit, procedures manuals, etc., (to assist in 

the eventual disposition of such materials); and 

2. Since report requirements generally are not known at the time data are collected, 

there is a tendency to collect and retain more than is needed. Not all data collected 

during the audit are relevant for retention once the audit is complete. The 

information in audit files should be limited to items that are of significance and 

relevant to the audit objectives. However, support should be retained for items 

dropped from the review and changes made to the audit plan, as well as for reported 

findings and positive statements. 

3. Of those materials that are relevant for retention, there is a tendency to file more 

than is necessary. Perhaps several photocopied pages of a lengthy report are 

sufficient, or instead of photocopies, a written extract, summary, analysis or 
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assessment (with reference to source documents) is all that is required. Also, copies 

of documents generally should be filed in only one file and cross-referenced to other 

files as necessary. Documents included in the working papers should be highlighted 

to aid subsequent reviewers in focusing on pertinent information. 

4. To assist in easy review and report preparation, working papers should be neat and 

orderly, and handwriting should be legible. Working papers should indicate (by 

dating, cross-referencing to analyses, initialling, etc.) that documentation retained 

has been read or reviewed and that it is related, for example, to an audit finding or 

conclusion. (It is not sufficient to collect and file material – its purpose and relevance 

should be clearly indicated.) 

5. When including a reference to a source document, it is important to have a complete 

and accurate citation. Ensure that all figures are checked and that all quotations are 

exact. 

A normal audit engagement would usually require two other audit files such as: 

1. An interim audit file: containing basically the following – audit programme, internal 

control questionnaire and interim audit working papers. As the term audit 

programme often refers to both the year-end and interim audits, it can either be 

included in the final audit file or in the interim audit file; 

2. a permanent file: its purposes are to provide a financial history of the business; to 

provide a reference for continuous and recurring items, to reduce the annual 

preparation of new work papers for items with no change, and to organize 

specialized data for future audit, structure, systems, etc. 

 

The following is an example of the subject matters which can be included in a permanent 

working paper file: 

A3.1 Permanent Working Paper Files 

a. Subject 

b. General information 

• significant legal, financial and regulatory constraints that impact the 

audited entity; 

• environmental information on organizations that effect the operations of 

the audited entity; 

c. Operational base for audited entity 

• objectives of the auditee 

• departmental and internal plans 

• relevant policies and procedures 

• reporting requirements 

• services provided 

• organization chart, position descriptions 

• capital and operating budgets 

• performance standards 
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d. Operational documentation for audited entity 

• systems documentation (programme logic, management control 

framework, accountability relationships) 

e. Previous studies or reports 

• copies of previous audit reports, follow-up notes, management action 

plans, planning memorandum; 

• copies of all management letters, departmental responses. 

A3.2 General Principals Relating to Working Papers 

The most important principals relating to audit working papers are: 

• economy 

• clarity 

• relevance 

• accuracy 

• completeness 

• simplicity 

• legibility 

• balance 

Economy 

Working papers should be prepared with economy in mind; economical to prepare and 

review, to store and retrieve. 

 

Working papers should be a usable record of work done, spare but complete and not a 

repository for every scrap of information available to the auditor. The professional auditor 

includes only what is essential and makes each worksheet serve a purpose that fits into the 

audit objectives. Poor judgement in the extent of information retained will make working 

papers preparation, review, storage and retrieval uneconomical. 

Clarity 

Working papers should be readily understandable and require no supplementary 

information. Reviewers of the papers should be able to determine what the auditors set out 

to do, what they found, what was concluded and what was not done. 

Relevance 

Working papers should relate to matters which are pertinent and material. They should be 

directly related to the audit objectives. The likelihood of important information being 

overlooked or obscured is minimized when care is taken to include only that information 

relevant and sufficient to satisfy audit objectives. 

Accuracy 

Working papers should be prepared accurately, ensuring that observations and comments 

are specific, valid and objective. The working papers should provide reviewers with the 

proper perspective of the processes being examined. 

 

Oral comments obtained during the course of the audit should be paraphrased by auditors 

and a summary interpretation of the meaning of the comments should be included within 
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the working papers. To ensure that there is no misunderstanding and that audit 

documentation is accurate, the auditee should be asked to confirm the auditor’s 

interpretation. 

Completeness 

Working papers should record: 

 

• for information obtained, all relevant and material facts and their source; 

• for audit procedures, their nature, timing, extent, results and the name of the 

auditor who performed them; and 

• for audit conclusions, the conclusions and the basis for arriving at those 

conclusions. 

 

An inquiry should not be dropped without explanation. 

Simplicity 

Working papers should be comprehensible to the uninitiated reviewer. Jargon should be 

avoided or properly defined where necessary. 

Legibility 

Legible, neat and orderly with adequate space for additional data, notes and comments. 

Disorderly and crowded working papers are inefficient and reflect on the underlying work. 

Balance 

Working papers should reflect all findings including positive results as well as any 

deficiencies on which action should be taken. 

Balanced working papers reduce the likelihood of a distorted impression being left with 

reviewers as to the adequacy of the management control framework under review. In 

addition, balanced working papers provide the proper basis for an effective audit report. 

The Purposes of Audit Working Papers 

The purposes of working papers described below, will serve as a basis for the approach 

taken in subsequent sections of this paper relating to the content, organisation and 

retention of working papers. All audit documentation should be accumulated or prepared 

with these purposes in mind, so as to give maximum benefit to the auditors and interested 

third parties. 

 

The most important purposes of audit working papers are: 

1. to facilitate effective conduct and management of the audit assignment; 

2. to provide support for the auditor’s report; and 

3. to provide background and control for follow-up actions taken to correct 

deficiencies. 

 

Other derived purposes are: 

1. to facilitate third-party review; 

2. to aid professional development; and 
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3. to provide a source of information for non-audit purposes. 

 

Facilitating Effective Conduct and Management of the Audit assignment 

Good working papers can contribute to the effectiveness of various administrative tasks 

required for the proper management of an audit assignment. 

 

This section will outline these administrative tasks and the related contribution working 

papers can make towards allowing the tasks to be discharged effectively. 

1. Facilitating adequate planning (including the assignment of necessary resources) 

Documentation within the working papers of the planning decisions relating to audits in 

process, helps to ensure that: 

a. planning is completed in an organised manner; 

b. planning decisions are followed during the conduct of the field work (or 

explanations provided where occur); and 

c. an appropriate reference point is available for review both during and upon 

completion of the audit. 

Audit projects are often repeated, extended to cover additional areas or used as a basis for 

planning other assignments. Given the typical limitations on staff continuity, good working 

papers contribute to the quality of subsequent or complementary audits by providing a 

good starting point for succeeding auditors to: 

 

a. reduce time spent in understanding the nature of the auditee’s operations; 

b. identify areas of audit risk; 

c. determine the scope of audit coverage; 

d. determine, with greater degree of accuracy, the time and staff required. 

2. Facilitating an Organized Approach 

A standardized structure for working papers helps to provide a useful framework for the 

organization of the audit work. Uniformity in structure enable several staff members or 

separate officers to work on different segments of a single assignment in a co-ordinated 

manner. 

 

An organized file influences the manner by which complex systems are reviewed, helping to 

ensure that major areas are not overlooked and that adequate depth of coverage is 

provided. 

3. Facilitating Adequate Control of Field Work 

A uniform file structure and method of preparing working papers provide guidance to audit 

staff on the job, reduce the change of omission or of incorrect application of procedures and 

so contribute to the control of field work. 

 

During an audit, considerable information is obtained, discussed or examined. It is vital that 

formal records be maintained rather than committing information to memory, where 

undoubtably, some of it would be lost. In addition, audit records serve as an important basis 



Offices of the Directors of Audit OECS Countries Harmonized Audit Manual Page 117 

 

 

for the auditor’s understanding of the auditee’s programmes, objectives and activities, and 

as such can be used as support for orderly discussion with operating personnel. 

 

Finally, working papers provide coherence to the numerous individual procedures 

comprising any given audit. 

4. Facilitating Review and Reporting to Superiors 

Uniform working paper formats provide an efficient means for the audit to communicate 

the results of their work to reviewers. Well organized papers facilitate review by helping the 

reviewer spot omissions, deficiencies from normal procedures and unusual problems which 

were encountered. Good working papers provide for meaningful communication of key 

results and conclusions through the summarization of individual details. 

5. Provide Support for the Auditor’s Report 

In addition to contributing to the effective management of assignments, good working 

papers provide a vital link between the audit examination procedures and the auditor’s 

report. Working papers represent evidence of the work done and should provide the proof 

that the examination as summarized in the auditor’s report, did encompass the areas 

identified. 

 

Working papers should provide a record of the audit procedures performed in respect of 

items in the report and the conclusions reached with respect to those items. 

 

Well structured working papers provide for effective debriefing sessions with auditees, 

allowing for ready access to pertinent facts and proof supporting audit report commentary. 

 

Finally, good working lend themselves to reduced report writing effort; the continuous 

process of summarizing and refining individual audit results keeps the assignment focused 

and easy to translate to report format. 

6. Provide Background and Control for Follow-up Actions 

Audit projects are typically followed to ensure that corrective action was taken for reported 

deficiencies. Professional working papers provide background information for this task and 

reduce the likelihood of duplication of effort. 
 

Follow-up can take place any time from a matter of weeks after the audit, or not until the next 

scheduled assignment. The follow-up action can be controlled, however, through audit working 

paper documentation, on the follow-up action plan. 

7. Facilitating Third Party Review 

Internal audit working papers can be used by external auditors or other interested third 

parties as a means of evaluating the work of internal audit and in the external reviewer’s 

assessment of the department’s system of control. 

 

In the eyes of third parties, working papers reflect the quality of the audit work done. Third 

parties should be able to satisfy themselves from the working papers that a proper audit 

was carried out. Working papers must be prepared with this in mind. 
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8. Validity of Records 

As already mentioned, the work papers contain all data, notes, schedules, analyses, 

confirmation and other material pertaining to the audit. Together with the audit programme 

and internal control questionnaire, the working papers serve to support the audit report 

submitted to the client. Working papers constitute the only tangible link between the 

records of the client, the audit and the report. 

9. Review of Internal Control 

Audit working papers should indicate the accomplishment of the review of client internal 

control. These accomplishments may be evident in the internal control questionnaire, but 

comments on the internal control of specific areas may appear on the appropriate work 

papers, as well as on flow charts, write-ups and other documentation of accounting systems 

and procedures kept in the permanent file. 

10. Data Reference 

Working papers serve the auditors as one source of information for his advice in discussing 

business matters with the client. Working papers may be used for reference for many years 

after completion of an audit. 

11. Position Defence 

Properly prepared audit working papers assist the auditor in justifying his position against 

criticism. Properly prepared working papers are frequently the best protection of the 

professional integrity of an Audit Office. 

12. Audit Review 

Complete working papers constitute the best aid to the in Charge Auditors and Principals 

who review the audit work done. The purpose of reviewing working papers is to ascertain 

that all statements and schedules have been properly prepared and are correctly supported 

in accordance with accepted principles of accounting and consistently applied and audit 

opinions are consistent with the results of the audit work done; that the examination was 

made in accordance with generally accepted auditing standards; that procedural technique 

has been suitable and adequate; that comments are appropriate; and that all necessary 

comments have been included. 

13. Future Reference 

Audit working papers serve as a guide for subsequent audits of the same client. This does 

not mean that the form and content should be allowed without change; but peculiarities of 

the examination will be set forth, there is a basis for follow-up action, and a reminder is 

available when changes in procedure are contemplated 

A3.3 Structure and Organization of Working Papers 

As noted in the section relating to the purposes of working papers, a number of useful 

effects can be achieved through maintenance of well structured files. 

Proper organization of working papers can lead to benefits such as: 

1. allowing several individuals or separate offices to work on different segments of an 

assignment in a co-ordinated manner; 
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2. bringing discipline to the audit approach, reducing the change of omissions in the 

review of complex systems; 

3. serving as a tool for instruction to audit staff; 

4. facilitating efficient communication of results; and 

5. facilitating review by helping to isolate deficiencies from normal procedures. 

Completed working papers must clearly indicate the audit work performed. This is 

accomplished in three ways by written statement in form of a memorandum, by initialling 

and dating the audit programme, and by notations directly on the working paper schedules. 

Notations on working papers are accomplished by the use of tick marks, which are symbols 

written adjacent to the detail on the body of the schedule. These notations must be clearly 

examined at the bottom of the working paper. The working papers should document that 

assistants were properly supervised. 

 

This section does not propose detailed guidance relating to the structure of working papers 

but will identify procedures in common usage that serve to meet the purposes noted above. 

A3.3.1 Indexing and Cross-referencing 

Finding information in the working paper files is best facilitated by an index system and 

liberal use of cross-referencing. 

 

The indexing system should be known at the beginning of an assignment to avoid the 

situation where an auditor is faced with a mass of un-referenced papers. To keep working 

papers referenced on an ongoing basis the audit team leader should assign index references 

at the same time that tasks are assigned. 

 

Cross-referencing related data within the working papers greatly facilitates review and 

provides ready access to supporting information during debriefing sessions. Cross-

referencing audit plans to procedures applied, audit programmes to the results of tests and 

the audit report to supporting evidence are examples of typical areas where this technique 

is most useful to prime users and reviewers of audit files. 

 

The cross-referencing system uses the indexing references assigned to working papers. One 

method of cross-referencing commonly employed places significance on the location of the 

reference. References appearing to the left of the correlated data indicates the working 

paper from which the information was derived. References to the right of correlated data 

indicates the working paper to which the information is being carried forward. 

 

The Figure below illustrates another indexing system and reflects how it can be readily 

expanded to accommodate a large body of working papers. 
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Figure 12: Illustration of Indexing/Cross-Referencing System for Working Papers Current 

Working Paper Files 

SUBJECT (1) 

INDEX 

 

REF. TO 

(2) 

REF. FROM 

General/Administration (File 1)     

Final report; final management letter A - C, D, G 

Management comments and action 

plans 

B - Source (3), C 

Follow-up notes C B Source 

Draft report; draft management letter D A E. G 

Verbal debriefing – notes E D Source 

Supervisory review check – lists and 

notes 

F (4) (4) 

Summary of audit observations, 

conclusions and recommendations 

(including cause/effect analysis) 

 

G 

 

A, D 

 

J, K, L 

Assignment planning memorandum H (5) (5) 

Correspondence I As 

necessary 

Source  

Supporting Working Papers (File 2)    

Register of essential controls J G N, Q 

Register of compensating controls K G N, Q 

Summary of weaknesses L G N, Q 

Control questionnaire M N O 

Documentation in response to control 

questionnaires 

N P Inconclusive: J, 

K, L 

If conclusive: Q 

Pre-determined control model O M Source 

Documentation of existing control 

framework 

P N - ditto - 

Verification plan, procedures, results Q J, K, L, N - ditto - 

 

Explanatory Comments: 

1. Expansion of index 

Each page of the section can be referenced simply as A1, A2, A3 etc., if a worksheet is to be 

added between A2 and A3, the A2 becomes A2.1 and the added sheet can be indexed A2.2. 

2. Reference to 

Information contained in this section supports or provides background for the content of 

the section to which the reviewer is being referred. 

3. Reference from 

Information contained in this section is supported by the content of the section from which 

the reviewer is being referred. 

Deleted: 0
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For ease of review, working papers should be cross-referenced in a manner reflecting the 

relationships between sections as noted above. Working papers should build upwards from 

source data to the final audit report. 

4. Source 

Indicates that information is derived directly from the audited entity through discussion, 

observation or application of audit procedures. 

5. Supervisory review checklists 

Normally, checklist is signed off indicating that a satisfactory standard of quality has been 

achieved in the audit and adequately reflected in the working papers. 

6. Assignment planning memorandum 

Various aspects of the memo may be referenced to supporting working papers indicating to 

the reviewer that planning decisions and scope were taken into consideration during the 

conduct of the assignment. 

 

Cross references, of course, are not restricted to tying figures together but are applied 

liberally to all related information contained in separate working papers.  

 

For ministerial/departmental audits, the recommended file index is as follows: 

 

 Ministry of ___________________________ 

 

 Working Paper File Index – year ended March 31, _______ 

 

  
Included 

in this file 

Not 

Applicable 

A Management Letter   

B Review Notes   

C Report   

D Assignment Planning Memorandum   

E Vote book   

F Personnel Records   

G Inventory   

H Logbook   

I Cashbook   

 
The first item for each main audit area e.g., the vote book would be the vote book programme; 

report of findings; other supporting documents. 

 

Example of index would be: 

 

 E-1  - for the program 

 E-2  - report of finding and conclusion 

 E-3 - other supporting documents 
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Additional capital letters can be used to identify other broad areas of the audit. 

A3.3.2 Common Characteristics of Proper Working Papers 

1. Headings 

The headings on individual working papers should facilitate the proper filing of the papers 

and the locating of specific information, and should enable the reviewer of the papers to 

determine who prepared them. Each paper should therefore include: 
 

a. period of examination; 

b. title, subject or description of working paper; 

c. date of preparation; 

d. initials of the preparer; 

e. initials of the reviewer; 

f. indexing and cross-referencing codes. 

2. Signing and dating 

Each page of the working papers must be signed or initialed and dated, by the accountant 

who prepared the working paper. Each page or sheet must also be initialled by the reviewer. 

3. Narrative comments 

The accountant should avoid including in the working papers, lists of figures without 

appropriate explanation of their meaning or conclusions reached as a result of the 

examination. Pertinent comments should be made in the working papers whenever it will be 

helpful to leave a clear trail of the source of figures, the scope of the examination and the 

accountant’s opinion of the reasonableness of the figures. In most instances, summaries of 

figures, comments as to the scope of the work and the conclusions reached will represent 

better auditing than the listing of unnecessary voluminous details. Work papers should not 

include, or be a copy, insignificant or irrelevant material. 

4. Legibility 

It is essential that working papers be prepared in an orderly, neat and legible manner. This 

applies particularly to the writing of names, which should be printed or carefully written 

out. Only one side of the working paper should be used. Separate sheets for each 

classification should generally be the rule. 

5. Pending matters 

During an examination accountants should make full notes on all questions which arise. 

When such questions have been cleared satisfactorily, a further note should be made to 

indicate in what manner this has been done. A mere “OK” or “Done” next to the note is 

usually not sufficient. 

A4. Ownership, Confidentiality and Security 

It should be remembered that all audit working papers are the property of the office. This 

applies whether the working papers were prepared by the auditor or by members of the 

audited entity. 
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Staff members must respect the overall confidential nature of the information contained in 

the working papers and must not discuss any such information with third parties, including 

other departments, agencies or crown corporations, without the consent of the particular 

entity concerned and the approval of the Principal. Further, information of an especially 

confidential or sensitive nature (e.g., Cabinet related documents should be so identified). All 

such latter information, ideally, should be retained together under one general file number 

(e.g., Principal’s Control File) and instructions should be given to the Secretary to limit 

access to this file only to those approved by the Principal. 
 

Staff members should ensure that there is no access to audit files by unauthorized persons. 

Care should be exercised in the handling and safeguarding of working papers and files at all 

times, particularly in the entity’s offices during lunch hour and overnight. 

Care of papers, storage, lending, etc. 

All working papers and reports etc., are confidential documents and all necessary 

precaution should be taken to protect these documents from loss, destruction of 

unauthorized observation. Working papers relating to a client’s affairs should be kept at all 

times within the office control and should be adequately filed away whenever not being 

used or referred to and especially so when working in client’s offices. During non-office 

hours, all working papers should be either locked in a briefcase and placed in the client’s 

safe, vault or other fireproof compartment or returned to the office. 
 

There may be occasions where we will permit access to working papers by a representative 

of the client, but this is only done in the case of individuals: 

 

1. in whom we have fullest confidence; and  

2. who are already fully acquainted with the financial details of the client’s 

operations, and in all such instances, authorisation to do this must be first 

obtained from a Principal or Deputy of Audit - Programmes.  
 

On rare occasions also, our working papers may be left in the client’s office throughout the 

duration of the audit in a filing cabinet to which we retain the key.  Normally, arrangements 

do not constitute a departure from our general rule, namely, that we maintain full and sole 

control of our working papers. 
 

The basic principle is that the working papers are our property as auditors. The responsibility 

we take as auditors is quite onerous, and as a result, we must take every precaution that there 

is no possibility of working papers, which indicate how we have met our responsibility, be 

tampered with or removed. This requires that they should remain at all times in our sole 

custody. Deficiencies from this rule should be made only on the authority of the Team Leader 

and after careful consideration by him of all the circumstances. 
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Appendix B 

Audit Programs and Audit Program 

Templates  

B1. Audit Program 

The audit program establishes the procedures necessary to complete an efficient and 

effective audit. It includes a detailed plan of the work to be performed as well as the steps 

required to achieve the audit objectives. There should be sufficient detail for less 

experienced staff to perform the steps however it should not be overly detailed whereby it 

might cause auditors to execute steps routinely and override their judgment.  

 

A well designed audit program provides an outline of the work to be performed encouraging 

a thorough understanding of the unit audited. It acts as a guide for assigning work and 

thereby controlling the project from beginning to end. It creates documentation and 

evidence that the work was completed. It assists management review to ensure quality. It 

assures management that all risk areas were adequately addressed.  

 

Areas that should be covered by the audit program include the audit objectives, test 

procedures, sample size, sample selection, time period, reports for sample selections, 

reports and documents subject for review as well as attributes for testing.  

 

The program should be prepared before the beginning of the fieldwork and approved by the 

Team Leader or other audit management. Audit programs are not set in stone and therefore 

modified during the course of the audit depending on test results or new information 

obtained. However any changes to the audit program or procedures should be reviewed and 

approved by the Team Leader or other appropriate audit management.  

 

The DOA should create audit programs to provide ideas and approaches on audit 

procedures for all audit areas. These audit programs, checklists, questionnaires and matrices 

templates should be reviewed to determine applicability to particular audit objectives or 

specific project. Below is an example of an Audit Program. This program might be adapted, 

according to the local situation. However, it might include the basic information disclosed in 

the template. 
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Office of the Director Of Audit 

 

 

AUDIT PROGRAM 
 

 

Audit Entity:  

Audit Project:  

Time Period:  

 

 

Time 

Allocated 

Actual Time 

Spent 
Variance Explanation 

    

 

 

AUDIT TEAM 
 

Position: Name: Initials: 

Deputy DOA   

Team Leader   

Auditor   

 

 

AUDIT OBJECTIVES 
 

1. 

2. 

3. 

4. 

 

 

AUDIT RISKS 
 

1. 

2. 

3. 

4. 

 

 

WP 

Reference: 

 
Prepared by:  

Reviewed by:  

Approved by:  

Formatted Table

Formatted Table
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AUDIT PROGRAM 
 

Steps Audit Program Tasks 
By 

(Initials) 
Date WP Reference 

     

     

     

     

     

     

 

 

FINDINGS 
 

Description Cause & Effect Analysis 

  

  

  

  

  

 

 

CONCLUSION 
 

 

 

B2. Template for Critical Compliance Audit Area 

B2.1. Budget Preparation, Execution and Control 

Index of Audit Programmes 

(1) The table below shows the index of audit programmes detailed in this Manual. The 

classification of the audit programmes is as follows: 

 

B1 – Budget 

B2– Revenue 

Formatted Table

Formatted Table

Formatted: English (Caribbean)

Formatted: English (Caribbean)
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B3–Expenditure 

B4 – Assets 

B5– Liabilities 

B6 – Reserves 

B7 – Financial Statements 

The fundamental set of audit principles are as follows: 

(a) When auditing assets or expenditure (i.e. the “debit” transactions), the auditor is 

primarily looking for overstatement. In this case the auditor needs to verify the 

transactions and balances that are reflected inside the books, so the source of selection 

of the sample must start inside the books of account. So for example when auditing 

payments, the auditor starts his selection from the payments recorded inside the cash 

books 

 

(b) When auditing liabilities and income (i.e. the “credit” transactions), the auditor is 

primarily looking for understatement. In this case the auditor needs to ensure that all 

credits have been brought into the books, and that none are omitted. The auditor must 

look “outside” the books of account for what may not have been brought to account. 

The sample selection must therefore start outside of the books of account. So for 

example when auditing local revenue – business licenses, - the auditor should visit a 

sample of businesses, ask for their receipt, and trace the receipt back to Entity’s records, 

and ensure the money was banked intact and on time. The principle is set out in 

summary form in the following table: 

 

DEBITS EXPENSES ASSETS 
Audit for 

OVERSTATEMENT 

Source of selection is INSIDE the books of 

account – i.e. verify/vouch what is there 

CREDITS LIABILITIES INCOME 
Audit for 

UNDERSTATEMENTS 

Source of selection is OUTSIDE the books of 

account – i.e. 

verify/ vouch what is NOT there 

B.2.2. Budget 

A. Budget, Vote Book, and Analytical Review 

B1. Budget 

1. Main Activities Involved 

This audit covers the key budget process – formulation, approval, execution and control. 

2. Control Objective 

To ensure that the Entity’s budget is prepared in accordance with the laid down regulations 

and instructions, that there is effective monitoring of expenditure and revenue against 

estimates and that there is effective budgetary control. 

3. Risks 

The key risk to the Entity is that budget allocations may be over or under estimated, 

resulting in inadequate or inefficient budget execution and the inability of the Entity to meet 

its policy objectives. 
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The underlying risks are: 

(a) that inadequately supported budget estimates result in poor quality budget 

estimates 

(b) that the incorrect recording of budget provisions/ estimates in the vote book 

results in poor quality of budget monitoring 

(c) that the lack of, or inadequate, budget monitoring and reporting results in 

overspending and under-collections. 

(d) government national priority programme areas are not adequately catered for 

4. Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Development Plan 

(b) Budget Workplans / estimate Working Papers; 

(c) Budget Framework Paper 

(d) Approved Budget; 

(e) Vote Books; 

(f) Finance Department Monthly Reports. 

5. Sampling to be used 

(a) undertake a check on the largest programme heads that cover at least 80% by 

value of all expenditure and income. 

(b) 100% of the key programmes as defined by the Audit Principal. 

(c) a balance of 10% (by number) of the remaining votes heads. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme- Budget 

Ref Audit Program Task 

 Budgetary Preparation 

1 Obtain all relevant budget preparation documents from the Budget Department and 

confirm that the requirements and procedures set out in the Financial Act and 

Accounting regulations were followed in the budget preparation process. In 

particular review: 

 

(a) the composition of the budget desk, i.e. officers. 

(b) the adequate submission of departmental / Ministry annual work plans and 

budgets 

(c) the consolidation of annual budgets, ensuring that they fall within the 

Budget Framework Paper 

(d) the approval of the annual plans and budget by the Entity. 
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Ref Audit Program Task 

2 From discussions with the Vote Controllers confirm that all estimates headings have 

been agreed with them and included in the development plans and budget 

preparation working papers. 

 Budget Monitoring and Control 

3 By examining the vote books confirm that the Vote Books correctly record the 

amounts as per the approved budget estimates. 

4 By examining the vote books ensure and confirm that the expenditure budgets have 

been adhered to, and have not been exceeded. 

5 By examining the estimates of revenue, compare actual collections with estimates. 

Note and investigate significant variations, in particular apparent under collections. 

6 By discussion with the Vote Controllers ensure that timely action was taken to 

applying budget revisions 

7 Confirm by discussion with the Head of Finance and review of appropriate reports 

that the Finance Department monitors actual expenditure against budget estimates 

and informs the spending department on performance of actual against budget and 

if the budget appears likely to be exceeded. 

8 Confirm by discussion with the Head of Finance and review of appropriate reports 

that the Finance Department monitors actual revenue against estimates of revenue 

and informs the receiving department on performance of actual against budget. 

 

B. Vote Book 

1. Main Activities Involved 

This audit programme covers the audit of the Entity’s vote books. 

2. Control Objective 

To ensure that all entries in the Vote Book reflect accurately the financial transactions of the 

Entity. 

3. Risks 

The key risk to the Entity of poorly kept vote books is that all accounting data will be tainted 

and unfit for use for financial management purposes. 

 

The underlying risks are: 

(a) incorrect information is recorded in the vote book, including the vote, details of 

approved estimates, virement, re-allocation, supplementary provisions, 

imprests, departmental warrants etc. 

(b) entries in the vote book are not complete or inaccurate, and as a result 

commitments and payments may exceed the balance of available funds and 

overspending may occur. 

(c) the vote book is not promptly and properly reconciled each month with the 

Finance Department’s records. 

4. Records Required at Audit 
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The following records should be requested at the start of the audit: 

(a) Vote Book; 

(b) Approved Budget Estimates 

(c) Expenditure Warrants/ Supplementary estimates/ reallocation Warrants; 

(d) Payment Vouchers. 

5. Sampling to be used 

From the vote books of at least three selected departments select: 

 (a) the largest vote heads that cover at least 80% by value of all expenditure and 

income. 

(b) 100% of the “key votes” as defined by the Audit Principal  

(c) A balance of 10% (by number) of the remaining votes heads. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme - Vote Book 

For the selected sample conduct the following checks: 

Ref Audit Program Tasks 

1. Use the Budget estimates book and appropriate warrants and supplementary 

allocation provisions to confirm for the selected sample that the Vote Book pages 

correctly records the: 

• vote account details, 

• approved estimates, 

• virements/ re-allocation, 

• supplementary provisions, 

• imprests and 

• departmental warrants 

2. Confirm that a separate page has been opened for each expenditure item under 

the control of the department under review. 

3. Confirm that the entries are correct for both commitments and payments by 

checking the Vote Book entries against payment vouchers. 

4. Confirm whether any of the votes are overspent. 

5. Confirm that every entry in the Vote Book pages is properly initialled. 

6. Confirm that the year to date balances been calculated accurately by reproving 

the calculations. 

7. Confirm that all Departmental and Accounting Codes have been correctly 

entered. 

8. Confirm that the Vote Book has been properly and promptly reconciled each 

month with the General Ledger. NB Care should be taken to ensure that the Vote 

Book is not being written by merely copying the Finance Department statements. 

C. Analytical Review 
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1. Introduction 

(1) Analytical review procedures are substantive tests of financial information made 

by a study and comparison of relationships among data. 

(2) Analytical Reviews should be undertaken under the direction of the Audit principal 

and may be undertaken as part of the audit planning process or in conjunction 

with ongoing audits. 

(3) The objectives of analytical reviews may be several fold, but in essence an 

analytical review compares data (which may be financial or non financial) between 

periods, for example the value of debtors values, manpower figures, collection 

statistics, stockholding periods etc. As such there is no definitive procedure in 

undertaking such a review; however, general guidance is given in this section. 

2. Timing 

(4) The timing of an analytical review will vary with the objectives. The following 

occasions are most relevant: 

a) In the initial planning stage to assist in determining the nature, extent and 

timing of other audit procedures by identifying significant matters that 

require consideration during the examination; 

b) During the conduct of the examination in conjunction with other procedures 

applied to individual elements of financial information; and 

c) At the conclusion of the audit as an overall review of the financial 

statements. 

(5) The sorts of analytical reviews which can be undertaken include the following: 

a) Comparison of the financial information with comparable prior periods; 

b) Comparison with the budget or other anticipated results; 

c) Study of the relationships of elements of financial information that would 

be expected to conform to a predictable pattern based on the experience of 

the Audit Entity; 

d) Comparison with similar information regarding the broad area within which 

the Audit Entity operates; and 

e) Study of relationships with relevant non-financial information. 

(6) The following factors should be taken into account before commencing an 

analytical review: 

a) Nature of the Audit Entity: an analytical review may not be meaningful when 

applied to an Audit Entity with diverse activities; 

b) Availability of Financial Information: examples may include budgets, 

forecasts, detailed accounts, departmental results and monthly reports; 

c) Availability of Non-financial Information: examples would be number of 

employees, hours worked, area of office space, vehicle mileage, machine 

hours, any of which may be related to financial information; 

d) Reliability of Information: the possibility that information might not be 

reliable will need to be considered, based on the knowledge of the Audit 
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Entity and the means by which the information is produced. Matters that 

have required adjustment in previous periods should be regarded with 

caution; and 

e) Changes in Management Policy and Practices: will have an impact on the 

figures and this should be considered. 

3. Comparisons 

(7) There are a number of comparisons which can be made using analytical review, 

including: 

a) Comparisons with budgets should take into consideration past experience of 

reliability, care taken in the preparation of the budget, the extent to which a 

budget is a motivational tool rather than an estimate of probable outcome 

and the length of time that has elapsed since the budget was prepared; 

b) Comparison with the prior year, and 

c) Comparisons over time. If the Entity is subject to seasonal fluctuations then 

only similar periods should be compared. Comparison with more than one 

period is most valuable. Inflation is likely to form an important factor in 

comparisons over time. 

4. Fluctuations 

(8) Unexpected fluctuations, or the absence of fluctuations that are expected, and 

other items which appear unusual should be investigated, initially by making 

suitable enquiries of management. Answers given must be assessed for credibility 

and reasonableness. Where answers appear inadequate further investigations 

should be carried out, including extended substantive tests. 

5. Working Papers 

(9) Working papers supporting analytical review procedures should record the 

following: 

a) Brief description of fluctuations, variances and apparent inconsistencies in 

the figures; 

b) Management explanations of the above points; 

c) An assessment of those explanations and a conclusion as to what further 

examination, if any, should be carried out to confirm the accuracy of the 

explanation; and 

d) Summary of the results of any detailed examination. 

6. Performance Indicators 

(10) Commonly used performance indicators are based on the following measures: 

i) Output - What is the activity or goods/services? 

ii)  Efficiency - How are resources used? What is the cost per unit of output? 

iii)  Service - What do communities think? 

iv)  Outcome - What has changed for the community? 

(11) Examples of performance indicators may include: 
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(a) % of revenue (e.g.. rates) collected 

(b) % of staff attending training 

(c) % of vehicles in running condition 

(d) speed of processing creditor payments (against target period) 

(e)  % of days lost to staff sickness 

(f)  % of ratepayer complaints not resolved within target days 

(g)  average maintenance/ fuel cost per vehicle kilometre covered 

(h)  % of audit recommendations addressed within target period 

(i)  Unit cost per student 

(j)  unit cost per child attending vaccination centre 

(k)  vehicle accident rate per 1,000 kilometres driven 

(l)  Average number of receipts issued per collector per week 

(m) Average value of receipts issued per collector. 

(12) It is suggested that a simple matrix be included in a working paper that shows the 

results and comparisons of performance indicators. For example: 

 

Ref Description Target Indicator 
Last 

measure 

Current 

measure 
Movement Comments/notes 

        

A1. Property Rates 

1. Main Activities Involved 

This audit covers the collection of the Entity’s rates revenue. 

2. Control Objective 

To ensure that all rates income is assessed and collected promptly. 

3. Risks 

The key risk to the Entity is that of omitted, incomplete or inaccurate assessment, recording 

and collection of rate revenues resulting in a shortfall of funds meaning that planned activity 

cannot be completed. The underlying risks are: 

 

(a) the incorrect calculation of rate assessments 

(b) the failure to collect rate arrears 

(c)  the late and incorrect billing of rates 

(d) the inadequate follow-up of arrears and late payments 

(e)  the incomplete receipt and recording of rate income. 

4. Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Approved Valuation List; 
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(b) Council Rating Decision; 

(c) Rating Records/Database; and 

(d) Revenue Records. 

5. Sampling to be used 

From the Valuation Rolls select,  

 

(a) the most valuable properties that represent at least 80% by value of the 

Valuation Roll. 

(b) 100% of the “key rateable properties” as defined by the Audit Principal. 

(c) a balance 10% (by number) of the remaining rateable properties. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme – Property Rates 

For the selected sample conduct the following checks: 

 

Ref Audit Programme Tasks 

 Assessment and Valuation 

1. Confirm that the Valuation List has been revised by the Chief Valuer in accordance 

with legislation and regulations. 

2. From the Valuation Roll and the Entity’s Approved Rate decision, confirm that each 

assessment has been correctly calculated., and properly recorded in the rates 

revenue register 

3. Walk around the area and select several or all new rateable properties with 

recently completed buildings. Confirm that they have been added to the Valuation 

Roll and the Rates Revenue register by way of Provisional Valuations. 

 Billing 

4. Confirm that demand notes were issued as soon as possible in the year and that 

they are accurately calculated (valuation * rate). 

5. Confirm that follow up action was taken promptly in the event of non-payment. 

 Payment by Ratepayer 

6. Confirm that payments have been received in full, properly receipted and correctly 

recorded in the revenue accounts and rating database. 

 Arrears 

7. For the selected rating areas, confirm that all arrears are included in the current 

annual demand. 

A2. Donor Funds 
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1. Main Activities Involved 

This audit covers the receipt and expenditure of donor funds. 

2. Control Objective 

To ensure that the donor funds are spent with due regard to economy, efficiency and 

effectiveness and in accordance with any laid down requirements and with the same 

amount of care as the Entity’s own funds and in accordance with any rules pertaining 

thereto. 

3. Risks 

The key risk to the Entity is that donors funds are not used in accordance with their 

intended objective, resulting in the waste of the funds received to the detriment of the 

inhabitants of the area and poor control over donor funds which may resulting in the loss of 

future donor support. The underlying risks are: 

 

(a) the failure to properly record and account for donor funds 

(b) the failure to properly record or account for donor non-financial contributions 

(c) the inadequate reporting of donor programme support. 

(d) Failure to abide by donor conditions 

4. Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Lists of donor funds received; 

(b) Copies of agreements with contractors; 

(c) Copies of receipts for funds received; 

(d) Bank Statements 

(e) Stock Register for donated materials; 

(f) Cash Book for donor funds; 

(g) Financial Statements and 

(h) Copies of Accountability Statements. 

(i) Progress reports submitted to the donors 

(j) Memorandum of Understanding 

(k) Copies of Agreement with donors 

(l) Donor Accounting Guidelines 

5. Sampling to be used 

From the records of Donor Programmes select 100% of all Programmes 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance Explanation of the 
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variance 

    

7. Audit Programme – Donor Funds 

For the selected donor agreement, review the entire agreement and then conduct the 

following checks to ensure, where applicable, that the provisions of the agreement have 

been properly complied with. This audit may be combined with expenditure audit: 

 

Ref Audit Programme Tasks 

 Funds Received and Agreements for Use 

1. Contact the donor and request a detailed schedule of all funds donated or 

transferred to Entity. From the schedule confirm that: 

Receipts have been issued for all donations/transfers on the schedule. 

2. All donations/transfers have been posted in the cashbook and appear on the bank 

statement. 

 Expenditure [Assuming a separate bank account has been opened]  

From the cashbook, select the largest payments that account for at least 80% of all 

expenditure, plus a further 10% of randomly selected payments and 

3. Ensure that each payment complies with the specific clauses pertaining to the use 

of the funds, the payment approval procedure, and any other 

controls/requirements. In the event that there are no specific clauses [or very few], 

carry out the standard expenditure audit per C1. 

 Stock Register 

4. If the donor has provided non-financial materials ensure that all have been entered 

into a Donor Stock Record and confirm with the donor the materials delivered and 

recorded as received by the Entity/recipient programme. 

5. By observation confirm that all material issued from the Stock Record have Stores 

Issue Notes, and where appropriate undertake site visits to confirm existence of 

material and quantities issued. 

 Accountability 

6. Confirm that complete and accurate financial statements are prepared and 

submitted either on monthly or quarterly basis in accordance with the agreement 

entered into with the Donor. 

7. Ensure that an Accountability Statement has been prepared for the previous year 

for each aid donor and that it has been received by the donor. 

8. Contact each donor to confirm that they are satisfied with the treatment of their 

donated funds and/or material. 

B2. Central Government Grants 

1. Main Activities Involved 

The audit covers the transfer by Central Government of funds to the Audit Entity through 

Unconditional, Conditional and Equalisation Grants. 
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Unconditional grants are paid to the Entity to run decentralised services. 

 

Conditional grants consist of monies given to Local Governments to finance programmes 

agreed upon between the Government and the Local Governments and shall be expended 

for the purposes for which it is meant and in accordance with the conditions agreed upon. 

2. Control Objective 

To ensure that the Entity accounts for all central government transfer and that it applies 

them in the correct manner. 

3. Risks 

The key risk to the Entity of poor control over government transfer is that grants may not be 

received on time, or applied as anticipated or required to the appropriate programmes and 

that central government will ask for repayment.  

 

The underlying risks are: 

(a) the Inadequate recording and accounting for grants resulting in the failure to 

fully identify expected grants, expected 

(b) the late receipt of grants affecting the implementation of planned programmes 

(c) the incorrect use and application of grants to programmes. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Approved Estimates; 

(b) Bank Statements; 

(c) Revenue/transfer notifications from the Ministry responsible for finance. 

(d) Duplicate Receipts; 

(e)  Accounting Records; 

(f)  Cash Flow Statements; and 

(g)  Conditional Grant Programmes/Guidelines; 

(h)  Bank Advice Notes 

5.  Sampling to be used 

From the estimates of expected transfers: 

 

(a) undertake a 100% check on the grants/transfers of conditional and  

unconditional grants, 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance Explanation of the 
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variance 

    

7. Audit Programme – Central Government Grants 

For the selected sample conduct the following checks: 

 

Ref Audit Programme Tasks 

 Receipting and Accounting 

1. From the Estimates prepare a schedule of expected central government releases. 

2. From the MOF schedules of transfers/ notifications obtain details of amounts 

released and the dates of those transfers, compare with 1 above, and investigate 

any variations. 

3. From the appropriate cash book confirm the correct recording of the receipt of 

funds. 

4. From the bank statement confirm receipt of money. 

5. From the accounting records confirm the recording of the correct amount in the 

Government Grant Collection Account. 

 Unconditional Grant 

6. Check that the timing of the actual receipt of the grant per the cash book, 

corresponded to the timing expected per the in the Cash Flow budget. 

 Conditional Grant 

7. Confirm transfer of amount from Government Grant Collection Account to correct 

Agency Account. 

8. Check that the timing of the actual receipt of the grant per the cash book, 

corresponded to the timing expected per the in the Cash Flow budget. 

9. For the accounting records (vote book) check that the funds have been expended 

in accordance with approved budget estimates. 

B3. Capital Receipts 

1. Main Activities Involved 

This audit covers capital receipts. 

2.  Control Objective 

To ensure that the sale of assets is based on a fair value and that receipts from the sale of 

assets are properly received and accounted for. 

3.  Risks 

The key risk to the Entity is that public assets are not disposed of in accordance with 

appropriate legislation, and as a result the corresponding capital receipt is not received by 

the Entity.  

 

The underlying risks are: 
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(a) the failure to properly record and account for capital receipts 

(b) capital receipts are understated in the accounts 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Bank deposit slip/ paying in book 

(b) Bank Statements 

(c)  Entity Minutes and Approvals 

(d)  Board of Survey Report 

5.  Sampling to be used 

From a review of the Entity Minutes select: 

 

(a) the largest disposals that cover at least 80% by value of all capital receipts 

(b) 100% of the “key items” as defined by the Head of Audit Principal 

(c) a balance 10% (by number) of the remaining capital disposals 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme – Capital Receipts 

For the selected sample conduct the following checks: 
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Ref Audit Program Tasks 

 Assessment 

1. Check that assets sold have been disposed of in accordance with the Public 

Procurement and Disposal of Fixed Assets Regulations including the following:  

Ensure the disposal was officially referred to the Contract Committee for disposal. 

2. Ensure that a minimum reserve price was assessed and set. 

3. Ensure the disposal was advertised. 

4. Ensure bids were fairly assessed. 

5. Ensure the award went to the highest bidder. 

 Invoicing/Receipting 

6. Ensure that the agreed sale price was correctly invoiced to the purchaser. 

 Payment 

7. Confirm that payment has been received and banked in full. 

8. Confirm that the transaction is correctly recorded in the ledger. 

9. Confirm the amount was correctly minuted. 

 Asset Register 

10. Ensure the disposal has been properly recorded in the asset register. 

B4.  Contracted Revenue Collection 

1.  Control Objective 

To ensure that all revenue from contracted sources is properly assessed and collected 

promptly. 

2.  Risks 

The risk to the Entity of poor control over assessment and/or collection of revenue contracts 

is a shortfall, or misappropriation, of funds meaning that planned activities, funded by these 

revenues, cannot be completed. 

3.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Register of Contracts; 

(b) Entity/Contract Committee Minutes; 

(c)  Evaluation Committee Minutes 

(d)  Copy of Contracts; 

(e)  Contract Monitoring Records; and 

(f)  Revenue Registers. 

(g)  Approved Budget Estimates 

4. Sampling to be Used 

From the schedule of contracts, select: 
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(a) 100% of revenue collection contracts. 

5. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

6. Audit Programme – Contracted Revenue Collection 

For all contracts conduct the following checks: 

 

Ref Audit Program Tasks 

 Contracts 

 Assessment and Valuation 

For every Revenue Collection contract ensure, through inspection, that a rigorous 

valuation and assessment of the potential revenue base and yield was undertaken, 

at the outset of the contract, and within the last 12 months. The assessment 

process should specifically have included the steps 1-4, [each of which should be 

audited]: 

1. Ensure the register/database of related taxpayers is complete & up to date. 

2. Check that the factors used to calculate yield/occupation rate/average revenue per 

unit [i.e. whatever is applicable for the revenue source concerned], are reasonable 

and realistic. 

3. Ensure that reasonable calculations were carried out of the all the costs involved in 

the collection of the revenue. 

4. Ensure that a realistic “reserve price” was set which provided both the Entity and 

the Contractor with a reasonable return from the asset base [Entity], and the 

effort/risk [Contractor]. 

5. Review the tendering process and ensure that all the key provisions of the 

Procurement Act were complied with in awarding the tender. In particular ensure 

that the Contract Committee award is in agreement with the Evaluation 

Committee recommendation. 

6. Confirm that, given all the evidence, the revenue being received from the contract 

is commercially reasonable in relation to the value of the asset base and function 

being contracted out. Specifically conclude whether the setting of the Reserve 

price and the award of the tender was either : 

a) Fair/Reasonable 

b) Somewhat fair/reasonable 

c) Somewhat unfair/unreasonable 

d) Unreasonable/unfair 

 Contract Content 

7. From the contracts prepare a schedule of when payments were due and the 

amounts due (or basis of calculation if based on actual revenue collection). 
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Ref Audit Program Tasks 

8. Confirm that the contracts are fully enforceable in the event of non-payment. 

9. Confirm that the contracts contain provision for a performance bond in accordance 

with Government Public Procurement and Disposal of Public Assets Regulations. 

10. Confirm that the contracts can be cancelled immediately in the event of non-

payment of amounts due, 

11. Confirm that the contract provides for a review of the contract price annually. 

 Contract Performance 

12. Examine the Finance Department records for contract performance monitoring 

and confirm that these are up to date and fit for purpose. 

13. Confirm for all contracts that payments are being made on time and for the 

amounts expected, [Check the payment to the cashbook, deposit slip and bank 

statement] 

14. Ascertain that effective legal action has been taken in cases where revenue has not 

been paid in accordance with the contract. 

15. Confirm that all such cases have been formally communicated to Entity. 

16. Confirm that the contracts are for a reasonable period and that they are put out 

for tender on a regular basis [i.e. on expiry]. 

17. Confirm that all suitable services have been the subject of discussions re 

contracting out. 

B5. Other Income Sources 

1. Main Activities Involved 

This audit covers the Entity’s collection of several minor sources of revenue including, but 

not limited to the following: 

 

(a) Application Fees, 

(b) Registration Fees, 

(c) Inspection Fees, 

(d) Court Filing Fees, 

(e) Animal / Crop Husbandry Levies, 

(f) Festivals/ Plays, 

(g) Letting of Halls, 

(h) Hire of Equipment, 

(i) Royalties, 

(j) Gate Charges, 

(k) etc. 

2. Control Objective 

To ensure that the above revenue has been correctly receipted and banked, and that 

collection performance is broadly in line with the amounts budgeted. 

3.  Risks 
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The key risk to the Entity of incomplete or inaccurate receipting/banking is a shortfall of 

funds meaning that planned activities, funded by these revenues, cannot be completed, and 

service delivery is impaired. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a) Receipts 

(b)  Revenue Registers, where applicable 

5.  Sampling to be used 

The risk analysis may show that these income sources are low risk areas as the volume and 

value of transactions should be low. For this reason the programme does not include 

detailed testing of individual transactions. Rather it relies on analytical review and 

investigation of anomalies. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme – Other Income Sources 

Ref Audit Program Tasks 

 Analytical Review 

1. Prepare a schedule which reflects the current revenue balance collected on each of 

these respective revenue codes, as well as the amount budgeted to date, and the 

amount collected as per the same time in the previous year 

 Investigation 

2. For those amounts codes which reflect major variations – especially a [very] low 

performance against budget, interview the head of the relevant section, and 

obtain plausible reasons why the collections are performing badly. 

3. Authenticate the reasons given by seeking some form of corroboration, possibly by 

interviewing individual officers who are involved in the revenue generation 

process, or other practical means. 

4. In the event that explanations or evidence are unsatisfactory, and if the 

circumstances warrant further action being taken, consider the following : 

• Undercover observation of the officials concerned to ascertain whether 

or not they are issuing receipts for all the monies being paid to them. 

• Organising for ordinary citizen[s] to utilise the service which is under 

investigation, and then establish: 

(a) whether a receipt[s] was issued for the correct amount per the 

relevant tariff 
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Ref Audit Program Tasks 

(b) the value reflected on the citizens copy of the receipt matches 

the value on the Entities copy 

 Banking 

Note The banking of money receipted is carried out under programme B9 .It is 

important that the programme is executed, so there is no need for further 

compliance work here. 

B6. Revenue Collection, Receipting and Banking 

1. Main Activities Involved 

This audit covers the general collection of revenues, and should be applied to all specific 

revenue collection and receipting locations. 

2.  Control Objective 

To ensure that all revenue due to the Entity is assessed and collected; that all revenue is 

promptly and accurately recorded; and that all revenue is promptly banked or handed over. 

3.  Risks 

The key risk to the Entity of poor revenue collection is that under-collection and/or under-

banking of revenue will mean insufficient funds to provide the planned level of service 

delivery, and that inadequate safeguards exist to prevent fraud, embezzlement and losses.  

 

The underlying risks are: 

 

(a)  that there is incorrect accounting and recording of revenues collected, resulting 

in the failure to record, or the under recording of revenue due to the Entity. 

(b) that there is the incorrect or incomplete application of cash receipting and 

cashier procedures and controls as required by the Governments Financial and 

Accounting Regulations. 

(c)  that cash collected, and therefore revenues of the Entity are at risk due to poor 

physical controls over cash and the poor application of controls as required by 

the Financial and Accounting Regulations. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Revenue Registers 

(b)  Revenue Collector’s Cash Book; 

(c)  Main Cash Book; 

(d)  Daily Cash and Cheque Summaries 

(e)  Register of Paying-in books; 

(f)  Register of Receipt Books; 
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(g)  Paying-in Books/Slips 

(h)  Bank Statements and advices 

(i)  Cancelled Receipts; 

(j)  Job Description of Cashier; and 

(k)  Organigram. 

(l)  Copies of demand notes 

5.  Sampling to be used 

(a) From the Register of Receipt books issued select 100% of receipt books 

previously issued, ensuring that every revenue collection officer is covered 

evenly. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7. Audit Programme – Revenue Collection, Receipting and Banking 

For the selected sample of receipt books and the related receipts, conduct the following 

checks to ensure that the system is being operated in accordance with the Accounting 

Manual. 

 

Ref Audit Program Tasks 

 Preparation and Banking of Receipts 

1. Ensure that the authentic signature of the Entity issuing officer is evident on the 

cover of the receipt book. 

2. Confirm that receipts are made out in indelible pencil or blue/ black ballpoint pen. 

3. For each receipt book, do a 100% validation/matching of receipts issued, to the 

amounts banked per bank stamped deposit slip, and to the bank statement, 

ensuring all amounts receipted have been banked. 

4. Ensure that the funds have been banked promptly and intact into the correct Bank 

Account – namely the Revenue Collection Account [subject to subsequent 

“revenue sharing” between Entities]. 

5. Ensure that all amounts per the bank stamped deposit slip are correctly recorded 

in the Revenue Collectors Cash Book. 

6. Check that the revenue classification in the cash book is correct, i.e. it accurately 

reflects the classification recorded on the receipt 

7. Trace the deposit to the main / central cash book, ensuring correct classification 

again. 

8. For any receipt that has been “cancelled”, ensure all copies of that receipt have 

been retained. 
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Ref Audit Program Tasks 

 Integrity of Receipt Register 

9. From the receipt register, validate the authenticity of the signature of the revenue 

collector who is signing for the receipt of the receipt book [for the sample 

selected]. 

10. Meet every revenue collector; ask to see all the current receipt book(s) s/he is 

using, record the number sequence(s), and check that sequence(s) back to the 

central receipts register [this is to guard against “unofficial” receipt books being in 

use]. 

11. Carry out a physical inspection of the stock of all unused receipt books on hand, 

and check the sequences back to the receipt register, ensuring that the register 

records the receipts as un-issued. 

12. Inspect the Receipts Register, to ensure that all [ non sampled] receipt books have 

been signed for  

 Arithmetic Accuracy and Posting 

13. Check the casting and balancing of the receipts cashbook. 

14. Post the receipt totals to the general ledger. 

 Cash Count & Division of Duties 

15. Immediately after test 6 above, conduct a cash count [covering every revenue 

collector, and cashier] to ascertain that the officer is holding the cash for all 

receipts issued that have not yet been banked, plus any impress they may be 

holding. 

16. Undertake control of all cash and impress points to guard against switchovers. 

17. Ensure that the cashier does not have access to ledgers, accounts or write-offs. 

18. Confirm that there are satisfactory arrangements in operation to cover any 

absence of the cashier, including holidays. 

 

C. Payments 

C1. Salaries, Pensions and Gratuities 

1.  Main Activities Involved 

This audit covers all aspects of salaries and pensions including appointment, salary levels; 

gross pay; deductions; sickness; annual leave and training. 

2.  Control Objective 

To ensure that approved procedures are followed; that the payments made are correct and 

in accordance with agreed scales; that records maintained are adequate and accurate; and 

that proper security is exercised over collection, make-up, custody and payout of cash or 

cheques. 

3.  Risks 

The key risk to the Entity of poor control over payroll is that “ghost employees” may exist 

resulting in the overpayment on the salaries or pensions accounts. The underlying risks are: 
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(a) Salary or pension payments may not have supporting documents and not be 

properly authorised. 

(b) The Governments Financial and Accounting Regulations may have been flouted 

when recording, paying and reporting salary and pension details. 

(c) The incorrect salary or pension may have been calculated and the wrong persons 

may have been paid. 

(d) The payments may have been incorrectly posted in the cashbook and the ledgers 

and that the wrong accounts coding may have been used. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

(a)  Establishment Register; 

(b)  Approved Salary Structure; 

(c)  Staff Records (of staff selected for audit); 

(d)  Payroll Records (for the departments and periods selected for audit); 

(e)  Timekeeping Register (signing in book); 

(f)  Overtime Register; 

(g)  Advances Register; 

(h)  Sickness Records; 

(I)  Leave Records and 

(j)  Training Records. 

5.  Sampling to be used 

From the Monthly Payrolls, select one month salary payroll. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Salaries, Pensions and Gratuities 

For the one month payroll selected conduct the following checks: 

Ref Audit Programme Tasks 

 Payroll Payments 

1. Agree 100% of the payroll payments to the Entity establishment register, checking 

that all amounts tally. 

2. From the Approved Salary Structure confirm that all posts are paid at the correct 

salary grade and at the correct rate of pay and ensure coverage of at least 25%. 

3. Review the deductions to ensure they are reasonable. Investigate any unusually 

large deductions and obtain justification. 

4. For any significant supplementary advances /allowances, inspect [and note] the 

relevant authority to make such payment, and check the amount is entered in the 

advances register. 
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Ref Audit Programme Tasks 

5. Check 100% of net amounts per the payroll to the Bank Transfer Instruction. 

6. Check the casting on the Bank Transfer Instruction to ensure the total is correct. 

7. Check the total amount on the Bank Transfer Instruction has been reflected on the 

bank statement. 

8. Carry out a review of the gross monthly payroll amount and investigate significant 

fluctuations, validating the reasons given. 

 Payroll Deductions 

9. Check the casting of the deduction columns on the payroll, to ensure the total is 

correct. 

10. Ensure that the total amounts have been paid to the respective creditors, i.e. check 

that the payment is reflected in the cash book [and bank statement]. 

11. For recovery of advances, ensure the recovery has been entered into the advances 

register. 

 Payroll Records 

12. For each selected employee per 2 above, verify their existence, by various 

approved means. 

13. Confirm that the salary grade contained in each person’s staff record file is the 

same as that on the Establishment Register. 

14. Confirm that a permanent record is kept of all service of every individual for 

pension and redundancy purposes. 

15. Ascertain which members of staff have left in past 12 months and check that the 

Establishment register and Payroll have been updated. 

16. Confirm that new staff are entered in the Payroll in the right period and amounts. 

17. Review the amounts of Payroll and pension arrears. 

 Pension & Gratuity Payments 

18. Inspect Pensions General Ledger Account to determine whether any pensions have 

been paid. 

19. If the balance is significant, vouch the Pensions Expenditure, by locating the 

appropriate payment vouchers, ensuring that all approval procedures have been 

carried out. 

20. Vouch the amount paid, and the name of the Pensioner to the Pension Register. 

C2. Non-Wage Payments 

1.  Main Activities Involved 

The audit covers the entire payment process covering: 

 

(a)  Requisitions 

(b)  Authorisations 

(c)  Local Purchase orders 

(d)  Receipt of Goods 

(e)  Payment Vouchers 

(f)  Cheque and Cash Payments 
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(g)  Recording and allocation of expenditure and 

(h)  Posting to books of accounts 

2.  Control Objective 

To ensure that all payments made in respect of Non-Wage Expenditure are within relevant 

budgets and that this expenditure has been properly incurred and approved in accordance 

with specified procedures. 

3.  Risks 

The key risk to the Entity of poor expenditure controls is that goods or services could be 

paid for which were not ordered or received or of adequate quality, and that expenditure 

was incurred without due regard to economy, efficiency and effectiveness. 

 

The underlying risks are: 

 

(a)  payment vouchers may not have supporting documents and were not properly 

authorised. 

(b)  the Governments Financial and Accounting Regulations may have been flouted 

when ordering for goods and services 

(c)  budget allocations may not have existed for the payment made. 

(d)  the wrong persons may have been paid. 

(e)  the payments may have been incorrectly posted in the cashbook and the ledgers 

and that the wrong accounts coding may have been used. 

(f)  Paying a wrong amount 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Cash Book; 

(b)  Copies of Bank Payment Instructions 

(c)  Requisitions; 

(d)  Local Purchase Orders; 

(e)  Goods Received Notes 

(f)  Vote Book; 

(g)  Accounting, Stores and Fixed Asset Records; 

(h)  Journal/ Payment Voucher File; 

(i)  Approved Signatories List; 

(j)  Departmental Organigrams; 

(k)  List of approved contractors and suppliers 

(l)  Minutes of Contracts Committee 

5. Sampling to be used 

From the cashbook[s] in use in the Entity select: 

 

(a)  80% of the value of the valuation appears to be very large a sample. 

(b)  100% of the “key items” as defined by the Audit Principal. 
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(c)  a balance 10% (by number) of the remaining payments. 

 

Note 

 

(1) Where a payment selected is in respect of an advance for operational 

expenditure (e.g. Workshops, Allowances etc), the payment should be tested 

under programme C3 – Advances, not under this programme. Such payments 

should be listed on a separate schedule. 

(2) Where a payment selected is in respect of a procurement contract, there will be 

additional tests to be performed which are contained in programme C3 – 

Procurement Audit for Goods, Works and Services 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Non-Wage Payments 

For the selected sample conduct the following checks: 

 

Ref Audit Programme Tasks 

1. Locate the payment voucher and ensure that it has been properly completed and 

authorised by officers with appropriate authority. 

2. Ensure that where applicable the payment voucher is supported by: 

 

(a) a requisition for goods or services from the user department 

(b) a copy of the LPO 

(c) a delivery note from the supplier 

(d) a GRN from stores 

(e) a suppliers invoice 

(f) contracts committee authority (for contract payments) 

3. Inspect the purchase requisition, Purchase Order PO, and Goods Received Note 

GRN, and ensure that each have been fully completed and signed by the correct 

officers of appropriate authority. 

4. Where applicable inspect evidence that all key aspects of the procurement process 

have been properly carried out and that contracts committee approval has been 

granted. 
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Ref Audit Programme Tasks 

5. Inspect the suppliers invoice and ensure that: 

(a) the payment checking stamp has been fully completed by the 

appropriate offices 

(b) the details of goods and services thereon match all the supporting 

documentation (requisition, PO, GRN etc.). 

(c) all calculations and arithmetic is correct 

(d) the price is in accordance with Contract Committee approved prices or 

other approved price lists/quotations 

6. Confirm that the expenditure has been charged to the correct vote/ sub vote. 

7. Confirm that the PO and the payment have been properly recorded in the 

respective vote book and that budget availability existed at the time of incurring 

commitment for the expenditure. 

8. Confirm that the PO was correctly entered into the commitment register, and that 

the commitment was subsequently ‘extinguished’ once payment was made 

[cheque issued]. 

9. Inspect the payment instruction and ensure that; 

(a)  signed by authorised signatories 

(b)  made payable to the correct payee per the invoice/contract and Bank 

Account 

10. Where applicable, inspect the paid cheque and ensure that: 

(a) it has been crossed 

(b) signed by authorised signatories 

(c) made payable to the correct payee per the invoice/contract 

11. Ensure the payment instruction has been recorded in the Payments Register. 

12. Trace the payment and its classification into the Abstracts Ledger. 

13. Add up the Abstracts Ledger and check the postings of the totals into the General 

Ledger. 

14. Where applicable check that stores purchases are correctly recorded in stores 

records by checking from the Goods Received Note to the stores record. 

15. Where applicable check that fixed assets are correctly recorded in fixed asset 

register by checking from the Goods Received Note to the Fixed Asset Register. 
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C3. Procurement Audit for Goods, Works and Services 

1.  Main Activities Involved 

This audit programme covers contracted procurement expenditure on Entity’s Goods, 

Works and Services. 
 

Note: Some audit tests within this section have been covered above under the audit of Non-

Wage Expenditure. 

2.  Control Objective 

To ensure that that all contracts (written or implied) are properly entered into and that they 

are correctly implemented. 

3.  Risks 

The risk to the Entity of poor control over contracts is that goods will be paid for which were 

not ordered or received; that goods were not purchased with due regard to economy, 

efficiency and effectiveness and that contract execution did not deliver the quality, quantity, 

or benefits expected, 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 
 

(a)  Estimates; 

(b)  Vote Book; 

(c)  Accounting Records; 

(d)  Copies of all relevant Contracts; 

(e)  Goods Received Records; 

(f)  Financial Regulations; 

(g)  Contract Committee Minutes and Working Papers; and 

(h)  Petty Contract Vouchers. 

(i)  Payment Certificates / Certificates of Work Done 

5.  Sampling to be used 

The selection of transactions to be tested will have been done under programme C2 above – 

Non-Wage Payments. To recap, the selection is from the cashbook - select: 
 

• the largest payments that cover at least 80% by value of all contract payments. 

• 100% of the “key items” as defined by the Audit Principal. 

• a balance 10% (by number) of the remaining contract payments. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Procurement Audit for Goods, Works and Services 

For the selected sample conduct the following checks: 
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Ref Audit Programme Tasks 

 Tendering 

1. Obtain the contract file, and through inspection of the Contract Committee 

minutes and other documents confirm that Procurement regulations were 

complied with regarding, the following requirements: [simultaneously record the 

project chronology]. 

2. The preparation and approval of specifications or Terms of Reference. 

3. Advertising the tender, or shortlisting of suppliers/contractors. 

4. Receipt, storage and opening the tender bids. 

5. Technical evaluation of bids. 

6. Evaluation of financial proposals 

7. The contract negotiation, finalisation and award 

 Contract execution and payment – [record the project chronology] 

8. Inspect evidence of adequate contract monitoring and supervision by the Entity 

9. Confirm the contract has been recorded in the commitment register 

10. Confirm all payments are supported by an authentic progress payment certificate, 

prepared by the contract specified technical supervisor , and fall within the 

payments schedule of the contract 

11. Confirm the payment is supported by a contactors invoice, and all internal 

approval processes have been completed 

12. Ensure Progress payments reflect the deduction, where appropriate, of retention 

fees. 

13. Confirm the expenditure has been correctly allocated, and is recorded in the vote 

book, and the commitment register 

 Contract Completion 

14. Confirm that a project completion certificate has been completed by the technical 

supervisor 

15. Confirm any other key user or stakeholder has similarly signed a completion/ 

acceptance certificate, and that issues of satisfactory quality and quantity have 

been addressed 

16. Review the project evaluation report to ensure it was diligently completed, and to 

ensure that any serious issues have been escalated and dealt with at the 

appropriate level 

17. Review the project chronology to ensure the time elapsed through the various 

stages of the project cycle were reasonable and efficient 

18. Where applicable inspect the Output produced, and interview the users of the 

output. Make an informed judgment [acknowledging technical limitations of the 

IA] as to whether the outputs appear to be “fit for purpose [FFP]”. If FFP appears 

questionable, escalate the matter through appropriate channels and call for an 

independent technical inspection. 
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Ref Audit Programme Tasks 

 Fixed Asset Record 

19. Where the contract has given rise to the acquisition or construction of an asset(s), 

check that all details of the asset(s) have been fully recorded in the fixed assets 

register 

 Minor Works (Petty Contracts) 

NB mainly the supply of casual labour - usually via a petty contract voucher. 

20. From Accounting Records (Expenditure) ensure that no payments are made 

without the existence of a supporting Petty Contract Voucher. 

21. Confirm the existence of adequate evidence that the work was actually completed. 

22. From the Petty Contract Voucher confirm that there are signatures/marks/ 

thumbprints of the casual labourers confirming hours worked and amounts paid. 

(NB. Examine these carefully to ensure they were made by the people concerned. 

Try to attend a pay parade). 

C4. Advances and Allowances 

1.  Main Activities Involved 

This audit programme covers the audit of personal advances, and administrative advances 

to the Entity’s staff to facilitate operations of the Entity [Workshops. Allowances etc]. 

2.  Control Objective 

To ensure that all personal and administrative advance accounts are properly managed and 

accounted for, and all allowances paid are approved and in accordance with specified rates. 

3.  Risks 

The key risk to the Entity is of poor control over advances and allowances resulting in 

advances not being properly recorded, retired and accounted for. This could lead to 

misappropriation and/or improper use of Entity Funds. 

 

The underlying risk is that money advanced will never be properly accounted for or fully 

recovered by the Entity. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Advance register; 

(b)  Cash Book; 

(c)  Payment Vouchers for advances; 

(d)  Advance Account Ledger; 

5.  Sampling to be used 

Obtain a listing of all advances issued during the period of audit; 

 

Thereafter, from the Advances Register select: 
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(a)  the largest advances that cover at least 80% by value of all advances. 

(b)  100% of the “key items” as defined by the Audit Principal. 

(c)  a balance 10% (by number) of the remaining advances. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Advances and Allowances 

For the selected sample conduct the following checks: 
 

Ref Audit Programme Tasks 

1. From the selection of payments from the cashbook, ensure that the all pertinent 

details of the advance are recorded in the respective advances register. 

2. All Advances 

 For the sample selected from the Advance Register confirm that: 

(a) the granting of advance has been authorised by the Chief Executive as 

required by Financial and Accounting Regulations . 

(b)  the officer to whom the advance was made did not have any other 

outstanding/unaccounted advance 

(c)  the amount advanced agrees with the authorisation and the payment 

voucher, and that the payment voucher effectively constitutes an 

“acknowledgement of debt” 
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Ref Audit Programme Tasks 

3. Administrative Advances 

 (a) Confirm that a full accountability return was submitted within one 

month of original disbursement. 

(b) Scrutinise the return in detail to ensure that all elements of the 

accountability are in order, and vouch the expenditure to valid 

supporting documentation e.g. 

i) Signed receipt of allowances schedules which must be matched to 

signed schedules of attendance registers, ensuring the rates for 

allowances are in accordance with approved rates 

ii) Authentic invoices for the supply of accountable services or goods 

[hotel or fuel invoices, etc] 

iii) Determine whether there was, or should have been, a balance left 

over [this should usually be the case], and verify that this sum was 

returned, receipted, and accounted for. 

(c) Report on the total amount vouched in the entire sample, and the total 

amount and the percentage returned, and seek justification where the 

amount returned is unrealistically low. 

(d) Check the accounting of the return to the related journal, confirming 

that the correct account code has been charged. 

4. Personal Advances 

 (a) Check that recoveries are being made according to schedule, and 

recovery is not overdue. 

(b) For all recoveries reflected, check the evidence that the amount 

concerned was actually received or deducted from salary. 

(c) Where an officer has transferred between departments, check that the 

advance record has been properly transferred to ensure accountability 

or recovery. 

(d) Where an officer has resigned, retired or dismissed, check that the 

outstanding advance balance has been fully recovered. 

(e) Check that the previous years balance has been correctly brought into 

account for this year. 

(f) Agree the balances on individual accounts with the individual’s concerned. 

C5. Imprests 

1.  Main Activities Involved 

This audit covers the issue and retirement of Imprest accounts. 

2.  Control Objective 

To ensure that all imprest accounts are properly managed and accounted for. 

3.  Risks 

The risk to the Entity is that poor control over the issue and management of imprest 

accounts may result in their improper use, including misappropriation, and subsequent 

inaccurate or incomplete retirement. 
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4. Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Standing Imprest Record; 

(b)  Cash, Cash Book, Vouchers; 

(c)  Special Imprest Records; 

(d)  Accounting Records (retired imprests); 

5.  Sampling to be used 

From the record of standing and special imprests, select imprests that represent at least 

80% by value of all imprests. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Imprests 

For the selected sample conduct the following checks: 

 

Ref Audit Programme Tasks 

1. Obtain details of all outstanding imprest balances held by the imprest holders for 

the sample selected and confirm that: 

(a) the Financial Accounting Regulations and requirements of the Financial 

and Accounting Manual have been followed in respect of the imprests. 

(b) that the cash book for the imprest has been properly maintained and 

reflects all the payment vouchers, and can be reconciled to the balance 

of cash. 

(c) Count the cash on hand and agree it to the imprest accounting record. 

2. For the retired imprests selected in the sample confirm that: 

(a) the Financial Regulations and requirements of the Financial and 

Accounting Manual have been followed in respect of the imprests. 

(b) for workshops etc a budget was approved. 

(c) that the imprests selected have been fully retired with adequate 

supporting documentation for sums expended (all payments are fully 

supported by signed disbursement sheets). 

(d) check that the expenditure has been allocated the correct code –COA- 

classification.  

(e) check the posting of expenditure to the general ledger 

(f) where the special imprest was for attendance at seminars meetings etc. 

investigate all claims for accommodation, meals and transport. Contact 

the organisers to find out what they paid for and what the delegates 

had to fund themselves, and that correct payments were made only to 

approved participants by reference to the workshop documentation. 

(g) check that the imprest was sufficient, and not excessive to meet its 
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Ref Audit Programme Tasks 

purpose. (It should be just large enough to cover the period of 

transactions plus allow time for reimbursement to take place, and not 

be retired with an excessive balance) 

 

D. Assets 

D1. Fixed and Non Produced Assets 

1.  Main Activities Involved 

This audit programme covers the audit of the Entity’s fixed assets including its 

 

(a)  Non Produced Assets [Land] 

(b)  Buildings, 

(c)  Roads & Bridges 

(d)  Transport Equipment 

(e)  Machinery & Equipment 

(f)  Furniture & Fixtures, 

 

The programme incorporates, additions, disposals, the calculation of depreciation, 

title/ownership, physical inspection, as well as the operations and usage of assets. 

2.  Control Objective 

To ensure that the Council operates adequate management over all categories of fixed 

assets , including their acquisition, day to day operation, maintenance and disposal. 

3.  Risks 

The key risk to the Entity is that fixed assets acquired by the Entity are not properly 

recorded in the Entity’s books of account, and that assets may be sold to or utilised by third 

parties without due and valid approval, and that the value received may be 

misappropriated. 

 

The underlying risks are: 

(a)  failure to comply with procedures and regulation for the procurement, and 

disposal of land and building 

(b)  that there is poor control over the day to day costs of operating and maintaining 

assets, 

(c) assets are not properly maintained so that they are fit for purpose 

(d) that there is poor control over the use and allocation of assets 

(e)  that excessive costs are incurred and/ or revenue is lost by the Entity. 

4.  Records Required at Audit 

The following records are required for the audit: 

(a)  Asset register 

(b)  Title deeds, and registration documents 

(c)  Entity policy for the acquisition, hire, lease and disposal of assets ; 
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(d)  Cash Book 

(e)  Payment Vouchers 

(f)  Hire/ lease documents 

(g)  Ledger Accounts for fixed assets 

5.  Sampling to be used 

From the Assets Register, select all assets acquired during the year. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Fixed and Non Produced Assets 

For the selected sample conduct the following checks: 

 

Ref Audit Program Tasks 

 Acquisition of Assets 

1. Confirm that: 

(a) the Entity’s Acquisition policy have been followed, (i.e. procurement 

and contracts committee procedures), and vouch the expenditure 

accordingly. 

(b) the Entity’s hiring/leasing policies have been followed 

(c) the Asset is recorded in the General Ledger 

2. Vouch the asset cost reflected in the ledger back to the payment voucher. Note 

that under the Expenditure audit programme [C2], the majority of the larger asset 

purchases will have already been vouched. This test is to vouch the remaining 

assets. 

3. For acquisitions ensure that the appropriate asset registers have been updated 

correctly with: 

(a)  asset details 

(b)  asset costs 

(c)  acquisition and ownership details 

(d)  appropriate depreciation/amortisation charge 

4. Obtain and review a schedule of the asset balances per the fixed assets register, 

add it up, and ensure it balances, or has been formally reconciled with the related 

GL account. Investigate discrepancies. 

5. Verify the existence of a sample [say 80% by value] of the assets on the register by 

physical inspection. [Simultaneously note the physical condition of the asset]. 

6. Establish existence/ ownership of legitimate title deeds, registration books etc in 

Entity Name. 
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Ref Audit Program Tasks 

 Maintenance 

7. Confirm that the Entity has in place a policy for the repair and maintenance of the 

sampled assets. Where applicable ensure that the policy is based on time and 

usage of the asset [i.e. vehicles, equipment etc]. Confirm that asset registers/ 

records/job cards record the usage and maintenance costs for the individual 

assets. 

8. Review the maintenance costs and charges made to the ledger accounts for the 

selected assets for reasonableness. 

9. For any assets noted as being in unsatisfactory state of repair [test 4], determine 

whether a maintenance budget exists. If not discuss the matter with the officer 

responsible, and determine what action must be taken 

 Operations and Usage – General 

10. Confirm that assets are being used for the appropriate task, (i.e. for Entity 

operations and revenue generating activities. Investigate assets not being used for 

such activities. 

11. Confirm that adequate security arrangements exist for the storage and custody of 

assets [particularly vehicles and plant and equipment] such that it is unlikely assets 

can go missing, or be utilised for “private contracts”. 

12. Confirm that where assets are leased out or used by third parties or other 

departments that this is properly approved and adequate charges are made [ 

according to an approved tariff] and that related revenue has been received and 

banked. 

 Operations and Usage – Vehicles 

13. Confirm from stock records for petrol, diesel, oil, tyre and other “consumable 

items” and check these to the related records of issues of the same to vehicles 

maintenance cards. 

 

Check that the stock and maintenance records accurately reflect the operational 

use of both consumable items and the use of the vehicle and vice versa. 

14. Examine the log books for sample vehicles and investigate reasons for low or 

excessive use. 

15. Examine the record of kilometres per litre for each vehicle, as well as the overall 

cost running cost per kilometre, and ensure that obvious anomalies have been 

acted upon. 

16. Examine the record for tyre issues and ensure that obvious anomalies have been 

acted upon. 

17. Examine the record for spare parts and ensure that obvious anomalies have been 

acted upon. 

18. Confirm that vehicles are being used for the appropriate task, (i.e. is a 4X4 being 

used when a normal car could do the same job at less cost). 

19. Confirm that careful consideration been given for routing vehicles, delivery/ 

collection routes, etc. 

20. Confirm that adequate security arrangements exist for the garaging of vehicles. 

21. Confirm that adequate security arrangements exist for the custody of vehicle 
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Ref Audit Program Tasks 

spares and tools etc. 

22. Confirm that there is a system for recording all expenditure and costs relating to 

individual vehicles, as well as in total 

 Asset Disposals 

23. For all disposals recorded in the asset register, carry out the tests listed in the 

programme Capital Receipts 

D2. Investments 

1.  Main Activities Involved 

This audit covers the audit of the item of investments on the Entity’s balance sheet. 

2.  Control Objective 

To ensure that all investments have been recorded at the period end and that amounts in 

the balance sheet are stated on a consistent basis and are properly classified and described. 

3.  Risks 

The key risk to the Entity is that the investments of the Entity are not properly recorded in 

the Entity’s books of account and balance sheet, and that investments they may be sold to 

or utilised by third parties without due and valid approval, and the disposal value or interest 

received may be misappropriated. 

 

The underlying risks are: 

 

(a)  failure to comply with procedures and regulations governing investments 

(b)  that there is poor control over monitoring the value of the investment, as well as 

its returns, and any “retain / or sell” decisions 

(c)  weak understanding of the risks involved in holding an investment [possibilities 

of losses] 

(d)  that excessive costs are incurred and/ or revenue is lost by the Entity 

(e)  lack of proper custody of certificates and title 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

• Investment Register 

• Accounting Records; 

• Bank Statements 

• Investment certificates 

• Interest notices 

• Entity Investment Policy. 

• Minute of council. 

5.  Sampling to be used 

Review all investments undertaken during the period of audit 
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6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Investments 

Ref Audit Program Tasks 

1. From the investment register ensure, through inspection that investment 

certificates [or other evidence of title] are held in the name of the Entity for all 

recorded investments. 

2. Confirm that income has been received for all investments, and verify the receipt 

of interest to the bank statement and investment register. 

3. For new investments, confirm the payment per the cash book and the investment 

register to the investment certificate. 

4. Confirm that investments are subject to annual valuation, and that appropriate 

appreciation or depreciation entries are recorded in the investment account and 

the reserve account. 

5. Confirm that proceeds from the sale of investments are properly recorded in the 

investment register, investment account and shown in the bank statement. 

6. Ensure that Entity has approved and minuted all acquisitions or disposals. 

 

D3. Stores 

1. Main Activities Involved 

This audit covers the audit of the item of stores/ stocks on the Entity’s balance sheet. 

2.  Control Objective 

To ensure that all stores have been recorded at the period end and that amounts in the 

balance sheet are stated on a consistent basis and are properly classified, described and 

costed. 

3.  Risks 

The key risks to the Entity is that the value of stores and stocks of the Entity are overstated 

and not properly recorded in the Entities books of account and balance sheet, and that 

stores may be misappropriated . This will mean that the Entity’s expenses have been 

understated. 

 

The underlying risks are: 

(a)  failure to comply with procedures and regulations governing stores 

(b)  that there is poor control over the use and allocation of stores 

(c)  that excessive costs are incurred and/ or revenue is lost by the Entity 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

(a)  Stores Ledger/ record 
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(b)  Stock Accounting Records/ Cards; 

(c)  Schedule of Debtors; 

(d)  Entity Accounting Policies Statement; 

(e)  List of stock write offs. 

5.  Sampling to be used 

From the stores ledger/ records select: 

 

(a)  the largest stock values that cover at least 80% of value of all stores. 

(b)  100% of the “key items” as defined by the Audit Principal. 

(c)  a balance 10% (by number) of the remaining stores. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

 

7.  Audit Programme - Stores 

For the selected sample conduct the following checks: 

 

Ref Audit Program Tasks 

 Security 

1. Confirm that when you arrived at the stores, you were asked to show your 

identification prior to access. 

2. Confirm that there is a controlled access point into the stores. 

3. Confirm that the premises seem secure against intruders. 

4. Can storekeepers observe all exits? If not, is any improvement possible? 

5. List the key-holders. 

6. Confirm that the storekeeper is the only person allowed to receive and issue 

stores. 

 Ordering 

Note that the ordering function is audited under the Programme on Purchasing of 

Goods and Services. No further testing should be necessary. 

 Goods Received [and goods returned] 

Note that the Goods Receiving function is audited under the Programme C1 – 

Purchasing of Goods and Services. However because it is necessary to do an 

intensive audit of the stock records over one entire month, additional block testing 

is required as follows:  

 

Select all Goods Received Note’s GRNs issued for the entire previous month [also 

covering any goods returned into stores] and, 

7. Check that all details were correctly and promptly entered onto the stock records 

[GRN No, date, description, quantity, cost, PO No etc] 

8. Confirm that any bulk materials were weighed before being accepted. Check the 

last five bulk deliveries. 
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Ref Audit Program Tasks 

9. For a sample of say 10 -30 high value/desirable items from the stores 

ledgers/records carry out a physical stock verification and investigate any missing 

items/discrepancies 

 Issues 

From the Stores Issues Notes select all issues made in the preceding month and 

test as follows: 

 Check the details on the issue note to the requisition note, which must be 

prepared by persons who are not storekeepers. 

10. Check that all details were correctly and promptly entered onto the stock records. 

 Stock Cards 

11. Validate the authenticity of all entries on the stock cards for the preceding month 

by scrutinising all stock cards to ensure that all entries relating to stores received, 

and stores issued, have been ‘ticked’ during the conduct of tests 8 & 11 

12. Investigate fully any entries on the stock records [in the preceding month] which 

have not been ticked, - as they appear to be ‘invalid’ entries. 

 Stock Counts 

13. Using a suitable sampling technique select by number of stock cards and physically 

count the stock, comparing the count amount to the balance on the card. Note all 

differences, [including the unit cost of the item]. 

14. Request storekeepers to explain the discrepancy and investigate the authenticity 

of their explanation. 

15. Initiate official ‘ write off’ procedures for any discrepancy 

16. Confirm through enquiry and inspection of stock sheets that Stores/Stocks have 

been comprehensively physically counted at least quarterly, by persons 

independent of the store men. 

17. Verify that a Board of Survey was convened in accordance with the Financial and 

Accounting Regulations, and appropriate action taken on any subsequent report. 

 Write-offs 

18. Confirm that all differences/shortfalls per 17 above were reported and dealt with 

through the official ‘write off’ procedure. 

19. Confirm that obsolescent and damaged items are properly approved for write off 

and that the stock ledger/records are updated correctly and contain appropriate 

reference to the write-off approval. 

20. Scrutinize all write offs that have been made and ensure that they have been 

appropriately reported, approved and accounted for per Financial and Accounting 

Regulations 

21. Confirm existence and compliance with procedures for identifying slow moving, 

expired and obsolete stocks. 

 

 

D4. Debtors, Prepayments and Advances 

1.  Main Activities Involved 
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This audit programme covers the audit of the item of debtors, prepayments and advances 

on the Entity’s balance sheet. 

2.  Control Objective 

To ensure that all debtors, prepayments and advances have been recorded at the period 

end and that amounts in the balance sheet are stated on a consistent basis and are 

recoverable. 

3.  Risks 

The key risk to the Entity is that debtors, prepayments and advances may be misstated or 

may not be recoverable. This would mean that the Entity has recorded more income or 

revenue than it expects to collect, and that the financial position is misstated. 

 

The underlying risks are:  

(a)  the recorded debtors may not accurately represent the amounts due from third 

parties at the period end, and may be fictitious 

(b)  debtors, prepayments and advances may not be accurately stated and not valued 

according to sound accounting principles 

(c)  The recorded debtors, prepayments and advances may not be attributable to the 

Entity. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Accounting Records; 

(b)  Schedule of Debtors, pre-payments and advances 

(c)  Entity Accounting Policies Statement; and 

(d)  List of Bad Debts and write offs 

(e)  Board of Survey Report 

(f)  Performance Bonds 

(g)  Revenue Registers 

(h)  Minute of the Executive Committee (on write offs) 

5.  Sampling to be used 

The audit programme consists of substantive tests.  

 

The Auditor is looking at the possibility that debtors/ prepayments and advances are 

overstated, and must therefore conduct tests to ensure that there are no significant 

inclusions. 

 

Perform a 100% check on all items appearing on the account balances as per the audit 

programme below. 

 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance Explanation of the 
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variance 

    

7.  Audit Programme - Debtors, Prepayments and Advances 

For the selected sample conduct the following checks: 

 

Ref Audit Program Tasks 

 Debtors 

1. Obtain a schedule of debtors and prepayments. 

2. Confirm that the schedules add up correctly. 

3. Confirm that the totals agree with those in the debtors control account. If not, 

ensure that a valid reconciliation has been prepared. 

4. Confirm that a sample of debtor balance on the schedule agree with the debtor’s 

statement (or a valid reconciliation). 

5. Vouch or verify any material reconciling items. 

6. Vouch significant debtors by either: 

• Ensuring the amount was received / banked after the period end 

• Confirming that rigorous authentic follow up actions have been 

instituted 

• Consider contacting the debtor to confirm the amount is still unpaid 

and is due. 

• Confirm contracts exist between Entity and its debtors. 

7. List any credit balances and establish valid reason for existence. [indication of 

money being paid to Entity before an assessment is issued]. If the cause was a late 

assessment, the amount is an error and should be taken to revenue. 

 Bad and Doubtful Debts 

8. Establish the basis on which Entity provides for bad and doubtful debts. Confirm 

that the basis for making provisions for bad and doubtful debts is in accordance 

with Financial and Accounting Regulations. 

9. Review the revenue collection “follow up file”, to identify whether adequate 

provision has been made on the schedule for all persistent defaulters, and that 

such defaulters have been handed over to recovery agents. 

10. Establish what debtors/ revenue have been written off during the year, and ensure 

all write offs/waivers have been approved and accounted for in the prescribed 

manner – Financial and Accounting Regulations/Accounting Manual ….. 

 Prepayments 

11. For significant prepayments check the payment voucher to ensure that an 

authentic prepayment of expenditure exists. 

12. For advance payments on contracts, ensure a performance bond exists. 
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Ref Audit Program Tasks 

 Advances 

13. Note - by the year end, all advances should have been cleared by the recipient. For 

those advances still on the books, confirm that the original payment was 

authorised, and that repayments are being made according to entity policy, and 

are up to date. 

 

D5. Cash and Bank Balances 

1.  Main Activities Involved 

This audit programme covers the audit of the key aspects of Treasury Management: cash 

and bank balances. It covers both the operation of cash book[s] and bank accounts during 

the course of the year, as well as balances at the year end. 

2.  Control Objective 

To ensure that all bank accounts are properly authorised and that cash books are properly 

maintained and reconciled to the Bank Statement on a regular basis. 

3.  Risks 

The risks to the Entity of poor control over cash and bank balances are that funds will not be 

properly controlled, and are therefore subject to misuse or loss, 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Details of all bank accounts; 

(b)  Certificate of Bank balances; 

(c)  Correspondences with the Bank 

(d)  Financial Regulations (Banking Instructions); 

(e)  Cheque Books/Bank instructions records; 

(f)  Bank Reconciliations. 

(g)  Board of Survey Report 

(h)  Cash Books 

5.  Sampling to be used 

Select 100% of Bank Accounts. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Cash and Bank Balances 

For the selected sample conduct the following checks: 
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Ref Audit Program Tasks 

 SYSTEM & COMPLIANCE TESTS 

 Bank Accounts 

1. Obtain details of all bank accounts with full titles, account numbers and authorised 

signatories. 

2. Authenticate this list by requesting the Bank(s) concerned to confirm in writing all 

accounts in operation [and any dormant]. 

3. Confirm that the number and nature of bank accounts conforms to FINANCIAL AND 

ACCOUNTING REGULATIONS. 

4. Obtain a copy of the contract and correspondence with the Entity’s bankers, and 

confirm that the Entity has taken appropriate steps to negotiate favourable 

conditions of service, and favourable bank charge rates. 

5. Confirm instructions have been issued that that money can only be released from 

the main bank account to fund subsidiary accounts out of which payments are 

made. 

6. Confirm that all subsidiary bank accounts are operated on an imprest basis. 

 Cheque Control 

7. Confirm that cheques are stored in safe custody and subject to control via a 

cheque register, which covers the operation of all bank accounts. 

8. Review the payment register and confirm that all cheques/payment instructions 

are issued to approved and identifiable personnel and acknowledged in writing. 

Authenticate the signature. 

9. Confirm that the stock balance of cheques is verified at least monthly. 

10. From the payment register, select one used cheque book/payment instructions for 

every bank account, obtain the cheque book and the returned cheques from the 

bank [if available], and account for the entire sequence of cheques in the related 

cash book. 

11. Inspect the returned cheque to confirm that are “open” cheques are never used, 

and all cheques have been signed by the stipulated number of designated 

signatories. 

12. If any cheques are spoiled or cancelled inspect the cheque to ensure it has been 

properly cancelled. 

13. Confirm that cheques returned as “unpaid” have been cancelled, and a new 

cheque issued, and the payment voucher annotated [and approved] accordingly. 

 Reconciliation of Cash Books with Bank Statements 

14. Confirm that the person(s) responsible for bank reconciliations are independent of 

the preparation and despatch of cheques/payment instructions. 

15. Confirm that bank reconciliations are made monthly or every time a bank 

statement is received. 

16. For each bank account check one bank reconciliation as follows: 

(a)  Verify the arithmetic accuracy of the reconciliation ; 

(b)  Verify the “ cash book balance” and the “bank statement balance” with 

their respective sources 

(c) Trace all outstanding cheques and deposits through to the bank 

statement in the next accounting period and verify their validity; 
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Ref Audit Program Tasks 

(d) Scan the cashbook/bank statements for any unusual items (e.g. contra 

entries, dishonoured cheques) and investigate; 

(e) For any cheques that are still outstanding : 

i) examine the nature of the item not cleared; 

ii) examine the supporting documentation and authorisations to 

determine whether they were of a routine nature; 

17. Obtain direct confirmation of account balances from the bank and compare these 

with the cash book balances and ensure that this agrees with the Board of Survey 

Report. 

18. Check the arithmetical accuracy of all cash books and check every cash book 

balance back to its respective GL account. 

19. Examine security arrangements and adequacy of insurance cover, including for 

cash in transit. 

 Year end Balances 

20. Confirm that full bank reconciliations have been prepared for all bank accounts, 

and scrutinise reconciliations for reasonableness. Obtain explanations for unusual 

reconciling items, and validate as necessary. 

21. Agree balances per cash book to the respective general ledger account. 

 Imprest Balances 

22. Check that the imprest balances at the end of the year, agree with the Board of 

Survey cash counts. 

 

B5. Liabilities 

B1. Trade Creditors and Accruals 

1.  Main Activities Involved 

Creditors relate to invoices received by the Entity that are still to be paid in respect of 

goods, works and services supplied and expenses applicable to the current year for which 

invoices are pending. 

2. Control Objective 

To ensure that all creditors and accruals have been correctly recorded at the period end and 

that amounts in the balance sheet are stated on a consistent basis and are properly 

classified and described. 

3.  Risks 

The key risk to the Entity is that creditors and accruals may be misstated. This would mean 

that the Entity has not recorded all the expenditure it has incurred and that the financial 

position is misstated. 
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The underlying risks are: 

 

(a)  the recorded creditors may not represent all the amounts due to third parties at 

the period end 

(b)  Accruals and provisions may not be accurately stated and not valued according 

to sound accounting principles 

(c)  The recorded creditors and accruals may not be attributable to the Entity. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Accounting Records; 

(b)  Schedule of Trade Creditors and accruals 

(c)  Commitments register 

(d)  Unpaid invoices; 

(e)  Age Analysis; 

(f)  Exchange Rate Data; 

(g)  Annual Accounts. 

5.  Sampling to be used 

The audit programme consists of substantive tests. From the commitments register select: 

 

(a)  the largest value items that cover at least 80% by value of all commitments. 

(b)  100% of the “key items” as defined by the Audit Principal. 

(c)  a balance 10% (by number) of the remaining commitments. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Liabilities 

For the selected sample conduct the following checks: 

 

Ref Audit Program Tasks 

 Trade Creditors 

1. Obtain a schedule of creditors as at the end of the last quarter. 

2. Confirm that the schedule adds up correctly. 

3. Confirm that the schedule totals agree with those in the creditors control account. 

If not ensure that a valid reconciliation has been prepared. 

4. Confirm that all the creditor’s balances on the schedule agree on or with the 

creditor’s statement (or a valid reconciliation). 

5. Vouch or verify any material reconciling items. 
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Ref Audit Program Tasks 

6. For the items/amounts selected from the commitments register, check to ensure 

that the item/amount appears on the creditors list. If it does not, check to ensure 

that the goods or services were received after the period end [in which case 

exclusion from creditors is OK]. 

7. Compare this years schedule with that of the previous year/ period. If major 

creditors appear on last year/ period list that are absent this year/ period ensure 

that there are valid reasons and that there is no omission. 

8. Scrutinise the vote book and check the last payment entries before the end of the 

year as follows: 

(a) ascertain whether the goods and services were received before the year end. 

(b) If so, ascertain whether the payment appears in the cash book before the 

year end. 

(c) If not ensure that the liability (invoice) appears on the schedule of creditors. 

 Non-trade Creditors and Accrued Liabilities 

9. Confirm that the basis for accrued liabilities is consistent with previous years from 

the Entity’s Accounting Policies statement. 

10. Confirm, by re-performance, that the accrued liabilities calculations are correct. 

 Provisions 

11. Obtain from the accounting records, a schedule of provisions. 

(a) confirm that the basis for provisions is consistent with previous years from 

the Entity’s Accounting Policies statement 

(b)  confirm, by re-performance, that the provision calculations are correct 

12. Confirm that any disclosures of material provisions have been made in the final 

accounts. 

13. Ensure that any commitments in the commitment register, which are not included 

in Creditors, appear as a note in the financial statements. 

14. For all commitments in the register at the end of the fiscal year, confirm that 

official approval has been received from Ministry of Finance to hold back the 

required cash. 

B2. Loans and Borrowings 

1.  Main Activities Involved 

Loans may be raised and received by the Entity to fund capital and development works. The 

terms of loans will include repayment of interest and principle. These terms must be 

complied with and the use of the application of the loan confirmed to ensure it has been 

used for the purpose for which it was intended. 

2.  Control Objective 

To ensure that all loans have been recorded correctly in the balance sheet are have been 

raised in compliance with the relevant Laws. 

3.  Risks 

The key risk to the Entity is that loans have not been recorded properly and the financial 

position is not misstated. 

The underlying risks are: 
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(a)  the loan balances do not represent all the loan amounts due to third parties at 

the period end 

(b)  that loan receipts have not been applied for the purpose(s) intended, and 

(c)  The Entity may not have complied with all regulations regarding the raising and 

repayment of Loans 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 

 

(a)  Accounting Records; 

(b)  Loans Register 

(c)  Loans Ledger 

(d)  Loan Agreement 

(e)  Commitments register 

(f)  Unpaid invoices; 

(g)  Age Analysis; 

(h)  Exchange Rate Data; 

(i)  Annual Accounts. 

(j)  Minute of council. 

5.  Sampling to be used 

The audit programme consists of substantive tests. 

 

From the Loans register select all loans acquired during the year. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Loans and Borrowings 

For the selected sample conduct the following checks: 

 

Ref Audit Program Tasks 

  

1. Verify that the procedure for obtaining the selected loans was in accordance with 

the provisions of the Law. 

2. Review the minutes of the Entity to ensure that the loan was properly authorised. 

3. Review the usage of the loan to ensure that it was used for the purpose for which 

it was obtained. 

4. Review the terms of the loan and verifying compliance with them. 

5. Confirm that all interest and principal due on the loan has been paid or accrued. 
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Ref Audit Program Tasks 

6. Confirm the loan balance to an official statement provided by the lender, or 

validate any reconciling item. In particular ensure that any “repayment” reflected 

on the Entity’s record, is reflected on the Lenders statement. 

7. Confirm that a loan progress report is prepared by the Head of Finance. 

 

B6. Reserves 

1.  Main Activities Involved 

This audit covers the movements and the closing balances on all Capital and Revenue 

Reserves 

2.  Control Objective 

To ensure that Capital and Revenue Reserves have been correctly reconciled and accounted 

for in accordance with stipulated accounting policies. 

3.  Risks 

The key risk to the Entity is that the reserves are misstated, and that the financial 

statements therefore misrepresent the financial position of the Entity as reflected on its 

balance sheet. 

4.  Records Required at Audit 

The following records should be requested at the start of the audit: 
 

(a)  Entity Policy for Reserves 

(b)  Schedule showing the movement on Reserves between the opening and closing 

balances. 

5.  Sampling to be used 

(a)  100% of movements should be verified. 

6.  Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Reserves 

For the selected sample conduct the following checks: 
 

Ref Audit Program Tasks 

 Accumulated Fund 

1. Ensure that the Accumulated Fund is properly reconciled, and comprises the 

Balance Brought Forward from previous year, plus / minus the surplus / deficit of 

revenue over expenditure. 

 All Other Capital & Revenue Reserves 

2. Investigate all other movements on any Reserve Account, obtain explanations for 
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Ref Audit Program Tasks 

the increase or decrease, and ascertain what the closing balance represents [i.e. 

what is the debit transaction that gave rise to the Reserve]. 

3. Authenticate all significant movements, and the amount, by reference to 

supporting evidence, e.g. a capital reserve arising from a revaluation of fixed 

assets, should be supported by the valuers report. 
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Appendix C 

Capital Project and Procurement Templates 

C1. Capital Project and Procurement Templates 

ENHANCING INTEGRITY AT EACH STAGE OF THE PROCUREMENT CYCLE: A CHECKLIST 

The procurement cycle comprises three main phases: 

• Pre-tendering, including needs assessment, planning and budgeting, definition of 

requirements and choice of procedures; 

• Tendering, including the invitation to tender, evaluation and award; and 

• Post-Award, including contract management, order and payment (see Figure 1.1). 

Pre-Tendering 

Risks to integrity in pre-tendering 
In the pre-tendering phase, common risks to integrity include: 

 

• the lack of adequate needs assessment, planning and budgeting of public procurement; 

• influence of external actors, including political interference; 

• requirements that are not adequately or objectively defined; 

• an inadequate or irregular choice of the procedure; and 

• a timeframe for the preparation of the tender that is insufficient or not consistently applied 

 

Figure 13. Pre-tendering: Risks to integrity at each stage of the procurement 
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Source: Based on Integrity in Public Procurement: Good Practice from A to Z, OECD, 2007 

 

Precautionary measures in pre-tendering 

 
 

• Reduce information asymmetry with the private sector to take a strategic approach to the 

management of procurement markets based on government needs, for instance: 

a) gather as much information as possible on the industry or the goods and services (e.g. 

through a market study, existing databases); and 

b) organise consultations with the private sector where appropriate, in cases where a large 

number of potential suppliers could be involved in relation to a specific procurement project. 

Attention should be paid to ensuring that the information exchange is organised in an open, 

structured and ethical manner to avoid collusion between potential suppliers and that the 

outcomes of discussions are recorded. 

 

• Provide an assessment of the need for the procurement, in particular whether: 

 

a) the need is for the replacement or enhancement of existing resources or to meet an entirely 

new requirement; 
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b) there are no alternatives, including the use of in-house resources or the enhancement of 

existing capacity through enhanced efficiency; 

c) procurement would be essential for the conduct of business or to improve performance; and 

d) the planned capacity or size is actually needed. 

 
-~ 

• Use a validation system that is independent from the decision maker, in particular: 

 

a) ensure that decisions to launch a specific procurement are taken by more than one official to 

the extent possible, especially for projects of high value, to minimise the risk of lobbying or 

collusion with a specific firm; 

b) for projects at risk because of their value, complexity or sensitivity, consider the use of 

independent validation of the process (e.g. approval by a review committee, use of a probity 

advisor), and 

c) consult representatives from end-user organisations and the wider public in the needs 

assessment (e.g. in the form of a survey of public utility). 

 

 
 

• Ensure that the procurement is aligned with: 
 

a) the strategic priorities of the organisation; and 

b) the overall investment decision making process and the general budget process which should 

be completed prior to the commencement of the tendering process. 

 

• As part of the planning, ensure clear and reasonable time frames for each stage of the procurement 

process by: 

a) ensuring that these timeframes can be consistently applied; and 

b) taking into account the value, complexity and sensitivity of the contract when fixing the 

timescale for responses. 
 

• Provide a realistic estimation of the budget and ensure its timely approval, in particular by: 
 

a) preparing a realistic estimate of all phases of the procurement, based on sound forecasting 

methods; 

b) verifying that funds are available to meet the procurement to the extent possible; 

c) requesting the budget holder to approve expenditure; and 

d) taking into account possible variations over time, which could have an impact on the 

contract. 

 

• Prepare a business case for major projects that are particularly at risk because of their value, 

complexity or sensitivity by: 

 

a) taking specialised advice from project and technical experts to assess costs and benefits in a 

realistic manner. Also possibly request independent peer review of economic, 
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environmental, and social forecasts (e.g. involve independent oversight body, specialised 

public agencies, panel of experts or representatives from civil society, or academic institutes 

or think tanks, etc.); 

b) ensuring a sound project management regime. In particular: make sure that project 

management costs are properly funded, that dedicated project officials are in place, and that 

key stages of the project are appropriately documented; 

c) preparing project-specific procurement plans to determine the level of risk of the project and 

plan precautionary measures accordingly (e.g. use of gateway reviews to provide an 

independent review at each stage of the procurement cycle, probity auditor, etc.); and 

d) ensuring that criteria for making procurement decisions are defined in a clear and objective 

manner, included in the tendering documents, and that decisions demonstrate that criteria 

have been respected. 
 

• Clearly define responsibilities taking into account possible risks by: 

 

a) attributing the responsibility of project development and implementation to one project 

organisation, with directors being held accountable; 

b) defining the delegated levels of authority for approval of spending, sign off and approval of 

key stages; 

c) performing an assessment of the positions of officials which are vulnerable and those 

activities in the procurement where risks may arise; and 

d) planning senior-level review within the organisation at key stages of the procurement 

process and considering additional control depending on the value, complexity and 

sensitivity of the procurement. 
 

• Make sure that officials are aware of the requirements for the transparency of the procurement 

system and well prepared to apply them by: 

a) designating the official(s) in charge of ensuring publicity over government decisions; 

b) publishing any law, regulation, judicial decision, administrative ruling, standard contract 

clauses mandated by law or regulation, and procedure regarding procurement, and any 

modifications thereof; 

c) using an electronic and/or paper medium that is widely disseminated and remains readily 

accessible to the public; 

d) ensuring adequate record storage and management for recording key decisions throughout 

the procurement cycle; and 

e) reaping the benefits from the use of new technologies that can automatically process and 

record transactions while avoiding human intervention. 

 

• Ensure separation of duties and authorisation, which can take several forms such as: 

a) ensuring segregation of technical, financial, contractual and project authorities for the 

approval process when possible. The following functions could be handled by different 

personnel: issue of purchase orders; recommendation of award; certification of the receipt 

of goods and services; and payment verification; and 
 

b) identifying separate personnel with clear responsibility for key stages of the procurement 

process, including definition of requirements, evaluation, control of performance and 

payment. When these duties cannot be separated, compensating controls should be put in 

place (e.g. random audit). 
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• Take precautionary measures to prevent conflict of interest, collusion and corruption and promote 

integrity, in particular by: 

a) obtaining declarations of private interests from officials involved in the procurement process 

and, in case of consultation, of other parties involved where appropriate; 

b) ensuring that officials are informed and have received guidance about how to handle 

conflict-of-interest situations. For officials and other actors involved in the process (e.g. civil society 

monitors), make them aware of restrictions and prohibitions (e.g. receipt of gifts, handling of 

confidential information); 

c) ensuring that officials are familiar with identified risks to integrity in the procurement 

process (for instance through a risk map or training) and encourage them to liaise with 

competition and/or enforcement officials in case of doubt of collusion or corruption; and 

d) promoting integrity, not only by delineating minimal standards but also by defining a set of 

values that officials should aspire to. 

 

• Take into account integrity considerations in the selection process, in particular by: 

a) establishing satisfactory evidence of identity of potential suppliers and sub-contractors, 

including documentary evidence of the identity of key actors who have the legal power to 

operate in the business; 

a) where applicable, collecting declarations of integrity from potential suppliers in which they 

testify that they have not been involved in corrupt activities in the past. Consider possible 

sources of information to verify the accuracy of the information submitted. In addition, 

consider the possibility of placing requirements on potential suppliers/contractors to show 

evidence of anti-corruption policies and to contractually commit to complying with anti-

corruption standards; 

b) when selecting tenderers on the basis of criteria that include integrity considerations, ensure 

that this information can be collected and that it can be obtained from a reputable source 

(e.g. official certificate of absence of convictions in Court); 

c) Considering the use of Integrity Pacts to ensure the mutual commitment of officials and 

potential suppliers to integrity standards; and 

d) Where applicable, excluding tenderers who have been involved in corruption or debarred on 

corruption charges 

 

• Make requirements available to ail parties by: 

a) publishing requirements for participation and recording them in writing; and 

b) where possible, providing potential suppliers with the right to seek clarifications, especially 

for high-value procurements, while ensuring that the answers are widely shared and 

recording them in writing. 

• When considering the use of a list of suppliers, ensure that: 

a) inherent risks to competition and transparency are taken into account before deciding to use 

a list of suppliers; 

b) the list of suitable suppliers is published on the basis of a set of criteria that are clearly 

defined and stated; 
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c) the list is updated on a regular basis (at least on a yearly basis) and that a clear channel and 

sufficient timeline is advertised for application; and 

d) proposed prices are compatible with goods and services, in reference to established market 

prices or based on the knowledge of prior procurements of a similar nature (e.g. through a 

database or data mining). 

 

• Ensure that specifications are: 

a) based on the needs identified. Suppliers and end-users may be consulted in the drafting of 

specifications, provided that the number of participants is sufficiently large and 

representative, and that the results are reviewed in light of market analysis done by the 

procuring authority to provide objective analysis; 

b) designed in a way to avoid bias, in particular that they are clear and comprehensive but not 

discriminatory (e.g. no proprietary brands or trade descriptions). It is necessary to avoid any 

form of specification that favours a particular product or service; and 

c) designed in relation to functional performance, with a focus on what is to be achieved rather 

than how it is to be done in order to encourage innovative solutions and value for money.

  

• Ensure that award criteria are clearly and objectively defined by: 

a) using evaluation criteria on the basis of the economically most advantageous, unless this is a 

commodity purchase for which the basis of the lowest price may be used; 

b) specifying the relative weightings of each criteria and justifying them in advance; 

c) specifying to what extent these considerations are taken into account in award criteria when 

using economic, social or environmental criteria; and 

d) including any action that the procuring agency is entitled to make in the criteria (such as 

negotiations, under what conditions, etc.) and recording them. 

 

• Guide officials in determining the optimum procurement strategy that balances concerns of 

administrative efficiency with fair access for suppliers, in particular by: 

a) making sure that the choice of the method ensures sufficient competition for the 

procurement and adapting the degree of openness depending on the procurement 

concerned; 

b) providing clear rules to guide the choice of the choice procurement method ensuring a 

competitive process and developing additional guidelines for officials to help the 

implementation of these rules; 

c) reviewing and approving procurement strategies for all procurements, to ensure that they 

are proportional to the value and risk associated to the procurement; and 

d) considering consulting with officials in competition authorities to ensure that the 

procurement strategy adopted is the one that is most likely to achieve an efficient and 

competitive outcome. 

• Take precautionary measures for enhancing integrity where competitive tendering is not required 

by regulations. These measures may be proportionate to the value of the contract and include for 

instance: 
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a) clear and documented requirements; 

b) the justification of the choice of procedure (when using non-competitive procedures) and 

the appropriate records; 

c) a specification of the level of the authorising personnel; 

d) planning of random reviews of results of non-competitive procedures; 

e) a consideration of the possibility of involving stakeholders and civil society to scrutinise the 

integrity of the process, especially for exceptional circumstances such as extreme urgency or 

for high-value contracts; 

f) the publication of the criteria to be applied for the selection of the supplier, and the 

expected terms of the contract; and 

g) after the award of contract, a publication of the contract agreement. 

• For restricted/selective tendering methods, specific measures could be taken to enhance integrity, 

such as: 

a) considering to minimum number of suppliers to be invited for tendering according to 

regulations, estimating the maximum number of suppliers that could be realistically 

considered for the specific procurement, and recording justifications if the minimum number 

of tenders cannot be met; and 

b) conducting spot checks to confirm supplier’s offers and contacting suppliers who do net 

respond to repeated invitations to tender with a view to detecting potential manipulation. 

• For negotiated/limited tendering methods, specific measures could be taken to enhance integrity, 

such as: 

a) providing more detailed record, including for instance the particular supplier who was 

selected; and 

b) including the terms agreed upon in the contract, with a specification reflecting the supplier’s 

solution. 

 

• Ensure transparencies for qualification processes that cover multiple procurements and are not 

open to all times for application (e.g. framework agreements): 

a) publishing tire current list of qualified suppliers; 

b) publishing the invitation to apply for qualification on a regular basis, 

c) ensuring that specifications are set up in advance and published; and 

d) publishing all awards under framework agreements, either per order or on a regular basis, 

 

Tendering phase 

Risks to integrity in tendering 

 
In the tendering phase, common risks to integrity include: 

 

• en inconsistent access to information for tendering in the invitation to tender; en lack of competition 

or, in some cases, collusive tendering resulting in inadequate prices; 

• conflict-of-interest situations that lead to bias and corruption in the evaluation and in the approval 

process; and lack of access to records on the procedure in the award that discourages unsuccessful 

tenderers to challenge a procurement decision. 
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Figure 14 Tendering: Risks to integrity at each stage of the procurement 

 
Source: Based on Integrity in Public Procurement: Good Practice from A to Z, OECD, 2007 

 

Precautionary measures in tendering 

 
 

• Ensure a sufficient level of transparency in the procurement opportunity: 

a) For open tendering: make the information on die procurement publicly  available, 

including related evaluation criteria; and 

b) for restricted/selective and negotiated/limited methods: publish information on how to 

qualify in a readily available medium within a timeframe and in a manner that would 

reasonably allow eligible suppliers to apply. 

• Publish a tender notice that includes: 

a) information on the nature of the product or service to be procured, specifications, quantity, 

timeframe for delivery, realistic closing dates and times, where to obtain documentation, 

and where to submit tenders; 

b) a clear and complete description of selection and award criteria that is non discriminatory 

and cannot be altered afterwards; 

c) details on the management of the contract and the plan and method for payment and 

possibly the guarantees when required; and   

d) details of the contact point for enquiries. 

• Communicate to potential suppliers in the same timeframe and in the same manner, in particular 

by:     
 

a) encouraging information exchange on a formal basis (e.g. contact points for enquiries, 

information sessions, on-line module to observe clarification meetings, on-line posting of 

questions and answers); 

b) ensuring that questions for clarification are promptly responded to and that this information 

is transmitted to all interested parties; 

Deleted: .3
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c) communicating changes immediately, preferably in the same channel originally used; and 

d) publishing information, preferably on-line, to allow for external monitoring and public 

scrutiny.  

 
 

• Ensure security and confidentiality of information submitted, in particular by: 

a) ensuring that measures are in place for the security and storage of tendering documents 

(e.g. keeping a document register, numbering ail documents or having a central storage area 

for ail documents), as well as for limiting access to documents; and 

b) considering electronic security issues and having documented processes for electronic 

storage and communication (e.g. tenders submitted electronically are safeguarded from 

access before the closing time; the system has the capacity to reject late tenders 

automatically). 
 

• Define a clear procedure for the opening of the tender, in particular by: 

a) having a team open, authenticate and duplicate sealed tenders as soon as possible after the 

designated time, immediately followed by public opening, if possible; 

b) performing the opening of tenders, preferably before a public audience where basic 

information on the tenders is disclosed and recorded in official minutes; 

c) specifying clear policy defining circumstances under which tenders would be invalidated (e.g. 

tenders received after the closing time are invalidated unless it is due to a procuring agency 

error); 

d) ensuring that any clarification of submitted tenders does not result in substantive alterations 

after the deadline for submission; and 

e) ensuring that a clear and formal report of ail the tenders received is produced (including 

their date and time of arrival, as well as the comments received from tenderers) before 

passing them to the officers responsible for their evaluation. 

• Ensure that the evaluation process is not biased and confidential by: 

a) undertaking evaluations with more than one evaluating official or preferably a committee. 

Depending on the value of the procurement and the level of risk, the committee could 

include lot of only officials from different departments but also possibly external experts; 

b) using notified evaluation criteria systematically and exclusively and assessing them 

independently (e.g. technical, project and risk criteria could be assessed prior to and 

separately from financial criteria). Tenders should be evaluated against notified criteria, 

preferably on a  “whole-of-life basis”; 

c) verifying that officials in charge of the evaluation are not in a conflict-of interest situation 

(e.g. through mandatory disclosure) and are bound by confidentiality requirements. in the 

case of an evaluation committee, integrity and professional considerations must be taken 

into account in the selection of members and involve a member that is external to the 

procurement team when possible; and 

d) including ail relevant aspects of the evaluation in a written report -signed by the evaluation 

officers/committee.  
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• When allowing negotiations after the award to prevent waste and potential corruption (e.g. only 

one tender is received):  

a) ensure that negotiations are conducted in a structured and ethical -manner and are held 

within a predefined period of time so that they do not discriminate between different 

suppliers; 

b) handle information on tenders in a confidential manner; and 

c) keep detailed records of the negotiation.  
 

 

 
 

• Inform tenderers as well as the wider public on the outcome of the tendering process by: 

a) promptly notifying unsuccessful tenderers of the outcome of their tenders, as well as when 

and where the contract award information is published; 

b) publishing the outcome of the tendering process in a readily available medium. A description 

of goods or services, the name and address of the procuring entity; the name and address of 

the successful supplier, the value of the successful tender or the highest and lowest offers 

taken into account in the award of the contract, the date of award; and the type of 

procurement method used should be included. In cases where limited tendering was used, a 

description of the circumstances justifying the use of limited tendering should also be 

included; 

c) considering the possibility of publishing the grounds for the award, including the 

consideration given to qualitative tender elements. Do lot of disclose commercially-sensitive 

information about the winning tender or about other tenders, which could favour collusion 

in future procurements; and 

d) allowing the mandatory standstill period, where one exists, before the beginning of the 

contract. 
 

• Offer the possibility of debriefing to suppliers on request by: 

a) withholding confidential information (e.g. trade secrets, pricing); 

b) highlighting the strengths and weaknesses of the unsuccessful tender; 

c) for debriefings in writing, ensuring that the written report is approved beforehand by a 

senior procurement official; and 

d) organising oral debriefings, provided that discussions are carried out in a structured manner 

so that they do lot of disclose confidential information, and that they are properly recorded. 
 

• Resolve possible disputes through constructive dialogue when possible, and provide an identified 

channel for formal review by: 

a) in the case of problems with potential suppliers, making an effort to resolve disputes through 

negotiation as a first step; 

b) providing information on how to lodge a complaint related to the procurement process 

c) providing the possibility to use dispute resolution mechanisms not only before but also after 

the award; and, 
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d) considering the possibility of using interim measures to enable the prompt processing and 

resolution of complaints. The possible overriding adverse consequences for the interests 

concerned, including the public interest, should be taken into account when deciding 

whether such measures should be applied. 
 

Post-tendering phase 

Risks to integrity after the award 
 

In the phase following the contract award, common risks to integrity include: 

a) abuse of the contractor in performing the contract, in particular in relation to its quality, 

price and timing; 

b) deficient supervision from public officials and/or collusion between contractors and 

supervising officials; 

c) the non-transparent choice of lack of accountability of subcontractors and partners; 

d) lack of supervision of public officials; and 

e) the deficient separation of financial duties especially for payment 

 

Figure 1.4. Post-tendering: Risks to integrity at each stage of to procurement 

 
Source: Based on Integrity in Public Procurement: Good Practice from A to Z, OECD, 2007 

Precautionary measures in post-tendering 

 

• Clarify expectations, roles and responsibilities for to management of to contract by: 
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a) ensuring that the contracting agency and the supplier are aware of policies in order to 

prevent conflict of interest and corruption (e.g. publication of the policies, reference in 

the contract) and that the supplier communicates this information to potential sub-

contractors; 

b) ensuring that contract and purchase orders provide sufficient information to enable the 

supplier to deliver the goods/services of the correct description and quantity within the 

specified time; 

c) including models in the contract for appropriate risk sharing between the contracting 

authority and the contractor, especially for complex procurements (e.g. performance 

bond, penalty for late delivery and/or payment); 

d) including the payment in the contract, and where this is not possible, informing 

suppliers of the payment period following approval of invoice; and 

e) stating in the contract possible compensation in case of undue withholding of payment 

by contracting officials. 

• Supervise closely the contractor’s performance and integrity, in particular by: 

a) monitoring the contractor’s performance against specific targets and levels laid down in 

the contract at regular intervals; 

b) ensuring that costs are monitored and kept in line with contract rates and approved 

budgets; 

c) organising inspection of “work-in-progress” (especially regarding structural elements 

that could be hidden by ongoing construction) and completing work and random sample 

checks; 

d) using electronic systems to monitor progress of contact and timely payment and ending 

warnings regarding possible irregularities or corruption; 

e) involving third parties to scrutinise the process (e.g. selected member from an end-user 

organisation); and 

f) where possible; testing the product, system or other results in a real world environment 

prior to delivery of the work. 

• Control change in the contract by: 

a) ensuring that contract changes that alter the price and/or description of the work are 

supported by a robust and objective amendment approval process; 

b) ensuring that contract changes beyond a cumulative threshold are monitored at a high 

level, preferably by the decision making body that awarded the contract; 

c) allowing contract changes only up to a reasonable threshold, and changes that do not 

alter the quality of the good or service. Beyond this threshold, a review system could be 

set up to understand the reasons for these changes and consider the possibility to 

retender; 

d) clearly tying in the variation with the main contract to provide an audit trail; and 

e) recording changes to the contract and possibly communicating them to unsuccessful 

tenderers as well as ether stakeholders and civil society. 

• Enable stakeholders, civil society and to wider public to scrutinise public procurement by: 

a) recording, co-ordinating and communicating information in relation to contract 

management; 
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b) organising regular review meetings between the customer and contractor, and recording 

end-user satisfaction with the service; and 

c) ensuring access to records for stakeholders and possibly civil society and the wider 

public for a reasonable number of years after the contract award. 

 

• Verify that the receipt of goods/services is in line -wit expected standards by: 

a) inspecting the goods against the purchase order and the delivery invoice before 

payment. It is also necessary to assess and certify the standard of service to ensure 

quality; 

b) when possible, involving at least two officials in the verification that the receipt of 

goods/services is inline with expected standards; and 

c) involving, in addition to procurement officials, end-users when possible to enhance 

checks and balances. 

• Ensure that the final accounting or audit of a project is not carried out by personnel involved in 

former phases to ensure to separation of duties and authorisation, for instance: 

a) officials who examine the invoice against the goods and orders/delivery note should 

differ from those officials who give the payment order to the accounting department; 

and 

b) payments should be cross-checked by the accounting entity afterwards. 

• Ensure tat the budgeting system provides for a timely release of funds to make payment against 

contractual conditions, in particular by: 

a) committing budget funds promptly prier to or during the award of the contact; 

b) using innovative methods such as purchase cards for small value procurements, 

provided that their use is limited to purchases of specified items and that expenditure is 

limited; 

c) organising random supervisory checks on payments and, where financial systems 

permit, monitor outstanding payments; and 

d) preparing systematic completion reports for certification of budget execution and for 

reconciliation of delivery with budget programming. 

• Consider the possibility of a post project assessment, in particular by: 

a) selecting projects for post project assessment on the basis of identified criteria, including 

the value of the procurement as well as its complexity, sensitivity and specificity (e.g. 

exceptions to competitive procedures); 

b) reviewing the procurement process, drawing lessons that can be learned for any future 

contracts and placing this information on record; 

c) considering the possibility of a “feedback loop” through the consultation of end users in 

the post project assessment, particularly for high-value procurements, and involving civil 

society representatives who monitored the project, if applicable; 
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d) including information on discrepancies and abnormal trends in procurement (e.g. 

possible collusion, split orders) in the report for information management as well as 

liaising with competition and/or law enforcement agencies, when relevant; and 

e) transmitting information on high-value procurements to the supreme audit institution or 

ether oversight bodies. 

C2. Performance (Value for Money) Templates 
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Value for Money Audit standards 
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Appendix D 

IT Audit Approach 

D1. IT Audit Approach 

There are two basic approaches to audit Information Technology: a data centered one and a 

system based one. At the preliminary evaluation, the auditor has to decide at the planning 

stage about the appropriate audit approach. In doing so, the aspects to be borne in mind 

are: 

• The extent to which reliance can be placed on any work carried out by Internal 

Audit 

• The nature of any constraints like lack of any audit trail and the practicability of 

testing 

• The effective compliance testing of key computer controls (which may be 

difficult) and 

• Whether each control to be tested will require large sample 

Data centred IT audit 

If a data centre approach to IT audit is chosen, a sample of transactions should be selected 

and tested. Result of the preliminary evaluation will be of help particularly as it would have: 

• provided an overall assessment of the control environment and identified any 

serious weaknesses which should be raised with the auditee, 

• given sufficient familiarity with the system to be able to decide the point from 

which to 

• select the transactions for testing and how to substantiate them efficiently and 

• provide sufficient information to determine any initial requirement for any 

CAATs (Computerized Assisted Audit Techniques). 

 

IT audit techniques refer to the use of computers, including software, as a tool to 

independently test computer data of audit interest. Some well-established techniques are: 

 

• collecting and processing a set of test data that reflects all the variants of data 

and errors which can arise in an application system at different times; 

• using integrated test facilities, built into the system by the auditee to help the 

auditor in his requirements, as one of the users of the system; 

• simulating the auditee's application programs using audit software to verify the 

results of processing; 

• reviewing program listings periodically to see that there are no unauthorised 

alterations to the programs; 

• using either commercial software or in-house developed programs to interrogate 

and retrieve data applying selection criteria and to perform calculations and 

• extracting samples of data from the auditee database/files, using sampling 

techniques, for post analysis and review. The nature of data and type of analysis 
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required determine what technique is to be employed. The auditor should give 

the sample size and design. 

Computer audit techniques are employed for: 

• verification of ledger balances and control totals independently, 

• recalculation of critical computerised calculations to check mathematical 

correctness; 

•  range checks to verify the working of computer based controls and testing for 

exception conditions; 

• testing the validity of data which have gone into the master file 

• detection of data abuse/frauds and 

• substantive testing with large volumes of data which is difficult, if not impossible, 

in a manual audit process. 

 

The particular computer audit technique employed depends on: 

• the type of application system under review; 

• the extent of testing required; 

• the availability of resources in terms of computer facilities, and the level of EDP 

skills 

• among the audit staff; and 

• Volume of data and availability of printer information 

 

Where data volume is small and adequate printed information is available to carry out a 

meaningful clerical audit, there is no need to employ computer techniques, which are costly 

and time consuming. To elaborate further, the auditor should break up his project of 

application system audit into three stages. In the first stage, he will carry out the 

examination of audit trails, intermediate printouts as required, system logs and operational 

controls. As a result of audit in the first stage, if the auditor feels that the adequacy of 

controls requires further verifications, in the second stage he can carry out compliance 

testing by using the test deck method and integrated test facilities with resident audit 

programs. If the compliance testing exposes some control weaknesses, substantive testing 

may be resorted to in the third and final stage using retrieval software and simulation 

techniques with audit software. 

Systems Based IT Audit 

For System Based Audit approach, aspects of regularity, economy, efficiency and 

effectiveness of the system have to be looked into besides evaluating data integrity, and 

data security as explained below: 

 

• System effectiveness is measured by determining whether the system performs 

the intended functions and whether users get the needed information, in the 

right form when required; 

• A system is economical and efficient if it uses the minimum number of 

information resources to achieve the output required by the users. The use of 

system resources - hardware, software, personnel and money - should be 

optimized; 
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• System activities would be regular if they comply with applicable laws, rules, 

policies, guidelines etc; 

• Achieving data integrity implies that the internal controls must be adequate to 

ensure that error are not introduced when entering, communicating, processing, 

storing or reporting data; and 

• Data system resources, like other assets, must be sufficiently protected against 

theft, waste, fraud, unauthorized use and natural disasters. 

 

The key controls for ensuring the above will have to be identified, recorded, evaluated and 

compliance tested. A preliminary evaluation would be of help particularly as they would 

indicate system deficiencies, major weaknesses and the areas requiring in-depth study. 

Identification of key controls would also depend on experience of the auditor gained in 

course of audit of similar installations. 

 

Compliance testing of controls in computer systems and programmes is difficult and 

complicated as their operation is automatic, invisible and not fully evidenced (only the 

exceptions are normally evidenced). Detailed manual testing of these controls is rarely cost 

effective, but a possible alternative approach is to use a CAATS. For example, either test 

data or audit software may be used to test a control which is designed to ensure that 

payments exceeding a certain value should not be made. 

 

Audit software can be used to interrogate the whole payments file to identify any payments 

which exceeded the specified value. If no such cases are revealed, the auditor has some, 

assurance in that no such payment was made. This is a negative assurance since it is 

possible that no invalid data was in fact presented to the system (and hence the control was 

never invoked). 

 

However, if the interrogation is applied to the whole year's transactions, it achieves the 

main audit objective in that no excessive payments will have been made in the period. 

 

Even when test packs or interrogation are used, the auditor should examine the procedures 

for dealing with exception or error reports, to ensure that invalid transactions are corrected 

and rein put for processing. 
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D2. Audit Templates for assessing General Controls 
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1. Attribute Integrity & Ethical Values 

A code of conduct and other policies exist 

regarding acceptable business practices, conflicts 

of interest, or expected standards of ethical and 

moral behavior. 

              

Employees clearly understand what behavior is 

acceptable and unacceptable under the 

company's code of conduct and know what to do 

when they encounter improper behavior. 

              

There is an established "tone-at-the-top" 

including explicit guidance about what is right 

and wrong. This tone is communicated and 

practiced by executives and management 

throughout the organization. Executives and 

management continually demonstrate, through 

words and actions, a commitment to high ethical 

standards. 

              

Employees receive and understand the message 

that integrity and ethical values cannot be 

compromised. Employees are aware of what to 

do when they encounter improper behavior. 

              

Management follows ethical guidelines in dealing 

with employees, suppliers, customers, investors, 

creditors, insurers, competitors, regulators and 

auditors. 

              

The importance of high ethics and internal 

controls is discussed with newly hired employees 

through orientations or interviews. 
              

Management removes or reduces incentives or 

temptations that might cause personnel to 

engage in dishonest or unethical acts. 
              

Management monitors departures from 

approved policies and procedures or violations of 

the code of conduct and takes appropriate 

disciplinary action. 

              

Situations involving pressure to meet unrealistic 

targets do not exist or are properly controlled - 

particularly for short-term results. 
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Individual compensation awards are in line with 

the ethical values of the company, and foster an 

appropriate ethical tone (e.g., bonuses are not 

given to those that meet objectives, but in the 

process circumvent established policies, 

procedures or controls). 

              

Codes are comprehensive and address conflicts 

of interest, illegal or other improper payments, 

anti-competitive guidelines and insider trading. 
              

Codes are periodically acknowledged by all 

employees. 
              

If a written code of conduct does not exist, 

management's culture emphasizes the 

importance of integrity and ethical behavior by 

communicating orally in staff meetings, in one-

on-one interface, and by example when dealing 

with day-to-day activities. 

              

Management and/or legal counsel monitors 

changes in significant laws and regulations that 

affect the business, and implements any 

appropriate changes in company policies or 

business practices in a timely manner. 

              

A register and record of complaints is maintained 

regarding significant laws with which the 

company is required to comply within its 

particular industry. 

              

Periodic representation is obtained from 

executives and other employees concerning 

compliance with laws and regulations. 
              

Actual losses arising from violations of laws and 

regulations are regularly identified, measured, 

and reported. 
              

Management provides guidance on the 

situations and frequency with which intervention 

of established controls may be needed. 
              

Management intervention of established 

controls is documented and appropriately 

explained. 
              

Deviations from established policies and 

procedures is investigated and documented. 
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2. Commitment to Competence 

Company personnel have the competence and 

training necessary for their assigned duties. 
              

Personnel are cross-trained to understand other 

functions and the impact of their specific duties 

on other areas of the company. 
              

Management possesses broad functional 

experience (i.e., management comes from 

several functional areas rather than just a few, 

such as production and sales). 

              

Management provides personnel with access to 

training programs on relevant topics. 
              

Formal job descriptions or other means of 

defining tasks that comprise particular jobs exist 

and are effectively used. 
              

Management must specify the level of competence 

needed for particular jobs, and translate the desired 

levels of competence into requisite knowledge and 

skills. 

              

Adequate staffing levels are maintained to effectively 

perform required tasks. Employees have the requisite 

skill levels relative to the size of the entity and nature 

and complexity of activities and systems. 

              

Board committees exist. This independent governing 

body provides oversight for management's activities.               

Existing committees are sufficient in subject matter and 

membership to adequately deal with important issues.               

If an audit committee exists, a charter outlining its 

duties and responsibilities also exists.               

The audit committee meets privately with the chief 

accounting officer, internal auditors and external 

auditors to discuss the reasonableness of the financial 

reporting process, system of internal control, 

significant comments and recommendations, and 

management's performance. 
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The audit committee reviews the scope of 

activities of the internal and external auditors at 

least annually. 
              

A process exists for informing the board of 

significant issues. 
              

Information is communicated to the board in a 

timely manner. 
              

The compensation committee approves all 

management incentive plans tied to 

performance. 
              

The compensation committee, in joint 

consultation with the audit committee, deals 

with compensation and retention issues 

regarding the chief internal auditor. 

              

3. Management's Philosophy & Operating Style 

Management analyzes the risks and potential 

benefits of ventures. 
              

Turnover in management or supervisory 

personnel is monitored and the reasons for 

significant turnover is evaluated. 
              

Senior management maintains contact with and 

consistently emphasizes appropriate behavior to 

operating personnel. 
              

Management exemplifies attitudes and actions 

reflecting a sound control environment and 

commitment to ethical values including financial 

reporting as it relates to appropriate resolution 

of disputes over application of accounting 

treatments. 

              

Management adopts accounting policies that 

best reflect the economic realities of the 

business. 
              

Management has established procedures to 

prevent unauthorized access to, or destruction 

of, documents, records, and assets. 
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4. Organizational Structure 

Executives clearly understand their responsibility 

and authority for business activities and how 

they relate to the entity as a whole. Executives 

should possess the requisite experience and 

levels of knowledge to properly execute their 

positions. 

              

The entity establishes appropriate lines of 

reporting, giving consideration to its size and the 

nature of its activities. 
              

The structure of the entity facilitates the flow of 

information to appropriate people in a timely 

manner, including reliable and timely disclosure 

of material information, monitoring the 

performance of the disclosure infrastructure and 

effective flows of material information to the 

group responsible. The organizational structure 

should not be so simple that it cannot adequately 

monitor the enterprise's activities nor so 

complex that it inhibits the necessary flow of 

information.  

              

Incompatible duties are segregated (e.g., 

separation of accounting for and access to 

assets). 
              

There is an appropriate assignment of 

responsibility and delegation of authority to deal 

with organizational goals and objectives, 

operating functions and regulatory 

requirements. 

              

There is a structure for assigning ownership of 

information including who is authorized to 

initiate or change transactions. 
              

Employees throughout the entity are assigned 

authority and responsibility related to their 

specific job functions. 
              

Job descriptions contain specific references to 

control-related responsibilities. 
              

Employees are empowered, when appropriate, 

to correct problems or implement 

improvements. 
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Responsibility and delegation of authority are 

assigned to deal with organizational goals and 

objectives, operating functions, and regulatory 

requirements, including information systems and 

authorization for changes. 

              

There are policies and procedures for 

authorization and approval of transactions. 
              

The board of directors and/or audit committee 

gives adequate consideration to understanding 

how management identifies, monitors and 

controls business risks affecting the organization 

(i.e., strategic, operational, financial and 

disclosure risk). 

              

5. Human Resources Policies & Procedures 

Management establishes and enforces standards 

for hiring the most qualified individuals, with 

emphasis on educational background, prior work 

experience, past accomplishments, and evidence 

of integrity and ethical behavior. 

              

Screening procedures, including background 

checks, are employed for job applicants, 

particularly for employees with access to assets 

susceptible to misappropriation. 

              

Recruiting practices include formal, in-depth 

employment interviews and informative, 

insightful presentations on the entity's history, 

culture, and operating style. 

              

Training policies communicate prospective roles 

and responsibilities and illustrate expected levels 

of performance and behavior. 
              

Job performance is periodically evaluated and 

reviewed with each employee. 
              

Disciplinary actions send a message that 

violations of expected behavior will not be 

tolerated. 
              

An ongoing education process enables people to 

deal effectively with evolving business 

environments. 
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22.1 An information security policy exists and has been 

approved by an appropriate level of executive 

management.

PO6.3

PO6.5

DS5.2

Yes Preventive No No

22.2 A framework of security standards has been developed 

that supports the objectives of the security policy.

PO8.2

DS5.2 No Preventive No No

22.3 An IT security plan exists that is aligned with overall IT 

strategic plans.

DS5.2
No Preventive No No

22.4 The IT security plan is updated to reflect changes in the 

IT environment as well as security requirements of 

specific systems.

DS5.2

No Preventive No No

22.5 Procedures exist and are followed to authenticate all 

users of the system (both internal and external) to 

support the existence of transactions.

DS5.3

AC Yes Preventive No No

22.6 Procedures exist and are followed to maintain the 

effectiveness of authentication and access mechanisms 

(e.g., regular password changes).

DS5.3

DS5.4 Yes Preventive No No

22.7 Procedures exist and are followed relating to timely 

action for requesting, establishing, issuing, suspending 

and closing user accounts. (Include procedures for 

authenticating transactions originating outside the 

organization.)

DS5.4

Yes Preventive No No

22.8 A control process exists and is followed to periodically 

review and confirm access rights.

DS5.4
Yes Detective No No

22.9 Where appropriate, controls exist so that neither party 

can deny transactions, and controls are implemented to 

provide nonrepudiation of origin or receipt, proof of 

submission, and receipt of transactions.

DS11.6

AC

AC No No No

22.10 Appropriate controls, including firewalls, intrusion 

detection and vulnerability assessments, exist and are 

used to prevent unauthorized access via public 

networks.  

DS5.10

No Preventive No No

22.11 IT security administrator monitors and logs security 

activity in the operating system, application and 

database levels and identified security violations are 

reported to senior management. 

DS5.5

Yes Detective No No

22.12 Controls relating to appropriate segregation of duties 

over requesting and granting access to systems and 

data exist and are followed.

DS5.3

DS5.4 Yes Preventive No No

22.13 Access to facilities is restricted to authorized personnel 

and requires appropriate identification and 

authentication. 

DS12.2

DS12.3 No Preventive No No

Remediation 

Required (Yes / 

No)

Deficiency 

reference

Type of Ctrl 

(Preventive / 

Detective)

Responsibilities

Control Objective—Controls provide reasonable assurance that financial reporting systems and subsystems are appropriately secured to prevent unauthorized use, disclosure, modification, damage or loss of data.

Control Objective
COBIT 

Ref.
Control Activity

Key control 

(Yes/No) Control 

Owner

Monitoring 

Control

Figure 22 - Ensure Systems Security

Frequency                                

(daily, weekly, 

monthly, quarterly, 

yearly, other)

Evidence obtained 

during 

walkthroughs

Designed 

Effectively 

(Yes / No)

Remediation 

Required (Yes 

/ No)

Deficiency 

reference

Operating 

Effectively 

(Yes / No)

D3. IT Templates for assessing an area (Security) on Environment Control based on COBIT 
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23.1 Only authorized software is permitted for use by 

employees using company IT assets.

DS9.2
No Preventive No No

23.2 System infrastructure, including firewalls, routers, 

switches, network operating systems, servers and other 

related devices, is properly configured to prevent 

unauthorized access.

DS5.3

DS5.4

DS5.10
No Preventive No No

23.3 Application software and data storage systems are 

properly configured to provide access based on the 

individual’s demontrated need to view, add, change or 

delete data.

DS5.4

Yes Preventive No No

23.4 IT management has established procedures across the 

organization to protect information systems and 

technology from computer viruses.

DS5.9

No Preventive No No

23.5 Periodic testing and assessment is performed to confirm 

that the software and network infrastructure is 

appropriately configured.

AI3.2

AI3.3 No Preventive No No

Control Objective—Controls provide reasonable assurance that IT components, as they relate to security and processing, are well protected, would prevent any unauthorized changes, and assist in the verification and 

recording of the current configuration.

Figure 23 - Manage the Configuration

D3. IT Templates for assessing an area (Security) on Environment Control based on COBIT (Cont’d) 
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15.1 The organization has a system development life cycle 

(SDLC) methodology, which includes security and 

processing integrity requirements of the organization.

PO8.3

AI2.3

AI2.4

Yes Preventive No No

15.2 The organization’s SDLC policies and procedures consider 

the development and acquisition of new systems and major 

changes to existing systems.

PO6.3

AI2

AI6.2

No Preventive No No

15.3 The SDLC methodology includes requirements that 

information systems be designed to include application 

controls that support complete, accurate, authorized and 

valid transaction processing.

AI.1

AI2.3

AC Yes No No

15.4 The organization has an acquisition and planning process 

that aligns with its overall strategic direction.

PO4.3

AI3.1
No Preventive No No

15.5 To maintain a reliable environment, IT management involves 

users in the design of applications, selection of packaged 

software and the testing thereof.

AI1

AI2.1

AI2.2

AI7.2

Yes Preventive No No

15.6 Post-implementation reviews are performed to verify that 

controls are operating effectively.

AI7.12
No Preventive No No

15.7 The organization acquires/develops application systems 

software in accordance with its acquisition, development and 

planning process

AI2

Yes Preventive No No

16.1 Documented procedures exist and are followed so that 

infrastructure systems, including network devices and 

software, are acquired based on the requirements of the 

financial applications they are intended to support.

AI3

No Preventive No No

17.1 The organization has policies and procedures regarding 

program development, program change, access to programs 

and data, and computer operations, which are periodically 

reviewed, updated and approved by management.

PO6.1

PO6.3

PO8.1

PO8.2

PO8.3

AI6.1

DS13.1

Yes Preventive No No

17.2 The organization develops maintains and operates its 

systems and applications in accordance with its supported, 

documented policies and procedures.

PO6.1

PO6.3

PO8.1

PO8.2

PO8.3

AI6.1

DS13.1

Yes Preventive No No

Control Objective—Controls provide reasonable assurance that application and system software is acquired or developed that effectively supports financial reporting requirements.

Figure 16 - Acquire and Maintain Technology Infrastructure

Control Objective—Controls provide reasonable assurance that technology infrastructure is acquired so that it provides the appropriate platforms to support financial reporting applications.

Figure 17 - Enable Operations

Control Objective—Controls provide reasonable assurance that policies and procedures that define required acquisition and maintenance processes have been developed and are maintained, and that they define the documentation needed to support 

the proper use of the applications and the technological solutions put in place.

Deficiency 

reference
Ctrl owner

Monitoring 

Control

Key control 

(Yes/No)

Type of Ctrl 

(Preventive / 

Detective)

Responsibilities Remediation 

Required (Yes / 

No)

Figure 15 - Acquire and Maintain Application Software

Frequency                                

(daily, weekly, monthly, 

quarterly, yearly, other)

Evidence obtained 

during 

walkthroughs

Designed 

Effectively 

(Yes / No)

Remediation 

Required (Yes 

/ No)

Deficiency 

reference

Operating 

Effectively 

(Yes / No)

Control Objective
COBIT 

Ref.
Control Activity

D4. IT Template for assessing an area (Program Change) on General Control based on COBIT 
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18.1 A testing strategy is developed and followed for all significant 

changes in applications and infrastructure technology, which 

addresses unit, system, integration and user acceptance-

level testing so that deployed systems operate as intended.

AI7.2

AI7.4

AI7.6

AI7.7
Yes Preventive No No

18.2 Load and stress testing is performed according to a test plan 

and established testing standards.

AI7.2
No Preventive No No

18.3 Interfaces with other systems are tested to confirm that data 

transmissions are complete, accurate and valid.

AI7.5

Yes Preventive No No

18.4 The conversion of data is tested between their origin and 

their destination to confirm that the data are complete, 

accurate and valid.

AI7.5

Yes Preventive No No

19.1 Requests for program changes, system changes and 

maintenance (including changes to system software) are 

standardized, logged, approved, documented and subject to 

formal change management procedures.

AI6.1

AI6.2

AI6.4

AI6.5

AI7.3

AI7.8

AI7.9

AI7.10

AI7.11

Yes Preventive No No

19.2 Emergency change requests are documented and subject to 

formal change management procedures.

AI6.3

AI7.10 Yes Preventive No No

19.3 Controls are in place to restrict migration of programs to 

production by authorized individuals only.

AI7.8

Yes Preventive No No

19.4 IT management implements system software that does not 

jeopardize the security of the data and programs being 

stored on the system.

AI6.2

AI7.4

AI7.9
No

Refer to P&C 

19.1 No No

Control Objective—Controls provide reasonable assurance that the systems are appropriately tested and validated prior to being placed into production processes and that associated controls operate as intended and support financial reporting 

requirements.

Figure - 19 - Manage Changes

Control Objective—Controls provide reasonable assurance that system changes of financial reporting significance are authorized and appropriately tested before being moved to production.

Figure 18 - Install and Accredit Solutions and Changes

D4. IT Template for assessing an area (Program Change) on General Control based on COBIT (Cont’d) 
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Auditing results directly 

The concept of a results-oriented approach can apply irrespective of whether the scope 

of the audit is a program, an operation, a system or a control. This type of audit focuses 

on assessing the results achieved in relation to those intended. The audit does not 

initially examine the details of the methods or processes but looks at the outputs or 

outcomes themselves. The approach is particularly appropriate where there are suitable 

criteria available to measure the quality, quantity and cost of the outputs. If the result is 

satisfactory, the risk of there being serious flaws in the design or implementation of the 

activity or process is minimal. Where the auditor finds the result to be unsatisfactory, 

the activity and the control system are examined to the extent necessary to identify the 

specific causes of the problem. The types of problems that may be identified include: 

 services that are not in accord with the program mandate  

 unit costs that exceed departmental standards, or costs of comparable activities 

in other sections of the government or in outside organizations, and  

 goods or services that do not meet standards of quality or quantity. 

 

Where the audit objective is to examine the achievement of program objectives, the 

auditor exercises caution that the audit does not question the merits of political policy. 

The Office has no desire to enter into a political policy debate that is the job of the 

politicians. 

 

Auditing the control systems 

This approach is designed to determine if the organization has adequate control systems 

to provide reasonable assurance that the intended results are achieved. The word 

control is taken in its widest interpretation and embraces all of the elements of 

management that are required to achieve an intended result. The audit is designed to 

carry out analysis, review and testing of the key components of the control system to 

ensure that it is appropriately designed and implemented. If the control system is 

effective, it provides a strong indication that the results will be satisfactory. 

Normally, only high-risk components of the system would be reviewed in depth. 

Controls are chosen for audit on the basis of their significance to the achievement of key 

results. Where major deficiencies are identified, the auditor takes further steps to 

identify the cause of the problem and its effect or potential effect on intended results. 

The approach provides a solid foundation for making recommendations to improve the 

systems and practices and for identifying unnecessary controls. 

 

In both approaches described above, the auditor may examine the actual transactions, 

events, records or documents. The basic methodology is to define the population to be 

tested, select a sample, and then examine the transactions against the standard or 

criteria ; testing is directed toward results whenever possible.  
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Appropriate evidence 

For evidence to be appropriate, the information must be relevant, reliable and valid. 

 Relevance refers to the extent to which the information bears a clear and logical 

relationship to the audit criteria and objectives. If information is not relevant, it 

cannot be evidence.  

 Reliability concerns whether there is a likelihood of coming up with the same 

answers when either the audit test is repeated or information is obtained from 

different sources. This means that a measurement or evidence gathering process 

is more reliable when repeated measures or performances of the process 

produce the same result or a consistent result that is minimally affected by 

measurement errors  

 Validity has to do with whether the information actually is what it purports to be 

in relation to content, origin and timing. An audit rarely involves the 

authentication of documentation/information, nor is the auditor trained as or 

expected to be an expert in such authentication. However, the auditor has to 

consider the validity of the information to be used as audit evidence, for 

example, photocopies, facsimiles, filmed, digitized (scanned) or other electronic 

documents, including consideration of controls over their preparation where 

relevant.  

Sufficient evidence 

The concepts of sufficient (quantity) and appropriate (quality) in relation to evidence are 

interrelated. The quantity of evidence is sufficient if when taken as a whole its weight is 

adequate to provide persuasive support for the contents of the audit report. In 

exercising professional judgment, auditors should ask themselves whether the collective 

weight of the evidence that exists would be enough to persuade a reasonable person 

that the observations and conclusions are valid, and that the recommendations are 

appropriate. Important factors to consider in making these judgments include: 

 the quality of the evidence (its relevance, reliability and validity); 

 the level of materiality (in dollar terms) or the significance of the observation or 

conclusion (in general, the higher the level of significance or materiality, the 

higher the standard that evidence will have to meet); 

 whether an audit level of assurance (high) or a review level of assurance 

(moderate) is required (for example, a higher level of assurance is required for 

evidence to support observations than is required to support contextual 

information included in the report); 

 the risk involved in making an incorrect observation or reaching an invalid 

conclusion (as an example, if any risk of legal action against the auditee results 

from reporting an observation, the standard of evidence demanded will be high); 

and 



 the cost of obtaining additional evidence relative to likely benefits in terms of 

supporting observations and conclusions (as in most things, diminishing returns 

apply in gathering audit evidence -- at some point, incurring the cost of obtaining 

more evidence will not be justified by changes in the persuasiveness of the total 

body of evidence). 

It is often the case in performance audits that important ‘facts’ are not singular but 

instead are made up of a collection of interrelated facts. In reaching a conclusion, the 

auditor has to take into account that the strength of the ‘collection’ may be as 

important as the strength of the individual facts for the assessment of the quality and 

quantity of evidence. 

 

A challenge that auditors frequently face is how to provide sufficient appropriate 

evidence that something does not exist. Not finding something begs the question of 

where and how hard one has looked. In these circumstances it is particularly important 

for auditors to use multiple sources of evidence, that is, to corroborate, and to 

document their approach to looking for the evidence.  

 

In this instance and in others, “clearance” of the audit report by the auditee does not 

replace the need for sufficient appropriate evidence. Such evidence must be on hand 

before the audit report is drafted, so that the report’s observations, conclusions and 

recommendations are evidence-based. The purpose of sending a draft report to the 

auditee is to obtain confirmation (not evidence) that the facts in the report are accurate, 

and that the report presents a fair perspective. 

 

If, despite best efforts, an audit is unable to meet the standard of obtaining sufficient 

appropriate evidence, a limitation exists on its scope. In these circumstances, the 

available evidence and its limitations may be reported, but observations and conclusions 

should not be drawn from the evidence. If the Office decides to report the matter, it 

would be reported as a qualification to the conclusion that a certain part of the subject 

matter can not be evaluated due to lack of evidence. When, in the judgement of the 

Office, a ‘qualification’ is not sufficient due the significance and extent of the limitation 

in the evidence, the audit report will express a denial of conclusion. A denial states that 

a conclusion cannot be made on the subject matter. 

Documentation of evidence 

Performance Audit policies requires the audit team to maintain appropriate 

documentation and files. The documentation of evidence is a vital aspect of 

performance auditing and it should be completed before the transmission draft is 

issued. Good documentation of evidence helps ensure that: 

 an adequate and defensible basis exists for the audit’s observations, conclusions 

and recommendations; 

 the observations, conclusions and recommendations can be explained in 

response to internal or external enquiries  



 an effective link exists between successive audits; and an appropriate basis exists 

for quality control in carrying out an audit and for subsequent third-party 

reviews. 

 

Auditors need to exercise professional judgment in documenting evidence, but a guiding 

principle in exercising this judgment is that the audit files and working papers must 

either include the evidence, or such descriptions of the evidence examined as to allow 

audit team managers and other to examine all of the evidence that supports the audit 

report and to come to the same conclusions as the auditors. In addition to being 

complete, accurate and clear, the files and working papers containing the evidence need 

to be structured in a logical way to provide for ready access to the audit evidence. 

Sources and types of evidence 

There are three broad sources for the information that constitutes audit evidence. 

 Information gathered by the auditors (primary evidence). Information can be 

gathered by the auditors directly by such means as interviews, surveys and direct 

inspection or observation. In these cases the auditors themselves have control 

over the methods employed and the quality of the information gathered. 

However, it must be emphasized that the auditors need the necessary skills and 

experience to apply the methods competently. 

 Information gathered by the auditee (secondary evidence). Auditors can use 

information gathered by the auditee — including the reports of internal audit 

and program evaluation groups, as well as information found in other auditee 

files, databases, reports and documents. Auditors should determine the quality 

of this information by evaluation and corroboration as well as by tests of the 

effectiveness of the auditee’s internal controls over the quality of the 

information. Auditors can reduce tests of information quality if they find that the 

auditee’s internal controls are effective. 

 Information gathered by third parties (secondary evidence). Audit evidence can 

also include information gathered by third parties. In some cases this 

information may have been audited by others, or the auditors may be able to 

audit the information themselves. In some cases thirdparty information cannot 

be audited, but its quality will be known. In still other cases, establishing the 

quality of thirdparty information may be impractical or impossible. The extent to 

which third-party information can be used as evidence will depend on the extent 

to which its quality can be established. 
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670. Impacts of Performance Auditing 

Measuring the impact of each performance audit is an important part of the process. 

This ensures that auditors take account of the need to promote improvements in 



performance amongst the audited entities. It should also be part of the follow-up work 

to identify the extent to which audited bodies have implemented improvements. 

Impacts arising from performance reviews include the following: 

 Financial savings 

 Identified waste 

 Quantified non-financial savings 

 Qualitative improvements 

Economy 

 reduction in costs through better contracting, bulk buying, etc; 

 reduction in costs through economies on usage of personnel or other resources; 

 introduction of charges where none were previously imposed, or revision of 

charges; 

 rationalisation of facilities; 

Efficiency 

 greater outputs from same inputs; 

 remedying duplication of effort or lack of coordination; 

Effectiveness 

 better identification/justification of need; 

 clarifying objectives and policies; 

 introducing better sub-objectives and targets; 

 better achievement of objectives by changing the nature of outputs or improved 

targeting; 

Improved quality of service 

 shorter waiting lists; 

 reduced response times; 

 fairer distribution of benefits; 

 better access to information; 

 wider range of services and greater choice; 

 helping the public, clients, industry, etc; 

 improved equity in access to programs; 

Improved planning, control and management 

 introduction/improvements to corporate planning; 



 clearer definitions of priorities and better-defined targets; 

 better-targeted incentives; 

 better control and management of human resources, assets, projects and 

resources; 

 tighter controls against fraud; 

 improved financial accounting systems; 

 better financial management information; 

 better computer security; 

Improved accountability 

 improved visibility of procedures and outputs; 

 improved accountability for expenditure to the legislature and to the public 

sector; 

 improved forms of account, including commercial formats; 

 improved external control and monitoring by departments; 

 better and/or more accurate performance indicators; 

 better comparison between similar agencies; 

 greater information on sectoral performance; and 

 clearer and more informative presentation of information. 
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B10. Revenue Sharing Audit 

1.  Main Activities Involved 

This audit programme covers the Local Government compliance with the statutory 

revenue sharing arrangements. 

2.  Control Objective 

To ensure that all revenue income collected is shared between participating Local 

Governments in accordance with the Law. 

3.  Risks 

(a)  Non disclosure of actual revenue collected 

(b)  Non compliance with the laws 

4.  Records Required at Audit 



The following records should be requested at the start of the audit: 

 

(a)  Council Minutes; 

(b)  Revenue collection records; 

(c)  Revenue Accounts 

(d)  Revenue Collection Bank Statements; and 

(e)  Financial Statements 

5.  Sampling to be Used 

From the audited Revenue Accounts and revenue collection records of the Local 

Government, undertake a 100% sample of transfers between the Entities under audit. 

6. Estimated Time Budgets 

Time Allocated Actual Time Spent Variance 
Explanation of the 

variance 

    

7.  Audit Programme - Revenue Sharing Audit 

For the selected sample conduct the following checks: 

 

Ref Audit Programme Tasks 

 Contracts 

1. Obtain the schedule showing the calculation of the revenue share, and check all 

the arithmetic on the schedule. 

2. Check the amount of Total Revenue Collected on the schedule agrees with the 

Entity’s local revenue collection records. 

3. Check that the correct sharing formula has been applied to the total revenue, in 

favour of its higher and lower LGs. 

4. Check that the corresponding payment voucher has been compiled, checked and 

approved. 

5. Make a record to subsequently check that the cheque [or bank transfer 

instruction] has been receipted and deposited by the beneficiary LG. 
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