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codification of international law; and to study juridical problems related to the integration of the 
developing countries of the Hemisphere and, insofar as may appear desirable, the possibility of 
attaining uniformity in their legislation.

Article 100

 The Inter-American Juridical Committee shall undertake the studies and preparatory 
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Article 103
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universities, institutes, and other teaching centers, as well as with national and international 
committees and entities devoted to study, research, teaching, or dissemination of information 
on juridical matters of international interest.

Article 104

 The Inter-American Juridical Committee shall draft its statutes, which shall be submitted 
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The Department of International Law of the Secretariat for Legal Affairs of the 
Organization of American States (OAS) is pleased to present this publication 
that makes available to the public the Updated Principles on Privacy and the 
Protection of Personal Data adopted by the Inter-American Juridical Commit-
tee (CJI) and approved by the OAS General Assembly in 20211.

These 13 Principles reflect the different approaches that prevail in the Mem-
ber States on the core issues of the protection of personal data, including 
consent, the purposes and means for the collection and processing of such 
data, the cross-border flow and security of personal data, special protection 
for sensitive data, and the exercise of the rights of access, rectification, erasure, 
opposition and portability.

As an additional tool, this publication includes annotations that explain, ex-
emplify and elaborate on the concepts that constitute the substance of each 
of the Updated Principles.

The approval of the Updated Principles fulfills a mandate conferred on the CJI 
in June 2018 by the highest body of the OAS, the General Assembly, consisting 
of “updating the Principles on Protection of Personal Data, bearing in mind how 

1 AG/RES PENDING
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such data have evolved.” Thus, considering that the Principles on Privacy and 
Data Protection in the Americas had originally been adopted by the CJI in 2012, 
this body, under the rapporteurship of Dr. Mariana Salazar Albornoz, and with 
the support of the Department of International Law as Technical Secretariat, 
was tasked with conducting a broad consultation process on specific topics 
that should be strengthened, revised or adapted to the technological and 
regulatory developments in the processing and protection of personal data.

OAS Member States participated in this process along with social actors 
such as the International Committee of the Red Cross, the Inter-American 
Commission of Women and the Ibero-American Data Protection Network, 
all of them providing valuable inputs and perspectives that have been in-
corporated into the work presented here. Additionally, the Rapporteur took 
into account international instruments on the protection of personal data 
that enshrine the latest developments in the field, seeking their full syntony 
with the Updated Principles.

As an instrument of Inter-American soft law, the Updated Principles, aim to 
serve the Member States as a point of reference for the strengthening of 
their respective legal frameworks in this area, and to guide the collective 
development of the region towards a harmonious and effective protection 
of personal data. 

Dante Negro
Director, Department of International Law
Technical Secretariat of the Inter-American Juridical Committee

Part I
The Principles
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First 
Principle

Lawful Purposes and Loyalty

Personal data should be collected only for lawful 
purposes and by loyal and lawful means.

Third 
Principle

 

Relevance and Necessity

Personal data should only be that which is appro-
priate, relevant, and limited to the minimum nec-
essary for the specific purposes of its collection and 
ulterior processing. 

Second 
Principle

 

Transparency and Consent 

The identity and contact information of the data 
controller, the specific purposes for the processing 
of personal data, the legal basis that legitimizes said 
processing, the recipients or categories of recipients 
to whom the personal data will be disclosed, as well 
as the information to be transmitted, and the rights 
that the data subject will have regarding personal 
data to be collected should be specified at or be-
fore the time the data is collected. When processing 
is based on consent, personal data should only be 
collected with the prior, unequivocal, freely given 
and informed consent of the person to whom said 
data refers. 

Fourth 
Principle

 

Limited Processing and Retention  

Personal data should be processed and retained 
only in a lawful manner not incompatible with the 
purposes for which it was collected. Its retention 
should not exceed the time needed for said purpos-
es and be in accordance with relevant domestic law. 

Fifth 
Principle

 

Confidentiality

Personal data should not be disclosed, made avail-
able to third parties, or used for purposes other 
than those for which it was collected except with 
the consent of the concerned individual or under 
the authority of law.

Sixth 
Principle

 

Security of Data

The confidentiality, integrity and availability of per-
sonal data should be protected by reasonable and 
appropriate technical, administrative or organiza-
tional security safeguards against unauthorized or 
unlawful processing, including access, loss, destruc-
tion, damage or disclosure, even when accidental. 
Such safeguards should be permanently audited 
and updated.
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Eighth 
Principle

 

Access, Rectification, Erasure, 
Objection and Portability  

Reasonable, swift, simple and effective methods 
should be available to allow individuals whose per-
sonal data has been collected to request access, rec-
tification, and erasure of their personal data, as well 
as the right to object to its processing and, where 
applicable, the right to data portability thereof. As a 
general rule, the exercise of such rights should be 
free of charge. Should it be necessary to curtail the 
scope of these rights, the specific grounds for any 
such restrictions should be specified in domestic 
law and be in accordance with applicable interna-
tional standards.

Ninth 
Principle

 

Sensitive Personal Data

Some types of personal data, given its sensitivity 
in particular contexts, are especially likely to cause 
material harm to individuals if misused. The catego-
ries of such data as well as the scope of its protec-
tion should be clearly identified in national law and 
rules. Data controllers should adopt reinforced pri-
vacy and security measures that are commensurate 
with the sensitivity of the Data and its capacity to 
harm the data subjects.

Tenth 
Principle

 

Accountability 

Data controllers and processors should adopt and 
implement appropriate and effective technical and 
organizational measures to ensure and to be able to 
demonstrate that processing is performed in accor-
dance with these Principles. Such measures should 
be audited and updated periodically. The data con-
troller or processor and, where applicable, their rep-
resentatives, should cooperate, on request, with the 
data processing authorities in the performance of 
their tasks. 

Eleventh 
Principle

 

Trans-Border Flow of Data and 
Accountability 

Recognizing its value for economic and social de-
velopment, Member States should cooperate with 
one another to facilitate the trans-border flow of 
personal data to other States when the latter con-
fer an appropriate level of protection to the data 
pursuant to these Principles. Member States should 
further cooperate in developing mechanisms and 
procedures that ensure that data controllers and 
processors operating in more than one jurisdiction, 
or transmitting data to a jurisdiction other than 
their own, can guarantee and be effectively held 
accountable for their adherence to these Principles.

Seventh 
Principle

 

Accuracy of Data

Personal data should be kept accurate, complete 
and up-to-date to the extent necessary for the pur-
poses for which it was processed, in such a way that 
its veracity is not affected.
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Part II
The Annotations

A. Introduction, Pg 19
B. Updated Annotated 

Principles, Pg 27

Thirteenth 
Principle

 

Data Protection Authorities 

Member States should establish independent and 
sufficiently funded supervisory bodies, in accor-
dance with each State’s constitutional, organiza-
tional and administrative structure, to monitor and 
promote the protection of personal data in consis-
tency with these Principles. Member States should 
promote cooperation among said bodies.

Twelfth 
Principle

 

Exceptions 

Any exception to whichever one of these Principles 
should be provided for expressly and specifically in 
domestic law, be made known to the public, and be 
limited to reasons relating to national sovereignty, 
national security, public security, protection of pub-
lic health, the fight against criminality, regulatory 
compliance or other public order policies, or public 
interest.
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The purpose of updating the “Principles on Privacy and Personal Data 
Protection (with annotations)” adopted by the Inter American Juridical Com-
mittee (CJI) in 2015 is to contribute to the development of a current frame-
work for safeguarding the rights of the individual to Personal Data protection 
and informational self-determination in the countries of the Americas. This 
update to the Principles is based on internationally recognized norms and 
standards, as these have evolved up until 2020. They are intended to support 
Member States’ efforts to protect individuals from wrongful or unnecessary 
collection, use, retention and disclosure of Personal Data.

The following elaboration of the Principles is intended to provide a 
guide to orient the reflection within each OAS Member State on the status 
of its normative framework regarding this subject as well as, when applica-
ble, the efforts towards its strengthening.

Each Member State should decide how best to take these Principles 
into account within its domestic legal system. Whether by means of leg-
islation, regulations or other mechanisms, Member States should establish 
effective rules for Personal Data protection that give effect to the individual’s 
right to privacy and demonstrate respect for their Personal Data, while at the 
same time safeguarding that the individual may benefit from the free flow of 
information and access to the digital economy.

Introduction
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These Principles aim to provide the basic elements of effective pro-
tection. States may provide additional mechanisms to ensure the privacy 
and protection of Personal Data while taking into account the legitimate 
functions and purposes for which Personal Data is Processed and used for 
the benefit of individuals. Overall, the Principles reflect the importance of 
effectiveness, reasonableness, proportionality and flexibility as guiding ele-
ments. 

Scope 

These Principles apply to both the public and private sectors – that is, 
to Personal Data generated, collected or administered by government en-
tities as well as to Data gathered and processed by private entities.1 They 
apply to Personal Data contained in any physical or digital support.

These Principles do not apply to Personal Data used by an individual 
exclusively in the context of his or her private, family or domestic life. Neither 
do they apply to anonymous information, meaning Data unrelated to an 
identified or identifiable natural person, as well as Personal Data that has 
been pseudonymized or undergone an Anonymization process in such a 
way that the subject cannot be identified or reidentified (cf. definition of 
‘Anonymization’, infra).

The Principles are interrelated and should be interpreted together 
as a whole, with a cross-cutting gender and human rights perspective that 
identifies the differentiated impacts of Data Processing and makes them 
visible to allow for Data Controllers and Processors to take the necessary 
measures to mitigate these disparities and prevent said Processing from un-
dermining the dignity and privacy of persons facing situations of particular 
vulnerability. 

1  Regarding the specific right of individuals to access public information, see the Model Inter-American Law on
Access to Public Information, adopted by the OAS General Assembly on June 8, 2010 in AG/RES. 2607 (XL-O/10), 
which incorporates the principles outlined by the Inter-American Court on Human Rights in Claude Reyes v. Chile, 
Judgment of Sept. 19, 2006 (Series C No. 151), as well as the Principles on Access to Information adopted by the 
Inter-American Juridical Committee in CJI/RES. 147 (LXXIII-O/08). 

The Concept of Privacy 

The concept of privacy is well-established in international law. It rests 
on the fundamental concepts of personal honor and dignity as well as free-
dom of speech, thought, opinion and association, recognized by all the ma-
jor human rights systems of the world.

Within the Americas, these concepts are clearly established in Article 
V of the American Declaration of the Rights and Duties of Man (1948) as well 
as Articles 11 and 13 of the American Convention on Human Rights (“Pact 
of San Jose”) (1969). (Annex A.), and the Inter-American Convention for the 
Prevention, Punishment, and Eradication of Violence against Women, (“Con-
vention of Belém do Pará”) (1994). Similarly, the the Inter-American Court of 
Human Rights2 has upheld the right to privacy.

In addition, the constitutions and fundamental laws of many OAS 
Member States guarantee respect and protection for Personal Data as dis-
tinct and complementary to the rights of privacy, personal dignity and fam-
ily honor, the inviolability of home and private communications and related 
concepts. Almost all OAS Member States have adopted some form of legis-
lation regarding privacy and Data protection (although their provisions vary 
in approach, scope and content). Consistent with these fundamental rights, 
the OAS Principles reflect the concepts of informational self-determination, 
freedom from arbitrary restrictions on access to personal Data, and protec-
tion of privacy, identity, dignity and reputation.

At the same time, as recognized in all legal systems, the right to priva-
cy is not absolute and can be restricted by reasonable limitations related to 
the safeguard of the other fundamental rights, such as freedom of expres-
sion and access to public information, or to public interest. 

2  “[T]he sphere of privacy is characterized by being exempt and immune from abusive and arbitrary invasion by 
third parties or public authorities.” Case of the Ituango Massacres v. Colombia, Judgment of July 1, 2006 (para. 149), 
available at http://www.corteidh.or.cr/docs/casos/articulos/seriec_148_ing.pdf. 



Introduction      23 22      Part II

The Concept of Free Flow of Information 

The fundamental principles of freedom of expression and association, 
and the free flow of information, are recognized in all the major human rights 
systems of the world, including within the Inter-American System, for exam-
ple in Article IV of the American Declaration of the Rights and Duties of Man 
(1948) as well as Article 13 of the American Convention. (Appendix A). These 
essential civil and political rights are reflected throughout our hemisphere 
in the constitutions and fundamental laws of every OAS Member States (al-
though, again, their provisions vary in approach, scope and content). They 
are central to the promotion of democracy and democratic institutions.

In the Americas region, access to public information and particularly 
access to digitality have been singularly unequal and have created a wide-
ly documented digital gap, among others, by reason of gender. In a peo-
ple-centered and development-oriented “information society,” protecting 
the right of individuals to access, use and share information and knowledge 
can enable individuals, communities and peoples to achieve their full poten-
tial, to promote sustainable development, and to improve the overall quality 
of life, consistent with the purposes and principles of the OAS Charter and 
our regional human rights instruments. 

Definitions

 Anonymization  

As used in these Principles, the term “Anonymization” refers to the 
adoption of measures of any nature aimed at preventing the identification 
or reidentification of a natural person without disproportionate effort.

 Data Controller  

As used in these Principles, the term “Data Controller” refers to the 
natural or legal person, private entity, public authority or other body or or-
ganization or service that, (by itself or jointly with others) is responsible for 
the Processing and protection of the Personal Data in question. Said persons 
decide the content, purpose and use of Personal Data.

 Data Processor  

As used in these Principles, the term “Data Processor” refers to the nat-
ural or legal person, private entity or public authority, separate from the Data 
Controller’s organization, which provides Personal Data Processing services.

 Data Processing  

As used in these Principles, the term “Data Processing” is used broad-
ly and includes any operation or set of operations performed on Personal 
Data, including, but not limited to collection, access, organization, adapta-
tion, structuring, recording, storage, alteration, consultation, disclosure or 
transfer.

 Data Protection Authority  

As used in these Principles, the term “Data Protection Authority” refers 
to the supervisory authorities established in Member States, empowered 
with setting and enforcing the laws, regulations and requirements relating 
to the protection of personal Data, either at the national, regional or munic-
ipal level and in accordance with each State’s constitutional, organizational 
and administrative structure.

 Data Subject  

As used in these Principles, this term refers to the individual whose 
Personal Data is being collected, processed, stored, used or disseminated.

 Personal Data  

As used in these Principles, the term “Personal Data” includes informa-
tion that identifies, or can be reasonably be used to identify, a natural person, 
whether directly or indirectly, in particular by reference to an identification 
number, location Data, an online identifier or to one or more factors specific 
to his or her physical, physiological, genetic, mental, economic, cultural or 
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social identity. It includes information expressed in a numerical, alphabetical, 
graphic, photographic, alpha-numerical, audio, electronic, visual or any oth-
er manner. The term does not include information that does not identify (or 
cannot reasonably be used to identify) a particular individual.

The Principles intentionally use the term “Data” broadly in an effort to 
provide the broadest protection to the rights of the individuals concerned, 
without regard to the particular form in which the Data is collected, stored, 
retrieved, used or disseminated. The Principles generally avoid using “person-
al information” since that term might be construed by itself not to include 
specific “Data” such as factual items or electronically-stored “bits” or digital 
records. Similarly, the term “Data” might be construed not to include com-
pilations of facts that taken together allow conclusions to be drawn about 
the particular individual(s). To illustrate, details about the height, weight, 
hair color and date of birth of two individuals might be “Data” which, when 
compared, might reveal the “information” that they are brother and sister or 
perhaps identical twins. To promote the greatest protection of privacy, these 
Principles would apply in both situations and would not permit a Data Con-
troller to make such distinctions.

Examples of Personal Data include identifiers such as real name, alias, 
postal address, unique personal identifier, online identifier, internet proto-
col address, email address, account name, social security number, driver’s 
license number, passport number or other similar identifiers, or commercial 
information, biometric information, internet or other electronic network ac-
tivity information (such as browsing history, search history and information 
regarding a Data Subject’s interaction with an internet website, application, 
or advertisement, geolocation Data, audio, electronic, visual, thermal, olfac-
tory or similar information, professional or employment-related information, 
educational information and inferences drawn from the above to create a 
profile about the Data subject’s preferences, characteristics, psychological 
trends, predispositions, behavior, attitudes, intelligence, abilities and apti-
tudes, among others.

For purposes of these Principles, only individuals (natural persons) 
have privacy interests -- not the devices, computers or systems by which 
they interact. Neither do the organizations or other legal entities with which 

they deal. Minors (individuals below the age of adulthood) also have legiti-
mate privacy interests which should be recognized and effectively protect-
ed by national law.

 Sensitive Personal Data  

The term “Sensitive Personal Data” refers to a narrower category that 
includes Data affecting the most intimate aspects of natural persons. De-
pending on the specific cultural, social or political context, this category 
might, for example, include Data related to an individual’s personal health, 
sex life or sexual preferences, religious, philosophical or moral beliefs, trade 
union membership, genetic Data, biometric Data for the purpose of unique-
ly identifying a natural person, political opinions, racial or ethnic origin, fi-
nancial account information, official documents, information collected from 
children or personal geolocation In certain circumstances, this Data might 
be considered worthy of special protection because, if mishandled or im-
properly disclosed, it could lead to serious harm to the individual or to un-
lawful or arbitrary discrimination.

The Principles recognize that the sensitivity of Personal Data can be 
culture-specific, that it can change over time, and that the risks of actual 
harm to a person resulting from disclosure of such Data can be negligible in 
one particular situation and life-threatening in another. 
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First
Principle

Updated 
Annotated 
Principles 

First Principle
Lawful Purposes and Loyalty
Personal data should be collected only for lawful purposes and by 
loyal and lawful means.

This Principle addresses two elements: (i) the “lawful purposes” for 
which Personal Data is initially collected and (ii) the “loyal and lawful means” 
by which that Data is initially collected.

The premise is that many if not most intrusions on the rights of indi-
viduals can be avoided if respect is given to the related concepts of lawful-
ness and loyalty at the outset, when Data is initially collected. These Princi-
ples of course apply and should be respected throughout all stages of its 
Processing, (namely the process of gathering, compiling, storing, using, dis-
closing and disposing of Personal Data), not just at the point of collection. 
Yet they are more likely to be honored and respected if they are emphasized 
and respected from the very beginning.

Lawful Purposes

The requirement of lawfulness in the purpose for which Personal Data 
is processed, is a fundamental norm, deeply rooted in basic democratic val-
ues and the rule of law. In principle, the collection of Personal Data should 
be limited and undertaken on the basis of the individual’s knowledge or 
consent. Data should not be collected about individuals except in situations, 
and by methods, permitted or authorized by law and (as a general rule) dis-
closed to those concerned at the time of collection.
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Member States should, therefore, include in their national legislations 
specific provisions on the lawful purposes of Personal Data Processing. As a 
general rule, these could include cases when: (a) the Data subject has given 
consent to the Processing of his or her Personal Data for one or more specific 
purposes; (b) Processing is necessary for the performance of a contract to 
which the Data subject is a party or in order to take steps at the request of 
the Data subject prior to entering into a contract; (c) Processing is necessary 
for the compliance with a legal obligation to which the Data Controller is 
subject; (d) Processing is necessary to protect the vital interests of the Data 
subject or of another natural person; (e) Processing is necessary for the per-
formance of a task carried out in the public interest or in the exercise of 
official authority vested in the Controller; (f ) Processing is necessary for the 
purposes of the legitimate interests pursued by the Controller; (g) Process-
ing is necessary for compliance with a judicial order, resolution or mandate 
from a competent public authority; and (h) Processing is necessary for the 
recognition or defense of the rights of the Data subject before a competent 
public authority.

The requirement of lawfulness embraces the notion of legitimacy and 
excludes the arbitrary and capricious Processing of personal Data. It implies 
transparency and a legal structure that is accessible to the person whose 
Data is being collected.

In most contexts, the lawfulness requirement can be respected if the 
Data collector or Processor informs the Data subject about the legal basis 
on which the Data is being requested at the time of collection (e.g., “your 
personal identification number is requested pursuant to the National Regis-
tration Law of 2004” or “Ministry of Economy Directive 33-25,” etc.).

In other situations, a different explanation may be required, such as 
“This information is required in order to guarantee that the refund of money 
is sent to the correct address of the claimant.…” In such cases, the purposes 
for which the Data is collected should be stated clearly so that the individual 
is able to understand how the Data will be collected, used or disclosed.

Loyal and Lawful Means

This Principle also requires that the means by which the Personal Data 
is collected should be both “loyal and lawful.” Personal Data is collected by 
loyal and lawful means when the collection is consistent with both the ap-
plicable legal requirements and the reasonable expectations of individuals 
based on their relationship with the Data Controller or other entity collect-
ing the Data and the notice(s) provided to individuals at the time their Data 
is collected.

This Principle excludes obtaining Personal Data by means of fraud, 
deception or under false pretenses. It would be violated, for example, when 
an organization misrepresents itself as another entity in telemarketing calls, 
print advertising, or email in order to deceive subjects and induce them to 
disclose their credit card numbers, bank account Data or other sensitive per-
sonal information.

“Loyalty” is contextual and depends on the circumstances. It requires, 
among other things, that individuals should be provided appropriate choic-
es about how and when they provide Personal Data to Controllers when 
collection would not be reasonably expected given their relationships with 
the Data collector or Processor and the notice(s) they were provided at the 
time their Data was collected. The choices provided to individuals should 
not interfere with the efforts and obligations of Data Controllers to promote 
safety, security, and legal compliance, or otherwise prevent them from en-
gaging in commonly accepted practices regarding the collection and use of 
personal Data.

In implementing these Principles, Member States may decide to con-
tain a separate “loyalty” requirement that is distinct from the issue of decep-
tion in order to avoid Processing of Personal Data that may results in unfair 
or arbitrary discrimination against the Data Subjects.
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Second Principle
Transparency and Consent
The identity and contact information of the data controller, the spe-
cific purposes for the processing of personal data, the legal basis that 
legitimizes said processing, the recipients or categories of recipients to 
whom the personal data will be disclosed, as well as the information to 
be transmitted, and the rights that the data subject will have regarding 
personal data to be collected, should be specified at or before the time 
the data is collected. When processing is based on consent, personal 
data should only be collected with the prior, unequivocal, freely given 
and informed consent of the person to whom said data refers.

This Principle also focuses on the collection of Personal Data as the first 
step of its Processing. It rests on the concept of “informational self-determina-
tion” and in particular on two basic concepts which are widely recognized in-
ternationally: the “transparency” principle and the “consent” principle. Together, 
they require that (i) the categories of Personal Data to be processed, the pur-
poses for which Personal Data is collected and shall be processed, as well as 
the recipients or categories of recipient to whom the Personal Data will be dis-
closed, and the rights that the Data subject will have regarding Personal Data 
to be processed should be specified generally not later than the point at which 
collection begins, and (ii) when Processing is based on consent, Personal Data 
should only be collected with the clear consent of the individual concerned.

Transparency

Prior to or at the moment the Personal Data is collected, the following 
should be clearly specified: i) the identity and contact information of the Data 
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Consent should reflect the preference and informed decision by the 
individual concerned. Clearly, consent obtained under duress or on the basis 
of misrepresentations or even incomplete or misleading information cannot 
satisfy the conditions for legitimate collection or Processing.

Data sharing and retransmission among Data Controllers present 
some difficult issues. An individual’s consent to the initial collection of Per-
sonal Data does not automatically authorize the sharing (or retransmission) 
of that Data with other Data Controllers or Data Processors. Individuals 
should be informed about, and given appropriate opportunities to consent 
to, such additional sharing.

Context

The consent requirement should be interpreted reasonably in the 
rapidly evolving technological environment in which Personal Data is pro-
cessed today. The nature of consent may differ depending on the specific 
circumstances. These Principles recognize that in some situations, “knowl-
edge” may be the appropriate standard where Personal Data Processing and 
disclosure satisfy legitimate interests. Implicit consent may be appropriate 
when the Personal Data in question is not sensitive and when information 
about the purpose and method of collection is provided in a reasonable way 
so that the requirements of transparency are satisfied.

For example, an individual’s consent to the collection of some Per-
sonal Data may reasonably be inferred from previous interactions with (and 
notices provided by) Data Controllers and when collection is consistent with 
the context of the transaction for which Data was originally collected. It may 
also be inferred from commonly accepted practices regarding the collection 
and use of Personal Data or the legal obligations of Data Controllers.

As mentioned above, in some limited situations, non-consensual col-
lection of some Personal Data may be authorized when the Controller has 
an alternative legal basis provided by domestic or international law. In such 
instances, the party seeking to collect and process the Data should show 
that it has a clear need to do so in order to protect its legitimate interests or 
for those of a third party to whom the Data may be disclosed. It should also 

Controller; ii) the purposes of the Processing; iii) the legal basis for said Pro-
cessing; iv) the recipients or categories of recipients to whom the Data will 
be disclosed; v) the information to be disclosed; vi) the existence, form and 
mechanisms or procedures through which the Data Subjects may exercise 
their rights to access, rectification, cancellation, opposition and portability.

Furthermore, individuals should be informed about the practices and 
policies of the entities or persons collecting the Personal Data in order to be 
able to make an informed decision about providing that Data. Without clari-
ty, the individual’s agreement to collection cannot be meaningful.

The information should be provided to the Data Subject in a concise, 
transparent, intelligible and easily accessible form, using clear and plain lan-
guage, in particular for any information addressed specifically to children.

Consent

As a rule, the individual should be able to consent freely to the col-
lection of Personal Data in the manner and for the purposes intended. The 
individual’s consent should therefore be based on sufficient information and 
be clear, that is, leaving no doubt or ambiguity about the individual’s intent. 
For consent to be valid, the individual should have sufficient information 
about the specific details of the Data to be collected, how it is to be collect-
ed, the purposes of the Processing, and any disclosures that may be made. 
The individual should have the ability to exercise a real choice and there 
should be no risk of deception, intimidation, coercion or significant negative 
consequences to the individual from refusal to consent.

The method for obtaining consent should be appropriate to the age 
and capacity of the individual concerned (if known) and to the particular 
circumstances of the case. When obtaining the consent of children, the Data 
Controller should obtain authorization from the guardian or person in loco 
parentis, as set forth in the representation rules laid down in the internal law 
of the States, or should, if applicable, request authorization directly from the 
minor, should the domestic law of each State establish a minimum age for 
granting this directly and with no representation whatsoever from a guard-
ian or person in loco parentis.
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demonstrate that the legitimate interests of the party seeking disclosure are 
balanced against the interests of the Data Subject concerned.

In some situations, and more specifically in the framework of human-
itarian action, obtaining consent might prove very difficult and therefore, it 
may be necessary and legitimate to rely on other legal basis, such as public 
interest or the vital interest of the Data Subject. The possibility of relying 
on public interest grounds is particularly important for humanitarian orga-
nizations, which, due to the nature of their activities and the emergency 
situations in which they usually operate, may find it difficult to fulfil the basic 
conditions of valid consent, particularly that it is informed and freely given. 
This may be the case, for example, where consenting to the processing of 
Personal Data is a precondition to receiving assistance or where it may be 
necessary to collect the data of a missing person. In these cases, humanitar-
ian organizations should clearly substantiate and motivate their collection.

The “legitimate interests” condition will not be met if the Processing 
will have a prejudicial effect on the rights and freedoms, or other legitimate 
interests, of the Data Subject. Where there is a serious mismatch between 
competing interests, the subject’s legitimate interests should come first. The 
collecting and Processing of Data under the legitimate interests condition 
should be fair and lawful and should comply with all the Data protection 
principles.

Sensitive Personal Data should only be processed without the individ-
ual’s explicit consent where it is clearly in the substantial public interest (as 
authorized by law) or in the vital interests of the Data Subject (for instance, 
in a life-threatening emergency).

Timing

As a general rule, an individual should be informed of the purposes for 
Processing at the time the Data is collected, and his or her consent should 
be obtained at that point. In most cases, consent will last for as long as the 
Processing to which it relates continues. In some instances, the subsequent 
collection of additional Data may reasonably be based on the individual’s 

prior consent to the initial collection, unless the purposes for the subse-
quent Processing of the Data are different than those originally accepted by 
the Data Subject.

The Data Subject should be entitled to expressly withdraw his/her 
consent at any time, for which purpose the Controller should establish sim-
ple, swift, effective and no-cost mechanisms. In general, withdrawal of con-
sent does not affect the lawfulness of Processing based on consent before 
its withdrawal, provided that said withdrawal is not motivated by the Data 
Subject’s intent to elude a legal or contractual responsibility, or incur any in 
any other unlawful or fraudulent conduct.
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Third Principle
Relevance and Necessity
Personal data should only be that which is appropriate, relevant and 
limited to the minimum necessary for the specific purposes of its 
collection and ulterior processing. 

Relevancy and necessity are critical concepts in respect of Data pro-
tection and personal privacy. Of course, their requirements should be as-
sessed in relation to the specific context in which the Personal Data is col-
lected and eventually processed. Contextual considerations include what 
particular Data is collected and the purposes for which that Data is collected. 

Relevance

The requirement that Data be “relevant” means that it should be rea-
sonably related to the purposes for which it was collected and is intended to 
be used. For instance, Data concerning opinions may easily be misleading if 
they are used for purposes to which they bear no relation.

Necessity and Proportionality

As a general rule, Data Processors should only use Personal Data in 
ways commensurate with the stated purposes for its collection; for example 
when necessary to provide the service or product that was requested by the 
individual. Moreover, Data collectors and Processors should follow a “limita-
tion” or “minimization” criterion, according to which they should make a rea-
sonable effort to ensure that the Personal Data handled correspond to the 
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minimum required for the stated purpose. In some legal systems the con-
cept of “proportionality” is used to refer generally to the balancing of com-
peting values. Proportionality requires decision-makers to evaluate whether 
a measure has gone beyond what is required to attain a legitimate goal and 
whether its claimed benefits will exceed the anticipated costs.

In the context of public sector Data Processing, the idea of necessity 
is sometimes measured by proportionality, for example to require balancing 
(i) the public interest in Processing the Personal Data against (ii) protection 
of the individuals’ privacy interests.

Under these Principles, the concepts of “necessity” and “proportional-
ity” place general limitations on use, meaning that Personal Data should be 
used only to fulfill the purposes of collection except with the consent of the 
individual whose Personal Data is collected or when necessary to provide a 
service or product requested by the individual.

The Principles recognize, however, that the field of Data Processing is 
continually evolving technologically. In consequence, this Principle should 
be understood to embrace a measure of reasonable flexibility and adapt-
ability.
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Fourth Principle
Limited Processing and Retention 
Personal data should be processed and retained only in a lawful man-
ner not incompatible with the purposes for which it was collected. Its 
retention should not exceed the time needed for said purposes and 
be in accordance with relevant domestic law. 

This Principle sets forth two fundamental premises regarding the Pro-
cessing and retention of Personal Data: (1) it should be processed and kept 
only in a lawful manner not incompatible with the purpose for which they 
were collected (sometimes referred to as the “principle of purpose” or “pur-
pose limitation”) and (2) it should not be retained longer than necessary for 
that purpose and in accordance with relevant domestic law.

Limited Processing

Regarding the first premise, Personal Data should be processed for 
particular, specified, explicit and legitimate purposes. Processing and reten-
tion of Personal Data should be consistent with individuals’ reasonable ex-
pectations, their relationship with the Data Controller collecting the Data 
and the notice(s) provided by the Data Controller.

Personal Data should not be processed or kept for purposes other 
than those compatible with those for which it was collected, except with 
the knowledge or consent of the Data Subject or by the authority of law. The 
concept of “incompatibility” includes a certain measure of flexibility, allowing 
reference to the overall objective or purpose for which the individual’s con-
sent to collection was initially given. In this regard, the appropriate measure 
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may often be one of respecting the context in which the individual had pro-
vided his or her Personal Data and his or her reasonable expectations in the 
particular situation.

For example, when a Data Subject provides her name and mailing 
address to an online retailer, and that retailer in turn discloses that Subject’s 
name and home address to the shipper so that the purchased goods may 
be delivered to the subject, this disclosure is clearly a “compatible” use of per-
sonal Data. However, if the online retailer discloses the subject’s name and 
home address to another retailer or marketer for purposes unnecessary for 
and unrelated to the completion of the subject’s online transaction, it would 
most likely be an “incompatible” use of the Subject’s Data and not allowed 
unless the Subject offered his/her express consent.

Subsequent Processing of Personal Data for filing or archiving purpos-
es, scientific or historical research purposes or statistical purposes, all in the 
public interest, should not be deemed incompatible with the initial purpos-
es. However, such subsequent Processing would continue to be subject to 
this Principle of Limited Processing and Retention.

Thus, another circumstance in which this Principle may be applied 
reasonably and with a degree of flexibility concerns the use of an individual’s 
Personal Data as part of a broad (or “aggregate”) Processing of Data from a 
large number of individuals by the Data Controller, for example for inventory, 
statistical or accounting purposes.

Limited Retention

Personal Data should be kept in a form which permits identification 
of Data Subjects only for as long as necessary for the purposes for which 
the Personal Data are processed. A general limitation on Data retention is 
required by modern technological realities. Because the cost of Data storage 
has been reduced so sharply, it may often be less expensive for Data Con-
trollers to store Data indefinitely rather than to review and delete unneces-
sary Data. Yet unnecessary and excessive retention of Personal Data clearly 
has privacy implications. As a general rule, therefore, Data should be secure-
ly and definitively disposed of —by, for example, deleting them from the 

Controller’s information files, records, Databases, registers or systems— or 
be subjected to Anonymization, when it is no longer needed for its original 
purpose or as otherwise required by national law.

Personal Data may be stored for longer periods insofar as the Personal 
Data will be processed solely for archival, scientific or historical research or 
statistical purposes, all in the public interest and subject to the implementa-
tion of the appropriate technical and organizational measures to safeguard 
the rights and freedoms of the Data Subject.

Furthermore, individuals should be able to choose to consent, either 
express or implied, to the Processing and retention of their Personal Data 
for additional purposes. Relevant domestic law may impose specific legal 
requirements for Data retention. Moreover, a Data Controller may have legit-
imate reasons to retain Data for a longer period of time than required; this 
could be the case, for instance, in order to comply with other contractual 
or legal obligations under national or international law, or to protect the 
rights, safety or property of the person, the Data Processor or a third party. 
For example, employers may retain records on former employees, or doctors 
may retain records on their former patients, in order to protect themselves 
against certain types of legal actions, such as medical malpractice, wrongful 
discharge, etc.
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Fifth Principle
Confidentiality
Personal data should not be disclosed, made available to third par-
ties, or used for purposes other than those for which it was collected 
except with the consent of the concerned individual or under the 
authority of law.

This Principle derives from the basic duty of the Data Controller to 
maintain the “confidentiality” of Personal Data in a safe and controlled envi-
ronment.

This duty would require the Data Controller to ensure that such Data 
is not disclosed (or otherwise made available) to persons or entities except 
pursuant to the consent or reasonable expectations of the individual con-
cerned or under proper legal authority. In the latter instance, the law could 
authorize said disclosure to guarantee fulfillment of contractual and legal 
obligations, as well as the protection of legitimate public and private inter-
ests These responsibilities arise from the nature of the Personal Data itself.

This duty correlates directly with that which is contained in the Sixth 
Principle regarding the promotion of safety, security, and legal compliance in 
safeguarding Data. Protecting privacy means not only keeping Personal Data 
secure, but also enabling individuals to control how their Personal Data is used 
and disclosed. An essential element of “informational self-determination” is the 
establishment and maintenance of trust between Data subject and Data Con-
troller, especially with regard to third-party disclosure of personal Data.

Disclosure of Personal Data to law enforcement authorities and 
other government agencies, when pursuant to domestic law, would not 
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contravene this Principle. Domestic law should authorize such disclosures 
through clear and specific provisions.

Protection of Personal Data in the hands of public authorities may be 
subject to differing rules depending on the nature of the information and 
the reasons for disclosure. These reasons and rules should also be addressed 
by clear and specific provisions. In this regard, attention is drawn to Chap-
ter IV of the Inter-American Model Law 2.0 on Access to Public Information, 
adopted by the General Assembly of the OAS in 2020, , which provides that 
subject entities should protect confidential personal information and partic-
ularly Personal Data whose disclosure requires authorization from the Sub-
jects thereof.
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Sixth Principle
Security of Data
The confidentiality, integrity and availability of personal data should 
be protected by reasonable and appropriate technical, administra-
tive or organizational security safeguards against unauthorized or 
unlawful processing, including access, loss, destruction, damage or 
disclosure, even when accidental. Such safeguards should be perma-
nently audited and updated.

Under this Principle, Data Controllers should establish and maintain 
the necessary organizational and technical measures to put security safe-
guards in place that ensure the confidentiality, integrity and availability of 
Personal Data in their possession or custody (or for which they are respon-
sible) and to ensure that such Personal Data is not processed or disclosed 
except in accordance with the individual’s consent or other lawful authority, 
nor is accidentally lost, destroyed or damaged1.

In general terms, the measures adopted to protect Personal Data 
should be chosen in consideration of, among other factors, i) their possible 
effect on the rights of Data Subjects, particularly the potential value that 
unauthorized third parties may find in the Data; ii) the costs associated with 
their implementation, iii) the purposes for Processing, and iv) the nature of 
the Personal Data being processed, especially Sensitive Personal Data.

The nature of the safeguards may vary depending on the sensitivi-
ty of the Data in question. Clearly, Sensitive Data requires a greater level of 

1  See, in this sense, Article 15 (“Minimum security measures for Documents containing personal data”) of the 
Inter-American Model Law on Document Management (http://www.oas.org/en/sla/dil/docs/Access_Public_Infor-
mation_Draft_Model_Law_on_Document_Management.pdf )
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providers of online services) should have the flexibility to provide their users 
with effective tools to control the sharing of Personal Data as part of their 
overall measures of privacy protection.

Data Breaches

The growing incidence of outside intrusions (“Personal Data breach-
es”), in which unauthorized persons gain access to protected Data, raises pri-
vacy concerns and may even have implications under criminal law. In these 
instances, Data Controllers should notify the individuals whose Personal 
Data has or may have been compromised, as well as to the relevant criminal 
or civil authorities. In many countries, including OAS Member States, domes-
tic law imposes reporting requirements in such instances.

Such notifications permit the affected individuals to take protective 
measures and perhaps to access and seek correction of any inaccurate Data 
or misuse thereof resulting from the breaches. The notifications may also pro-
vide incentives for Data Controllers to demonstrate their accountability, to 
review their Data retention policies and to improve their security practices.

At the same time, breach notification laws may impose obligations 
on Data Controllers to cooperate with criminal law enforcement agencies 
as well as other authorities (e.g. computer incident response teams or other 
entities responsible for cybersecurity oversight). National legislation should 
determine the specific (and limited) situations in which law enforcement au-
thorities may require the disclosure of Personal Data without the consent of 
the individuals concerned. Care should be taken not to impose conflicting 
notification and/or confidentiality requirements on Data Controllers.

In cases where penalties are imposed on Data Controllers for non-com-
pliance with the duty to safeguard and protect, such penalties should be 
proportional to the level of harm or risk. In this context, it may be useful 
for national jurisdictions to adopt specific definitions of what constitutes a 
“breach” (or “unauthorized access”), what types of Data may require addition-
al levels of protection in such an event, and what specific responsibilities a 
Data Controller may have in the event of such a disclosure. 

protection, in light of risks such as, for example, identity theft, financial loss, 
negative effects to credit ratings, damage to property, loss of employment 
or business or professional, commercial or professional opportunities, the 
invasion of sexual intimacy, or acts of gender-based digital violence.

Notwithstanding the above, in the modern context, absolute privacy 
and complete protection of Personal Data is technically impossible to guar-
antee, as the effort to achieve it would impose undesirable barriers and un-
acceptable costs. Moreover, different contexts may require different solutions 
and levels of safeguards. Accordingly, this Principle requires a reasoned and 
informed assessment and is not necessarily violated any time a Data Con-
troller experiences an unauthorized access, loss, destruction, damage, use, 
modification or disclosure of Personal Data in its possession, provided that 
the implemented measures and safeguards are “reasonable and appropriate”.

The determination of the reasonableness and appropriateness of the 
safeguards should be based on Data security methods and techniques that 
are consistent with commonly accepted best practices, as well as on fac-
tor such as i) the constant evolution of threats to privacy, particularly cyber 
threats; ii) the most advanced methods and techniques that are in use in 
the field of Personal Data; iii) the general context of the situation, and iv) the 
proportionality and necessity of the measures taken.

Thus, a practice that only a few years ago may have been permissi-
ble may currently be considered intrusive, risky or dangerous to individual 
privacy. By the same token, a restriction that may have seemed reasonable 
a few months ago, may become obsolete or unfair in light of technological 
advances. The challenge is to provide valid guidance to the Data Controllers, 
while endeavoring to keep regulation “technologically neutral” and prevent-
ing it from becoming obsolete as a result of the fast-paced technological 
changes.

In this regard, the measures taken should be subject to periodic re-
view, reassessment, audit, updating and improvement.

Protecting the privacy of individuals also means keeping their Per-
sonal Data secure and enabling them to control their “on-line” experience. In 
addition to adopting effective security measures, Data Controllers (such as 
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Seventh Principle
Accuracy of Data
Personal Data should be kept accurate, complete and up-to-date to 
the extent necessary for the purposes for which it was processed, in 
such a way that its veracity is not affected. 

Accuracy and precision are vitally important for the protection of pri-
vacy. Inaccurate Data can cause harm to both the Data Processor and the 
Data Subject, but to an extent that varies greatly depending on context.

When Personal Data is collected and retained for continuing use (as 
distinct from one-time uses or periods of short duration), the Data Controller 
should take steps to ensure that the Data in its possession is correct, accu-
rate complete and up-to-date, as necessary for the purposes for which it was 
collected and is being processed.

Data Controllers may satisfy their obligations with regard to accuracy 
by providing individuals with a reasonable opportunity to review or correct 
the personal information they have provided, or to request the deletion of said 
information. This requirement may be subject to a reasonable time limitation.

In taking measures to determine the accuracy of individuals’ Personal 
Data (“Data quality”), the Data Controller may consider the sensitivity of the 
Personal Data that they collect or maintain and the likelihood it may expose 
individuals to material harm, consistent with the requirements of the Ninth 
Principle.

As mentioned under the Third and Fourth Principles above, as per the 
‘minimization’ and limited Processing and retention criteria, the processed 
Personal Data should correspond to the minimum required for the stated 
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purpose and should not be kept for longer than necessary for the such pur-
poses. In many situations, the application of this Principle will require the de-
letion of Personal Data which is no longer necessary for the purposes which 
initially justified its collection.

In limited circumstances (for example, the investigation of or protec-
tion against fraud), Data Processors may need to process and retain some 
inaccurate or fraudulent Data.



Updated Annotated Principles      57 

Eighth 
Principle

Updated 
Annotated 
Principles 

Eighth Principle
Access, Rectification, Erasure, Objection 
and Portability
Reasonable, swift, simple and effective methods should be available 
to allow individuals whose personal data has been collected to request 
access, rectification and erasure of their personal data, as well as the 
right to object to its processing and, where applicable, the right to 
data portability thereof. As a general rule, the exercise of such rights 
should be free of charge. Should it be necessary to curtail the scope 
of these rights, the specific grounds for any such restrictions should 
be specified in domestic law, and be in accordance with applicable 
international standards.

Individuals should have the right to discover whether Data Control-
lers have Personal Data relating to those individuals, to have access to that 
Data so that they may challenge the accuracy of that Data, and to ask the 
Data Controller to amend, revise, correct or delete the Data in question. This 
right of access and rectification is one the most important safeguards in the 
field of privacy protection. Individuals should also have the right to obtain 
erasure of the Personal Data, to object to its Processing and, where applica-
ble, to Data portability1.

Their essential elements are: i) the individual’s ability to obtain Data 
relating to him or her within a reasonable time, and in a reasonable and 
intelligible manner; to know whether a request for such Data has been de-
nied and why; ii) their ability d to challenge such a denial. As a general rule, 

1  See, in this sense, Article 16 “Exercise of the rights of access, rectification, cancellation, and objection of personal 
data”, of the Inter-American Model Law on Document Management.
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the exercise of these rights should be free of charge; exceptionally, charges 
should be only those naturally inherent to the reproduction, delivery or cer-
tification of the Data.

The domestic legal framework of some (but not all) countries in the 
Americas, recognize a right of habeas data, by which individuals are able to 
file a judicial proceeding to prevent or terminate an alleged abuse of their 
Personal Data. That right may provide the individual access to public or pri-
vate Databases, the right to correct the Data in question, to ensure that Sen-
sitive Personal Data remains confidential, and to rectify or remove damag-
ing Data. Because the specific contours of this right vary between Member 
States, these Principles address the issues it raises in terms of its separate 
elements.

The national legislation of each State should establish the require-
ments, periods, deadlines, terms and conditions under which Data Subjects 
may exercise their rights of access, rectification, erasure, objection and por-
tability. These rights are not absolute and national legislation should clearly 
state the causes and reasons for which the exercise of such rights may be 
impeded. These may include, among others, 1) when Processing is neces-
sary in order to pursue an important objective in the public interest or for 
the exercise of their specific functions by public authorities; 2) when the 
Controller believes that it has lawful reason for the Processing to prevail over 
the interests, rights and freedoms of the Data Subject; 3) when Processing 
is needed in order to comply with a legal provision; or 4) when the Personal 
Data is needed to ensure compliance with a legal or contractual relationship.

The mechanisms provided by domestic law should include appro-
priate measures to give individuals with lesser access to digitality - among 
them women, girls and groups in greater disadvantage or with varying axis 
of exclusion- access to said mechanisms.

Should the Data subject be deceased or have disappeared, the na-
tional legislation of each State may allow natural persons who are their legal 
representatives or relatives (up to certain level of consanguinity) to exercise 
these rights regarding the Personal Data of such Subjects.

National legislation of each State may also recognize the right of the 
Data Subject to disagree with or contest the Controller’s response or lack of 
response to a request to exercise the rights addressed in this Principle before 
the control authority and, as applicable, before a judicial court.

The exercise of these rights by the Data Subjects should not result in 
discrimination from Data Controllers and Data Processors, including but not 
limited to denying goods or services to the Subject, charging different prices 
or rates for them or providing them a different level or quality of goods.

The Right of Access

The right to access Personal Data held by a Data Controller should 
be simple to exercise. For example, the mechanisms for access should be 
part of the routine activities of the Data Controller and should not require 
any special measures or legal process (including, for instance, presenting a 
formal judicial claim). Every individual should have the ability to access his or 
her own Data. In some situations, even third parties may also be entitled (for 
example, representatives on behalf of those suffering mental incapacity, or 
parents on behalf of minor children).

The ability of an individual to seek access to his or her Data is some-
times referred to as the right of “individual participation.” Under this concept, 
access should be afforded within a reasonable time period and a reasonable 
manner. As mentioned, access should be afforded free of cost; exceptionally, 
costs should be only those naturally inherent to the reproduction, delivery 
or certification of the Data. The burden and expense of producing the Data 
should never be unreasonable or disproportionate.

Any Data to be furnished to the Data subject should be provided in 
an intelligible form, using a clear and simple language. The information may 
be delivered by mail or electronically. (cf. section ‘Right to Personal Data Por-
tability’, infra).
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Exceptions and Limitations

The right of access is not absolute, however. Some exceptional sit-
uations exist in every national system which may require certain Data to 
be kept confidential. These circumstances should be clearly set out in the 
appropriate legislation or other guidance and should be available to the 
public.

Such situations may arise, for example, where the individual to whom 
the Data refers is suspected of wrongdoing and is the subject of an ongoing 
law enforcement or similar investigation, or where that individual’s records 
are intermingled with those of a third party who also has privacy interests, 
or where granting the Data Subject access would compromise trade se-
crets or confidential testing or examination material. The rules regarding 
such situations should be as narrow and restrictive as possible.

In addition, for practical reasons, a Data Controller may impose 
reasonable conditions, for example by specifying the method by which 
requests should be made and by requiring the individuals making such 
requests to authenticate their identity through reasonable means. Data 
Controllers need not accede to requests that would impose disproportion-
ate burdens or expenses, violate the privacy rights of other individuals, in-
fringe on proprietary data or business secrets, contravene the Data Control-
lers’ legal obligations, or otherwise prevent the company from protecting 
its rights, safety or property, or those of another user, an affiliate, or a third 
party.

The Right to Challenge Denial of Access

In the event that an individual’s request for access is denied, there 
should be an effective method by which the individual (or her representa-
tive) can learn the reasons for the denial and challenge that denial. Allow-
ing the individual to learn the reasons for an adverse decision is necessary 
for the exercise of the right to challenge the decision and to prevent arbi-
trary denials.

As indicated above, international law or the domestic laws of each 
Member State may well deem appropriate, or even necessary, in some sit-
uations to withhold certain Data. Such situations should however be the 
exception, not the rule, and the reasons for the denial should be clearly com-
municated to the individual making the request, in order to prevent arbitrary 
denial of the fundamental right to correct errors and mistakes.

The Right to Rectify Errors and Omissions

The individual should be able to exercise the right to request the 
correction of (or an addition to) Personal Data about himself or herself that 
is incomplete, inaccurate, unnecessary, excessive or not up-to-date. This is 
sometimes referred to as the right of “rectification.” When the Data in ques-
tion is incomplete or inaccurate, the individual should be permitted to pro-
vide additional information to correct those errors or omissions.

Where the Data in question is clearly inaccurate, the Data Controller 
should generally correct the inaccuracy when the Data Subject so requests. 
Even where Data has been found to be inaccurate, such as in the course of 
an investigation involving the Data subject, it may be more appropriate in 
some situations for the Data Controller to add additional material to the re-
cord rather than deleting it, so as to accurately reflect the entire investigative 
history.

The Data Subject should not be allowed to inject inaccurate or erro-
neous Data into the Data Controller’s records. The Data subject also does not 
necessarily have a right to compel the Data Controller to delete Data that is 
accurate but embarrassing.

The right of correction or rectification is not absolute. For example, 
amendment of Personal Data– even erroneous or misleading information 
- may not be authorized where that Data is legally required or should be 
retained for the performance of an obligation imposed on the responsible 
person by the applicable national legislation, or possibly by the contractual 
relations between the responsible person and the Data Subject.
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Accordingly, national legislation should clearly indicate the condi-
tions under which access and correction should be provided as well as the 
restrictions that apply in each case situation and the specific grounds for 
such restrictions.

Right to Erasure

Some national and regional regulatory schemes provide individuals 
with a right to request that Data Controllers delete (or erase) specific Per-
sonal Data which, although publicly available, the individuals contend is no 
longer necessary or relevant or regarding which the Data subject withdraws 
its consent or objects to its Processing.

The right is not absolute but rather contingent and contextual, and it 
requires a difficult and delicate balancing of interests and principles. Exercise 
of the right necessarily presents fundamental issues not just about privacy, 
honor and dignity, but also about the rights of access to truth, freedom of 
information and speech, and proportionality.

As mentioned above, the national legislation of each State should es-
tablish, where applicable, the existence of the right to erasure, the require-
ments, deadlines, terms and conditions under which Data Subjects may ex-
ercise their rights to erasure, as well as the causes and reasons for which the 
exercise of such rights may be impeded.

In some States, the “right to erasure or deletion” remains contentious 
and subject to differing definitions and views regarding Personal Data which 
(while true or factually accurate) is considered personally embarrassing, ex-
cessive or merely irrelevant by the individual concerned.

Right to Object

Data subjects should have the right to object, on grounds relating 
to his or her particular situation, at any time to Processing of Personal Data 
concerning him or her when endowed with a legitimate interest thereto or 
when the Processing thereof is for direct marketing purposes, which includes 

profiling to the extent that is related to such direct marketing. When the 
Data subject objects to Processing for direct marketing purposes, the Per-
sonal Data should no longer be processed for such purposes.

Right to Personal Data Portability

The extent of the right to Personal Data portability is an emerging 
topic, subject to ongoing discussion within some Member States, particular-
ly regarding the Data to be covered and whether it should be sector-specific 
or general. A significant number of OAS Member States agree that when 
Personal Data is processed electronically or through automated means, the 
Data Subject should have the right to receive a copy of the Personal Data 
which he or she has provided to a Controller in an electronic, structured, 
commonly used and machine-readable format, which allows the continued 
use and transfer thereof to another Controller without hindrance, if required.

The Data Subject may ask for his/her Personal Data to be transferred 
directly from Controller to Controller, when this is technically possible. The 
right to Personal Data portability should have no negative effects on the 
rights and freedoms of others.

Without adversely affecting other rights of the Data Subject, the right 
to Data portability should not be justified when involving information that 
is inferred, derived, created, generated or obtained from Processing or anal-
yses conducted by the Controller on the basis of the Personal Data provided 
by said Subject, as occurs, for example, with the Personal Data that has been 
run through a personalization, recommendation, categorization or profile 
creation process.
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Ninth Principle
Sensitive Personal Data
Some types of personal data, given its sensitivity in particular con-
texts, are especially likely to cause material harm to individuals if 
misused. The categories of such data as well as the scope of its pro-
tection should be clearly identified in national law and rules. Data 
controllers should adopt reinforced privacy and security measures 
that are commensurate with the sensitivity of the data and its capacity 
to harm the data subjects.

The term “Sensitive Personal Data” refers to Data regarding the most 
intimate aspects of individuals. This Data is worthy of special protection be-
cause its improper handling or disclosure would intrude deeply upon the 
personal dignity, honor and fundamental freedoms of the individual con-
cerned and could trigger unlawful or arbitrary discrimination or result in risk 
of serious harm to the individual.

The national legislation of Member States should clearly state the cat-
egories of Personal Data that they considered “sensitive” and that therefore 
warrant greater protection. These have been approached in different ways 
by OAS Member States. Depending on the specific cultural, social or political 
context, it might include, for example, Data related to an individual’s person-
al health, sex life or sexual orientation, religious, philosophical or moral be-
liefs, trade union membership, genetic Data, biometric Data for the purpose 
of uniquely identifying a natural person, political opinion or racial or ethnic 
origins, information on bank accounts, credentials, information collected 
from children or personal geolocation.
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Similarly, national laws and rules should establish appropriate guaran-
tees, reflecting the circumstances within the relevant jurisdiction. to ensure 
that the privacy interests of individuals are sufficiently protected and define 
the scope of the prohibition of their Processing and the exceptions thereto. 
As a general rule, sensitive Personal Data should not be processed except, 
for example, when the Data Subject has provided explicit consent thereto 
or when Processing is strictly necessary for the purposes of carrying out the 
obligations and exercising specific rights of the Data Controller, or is neces-
sary to comply with a legal mandate, or is necessary for reasons of national 
security, public safety, public order, public health or the safeguard of rights 
and freedoms of third parties. For instance, the need to protect against a 
serious cross-border threat to public health, such as a pandemic, could fall 
within these exceptions. The context in which a person provides such Data 
should be taken into account when determining any applicable regulatory 
obligations.

The burden should be placed on Data Controllers to assess the mate-
rial risks to Data Subjects as part of the overall process of risk management 
and privacy impact assessment. Holding accountable whoever effectively 
exercises control over the Data will result in more meaningful protection of 
Data Subjects from material harm across a wide range of cultural contexts.
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Tenth Principle
Accountability
Data controllers and processors should adopt and implement appro-
priate and effective technical and organizational measures to ensure 
and to be able to demonstrate that processing is performed in accor-
dance with these Principles. Such measures should be audited and 
updated periodically. The data controller or processor and, where 
applicable, their representatives, should cooperate, on request, with 
the data processing authorities in the performance of their tasks.

Privacy protection systems should reflect an appropriate balance be-
tween government regulation and its ethical and effective implementation 
by those with direct responsibility for the collection, Processing, retention 
and dissemination of Personal Data. These “Data managers” should serve as 
“good stewards” of the Data provided or entrusted to them.

Accountability

The principle of accountability requires establishing and adhering to 
appropriate privacy protection goals for Data Controllers (organizations and 
other entities), permitting them to determine the most appropriate mea-
sures to reach those goals, and monitoring their compliance. It enables Data 
Controllers to achieve those privacy protection goals in a manner that best 
serves their business models, technologies, and the requirements of their 
customers.

Data Controllers should implement appropriate technical and organi-
zational measures to ensure and to be able to demonstrate, upon request, 
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that Processing is performed in accordance with these Principles. When Pro-
cessing is to be carried out on behalf of a Controller, the Controller should 
engage only with Processors that provide sufficient guarantees to imple-
ment technical and organizational measures in a manner that allows the 
Processing to meet these Principles and ensure the protection of the rights 
of the Data Subject.

Programs and procedures should take into account the nature of the 
Personal Data at issue, the size and complexity of the organization which 
collects, stores and processes that Data, and the risk of breaches. Privacy 
protection depends upon a credible assessment of the risks the use of Per-
sonal Data may raise for individuals and responsible mitigation of those 
risks. Appropriate resources should be destined for the implementation of 
Data protection programs, policies and procedures, which should include, 
among others, risk management systems, training on Data protection obli-
gations, periodic review of security programs, a system of supervision and 
surveillance, including audits, to assess the compliance with and updating 
of Data protection policies, as well as procedures to receive and respond to 
questions and complaints by Data Subjects. In many cases, the designation 
of a “chief information and privacy official” will assist in achieving this goal.

Adherence to codes of conduct or certification mechanisms, among 
others, may be used as elements by which to demonstrate compliance with 
these Principles. Therefore, national privacy legislation and regulation should 
provide clearly articulated and well-defined guidance for use by Data Con-
trollers, including accountability for adhering to these Principles. In addition 
to whatever enforcement mechanism may be available to governmental au-
thorities, domestic law should provide individuals with appropriate mecha-
nisms for holding Data Controllers accountable for violations (for example, 
through civil damages).

Incorporation of privacy in the design of systems

One effective contemporary approach is to require Data Controllers 
to build privacy protection into the design and architecture of their informa-
tion technology systems and business practices. Privacy and security consid-
erations should be incorporated into every stage of product design.

The concept of “privacy by design” is a form of proactive accountability 
and relates to the stage prior to the collection of Data, before the Controller 
or the Processor even begin to treat the Data. At this early stage, Controllers 
or Processors of Data should identify the features and possible risks of the 
treatment to which they will subject the Data that they eventually collect as 
a result of the task they perform, product they offer, or service they provide.

The design of the Data Treatment associated with these products or 
services should prioritize the user’s privacy and Data protection, in a manner 
that is consistent with these Principles and their national legislation, for as 
long as the Treatment continues.

Similarly, “privacy by default” relates to the Treatment of Personal Data in 
a manner which is proportionate to the purpose for which it is collected, as per 
the Third and Seventh Principles. Data Controllers and Processors, as well as the 
developers of applications, systems, services, platforms and programs should 
guarantee that, by simply registering on their site, opening an account, using 
their services, interacting with their platform or unloading an application, basic 
privacy settings will automatically apply to the users, protecting their Personal 
Data as may be required by domestic law. Privacy by default should be com-
pletely implemented prior to commencing the Treatment of Personal Data.

When implementing privacy by design and privacy by default measures, 
special care should be taken to reinforce the protection of Sensitive Personal 
Data to be treated and, to the extent required by domestic law, document the 
risks identified and the measures taken to eliminate or mitigate said risks.

Accountability for Sharing Personal Data with 
Third Parties

Data Controllers should be held responsible for ensuring that their 
requirements are observed by any third party to whom the Personal Data is 
communicated. This obligation to ensure adequate security safeguards ap-
plies whether or not it is another person in charge or a different Data Con-
troller Processing Personal Data on behalf of the responsible (accountable) 
authority. It also applies in the case of international or trans-border transfers 
of Personal Data (see Eleventh Principle). 
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Eleventh Principle
Trans-Border Flow of Data and 
Accountability
Recognizing its value for economic and social development, Member 
States should cooperate with one another to facilitate the trans-border 
flow of personal data to other States when the latter confer an ap-
propriate level of protection to the data pursuant to these Principles. 
Member States should further cooperate in developing mechanisms 
and procedures that ensure that data controllers and processors 
operating in more than one jurisdiction, or transmitting data to a 
jurisdiction other than their own, can guarantee and be effectively 
held accountable for their adherence to these Principles.

In the modern world of rapid data flows and cross-border commerce, 
Personal Data is increasingly likely to be transferred across national bound-
aries. However, the rules and regulations in various national jurisdictions to-
day differ in substance and procedure. In consequence, the possibility exists 
for confusion, conflict and contradictions, reason for which it is desirable 
that OAS Member States consider recognizing interoperable standards for 
trans-border transfers of personal data.

One central challenge for effective Data protection policy and prac-
tice is to reconcile (i) the differences in national approaches to privacy pro-
tection with the modern realities of global Data flow, (ii) the rights of individ-
uals to access Data in a transnational context, and (iii) the fundamental fact 
that Data and Data Processing drive development and innovation. All inter-
national Data protection instruments strive towards achieving the proper 
balance between these goals.
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These Principles articulate a common guideline for each OAS Member 
State to evaluate its own privacy protection mechanisms vis-à-vis trans-bor-
der data flows.

In common with other international standards in this field, these 
Principles adopt a standard of reasonableness with respect to cross-border 
transfers. On the one hand, international transfers of Personal Data should 
be permitted between Member States which afford the levels of protection 
reflected in these Principles or which otherwise provide sufficient protection 
for personal Data, including effective enforcement mechanisms. At the same 
time, transfers should also be permitted when Data Controllers themselves 
take appropriate measures to ensure that transferred Data is effectively pro-
tected in accordance with these Principles. Member States should take the 
necessary measures to ensure that Data Controllers and Processors are held 
accountable for providing such protection.

Trans-Border Personal Data Flows

Transfer of Personal Data across national borders is a fact of contem-
porary life. Our global community is more inter-connected than ever. In 
most countries, information from all parts of the world is readily available to 
anyone with a keyboard and internet connection. International law recog-
nizes the right of individuals to privacy and the protection of Personal Data 
aligned with the free flow of information. Equally important, domestic econ-
omies are increasingly dependent on trans-border trade and commerce, 
and the transfer of Data (including personal Data) is a fundamental aspect of 
that trade and commerce.

As new technologies emerge, storage of Data is becoming geograph-
ically indeterminate. So-called “cloud” computing and storage, and the in-
creasing prevalence of mobile services, necessarily involve the exchange 
and remote storage of Data across national boundaries. A progressive ap-
proach to privacy and security should permit domestic enterprises and in-
dustries to grow and compete internationally. Unnecessary or unreasonable 
national restrictions on cross-border Data flows have the potential to create 
barriers to trade in services and to hinder development of products and ser-
vices that are innovative, efficient and cost effective. They can easily become 

obstacles to exports and do considerable harm to service providers as well 
as to individuals and business customers. Restrictions to transborder flows 
of Personal Data should be proportionate to the risks presented, taking into 
account the sensitivity of the Data, and the purpose and context of the Pro-
cessing. Any such restrictions should be non-discriminatory.

OAS Member States are encouraged to consider the recognition of 
interoperable standards for trans-border transfers in order to facilitate the 
unrestricted flow of Data between Member States with disparate scopes 
and stages of development of their domestic Data privacy laws. This would 
enable shared accountability and cooperation between these States in the 
event of unauthorized transfers, and would contribute to increase trade, in-
vestment and economic outcomes for Member States, as well as spur inno-
vation and lower barriers to entry to the global economy.

Finally, OAS Member States are encouraged to ensure that the trans-
fer of Personal Data across borders between humanitarian organizations and 
other entities with the specific purpose of providing humanitarian services 
remains as unrestricted as possible and as legally permissible. Consequently, 
domestic legislation should consider that humanitarian organizations may 
need to share Personal Data across borders to safeguard the vital interests 
of Data Subjects or for important grounds of public interest, based on the 
humanitarian organization’s mandate.

National Restrictions Based on Differing Levels of 
Protection

Within the OAS, all Member States share the overall goal of protect-
ing privacy as well as a commitment to the free flow of information within 
certain criteria. Member States should refrain from restricting Data flows to 
other States that are substantially observing these Principles, or where ap-
propriate safeguards are present. A majority of countries around the globe 
do likewise. Nonetheless, in some countries, authorities have imposed re-
strictions on the trans-border communication of Data by individuals and en-
tities subject to their jurisdiction when, in the opinion of those authorities, 
the Data protection rules in the other countries falls short of the specific 
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requirements of the authorities’ own law. For example, an entity in country A 
may be prevented from communicating Data to an entity in country B if, in 
the opinion of A’s authorities, the privacy or Data protection laws in B fails to 
meet A’s standards – even if both entities are part of the same commercial 
organization.

In particular (limited) circumstances, national law may justifiably re-
strict the trans-border flow of Data and may require Data to be stored and 
processed locally. The reasons for restricting or preventing Data flows should 
always be compelling. Some reasons for such restrictions may be more com-
pelling than others. As a general matter, however, “Data localization” require-
ments are inherently counter-productive and should be avoided, in favor of 
cooperative measures.

While motivated by privacy protection concerns, such restrictions can 
amount to an extraterritorial application of domestic law and (if unduly rigor-
ous) may impose unnecessary and counterproductive barriers to commerce 
and development, harmful to the interests of the jurisdictions concerned.

International cooperation

For the reasons stated above, the principles and mechanisms of in-
ternational cooperation should work to limit and reduce friction and con-
flict between different domestic legal approaches governing the use and 
transfer of Personal Data. Mutual respect for the requirements of other coun-
tries’ rules (including their privacy safeguards) will foster cross-border trade 
in services. In turn, such respect should rest on a concept of transparency 
between Member countries in respect of requirements and procedures for 
the protection of Personal Data.

Member States should work towards mutual recognition of account-
ability rules and practices, in order to avoid and resolve conflicts. Member 
States should cooperate to develop regulatory frameworks and strategies 
to promote the cross-border transfer of Data (subject to appropriate safe-
guards) and they should not impose burdens that limit the free flow of infor-
mation or economic activity between jurisdictions, such as requiring service 
providers to operate locally or to locate their infrastructure or Data within 

a country’s borders. National legislation should not inhibit access by Data 
Controllers or individuals to information that is stored outside of the country 
as long as such information is given levels of protection that adhere to the 
standards provided herein.

Accountability of Data Controllers

Data Controllers should of course be expected to comply with legal 
obligations in the jurisdiction where they maintain their principal place of 
business and where they operate.

At the same time, Data Controllers transferring Personal Data across 
borders should themselves assume responsibility for assuring a continuing 
level of protection consistent with these Principles.

Data Controllers should take reasonable measures to ensure Personal 
Data is effectively protected in accordance with these Principles, whether 
the Data is transferred to third parties domestically or across international 
boundaries. They should also provide the individuals concerned with appro-
priate notice of such transfers, specifying the purposes for which the Data 
will be used by those third parties. In general, such obligations should be 
recognized in appropriate agreements or contractual provisions or through 
technical and organizational security safeguards, complaint handling pro-
cesses, audits, and similar measures. The idea is to facilitate the necessary 
flow of Personal Data between Member States while, at the same time, guar-
anteeing the fundamental right of individuals to protection of their personal 
Data.

These Principles may serve as an agreed-upon framework for en-
hanced cooperation and capacity-building efforts between Data Protection 
Authorities in each OAS Member State based upon common guidelines to 
ensure that the basic requirements of trans-border accountability are satis-
fied.
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Twelfth Principle
Exceptions
Any exceptions to whichever one of these Principles should be provid-
ed for expressly and specifically in domestic law, be made known to 
the public, and be limited to reasons relating to national sovereignty, 
national security, public security, protection of public health, the 
fight against criminality, regulatory compliance or other public order 
policies, or public interest.

Protecting the privacy interests of individuals (citizens and others) is 
increasingly important in a world in which Data about individuals is widely 
collected, rapidly disseminated, and stored for long periods of time. These 
Principles aim at guaranteeing individuals the basic rights needed to safe-
guard their interests.

Yet privacy is not the only interest which Member States and their 
governments should take into account in the field of Data collection, re-
tention and dissemination. On occasion, other responsibilities of the State 
will inevitably need to be taken into account and may operate to limit the 
privacy rights of individuals.

In some situations, authorities in OAS Member States may be required 
to deviate from, or make exceptions to, these Principles or establish restric-
tions that should be limited to those deemed necessary, appropriate and 
proportionate in a democratic society to safeguard national security and 
public safety, the protection of public health, the administration of justice, 
regulatory compliance, or other essential public policy prerogatives, the 
protection of rights and freedoms of others, or objectives of general public 
interest. For example, in responding to the threats posed by international 
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crime, terrorism and corruption, and certain serious human rights violations, 
the competent authorities of OAS Member States have already made special 
arrangements for international cooperation regarding the detection, investi-
gation, punishment and prevention of criminal offenses.

Such exceptions and derogations should be the exception, not the 
rule. They should only be implemented after the most careful consideration 
of the importance of protecting individual privacy, dignity and honor and 
respecting the rights and freedoms of the Data Subjects. National authori-
ties should maintain sensible limitations on their ability to compel Data Con-
trollers to disclose personal Data, balancing the need for the Data in limited 
circumstances and due respect for the privacy interests of individuals.

OAS Member States should refrain from requesting Personal Data 
collected by humanitarian organizations, whenever the intent behind the 
request is to use the Data for non-humanitarian purposes, as this may have 
a serious impact on the beneficiaries of humanitarian services and be detri-
mental to their safety and to humanitarian action more generally.

Member States should, by public legislation or regulation, clearly 
identify these exceptions and derogations, indicating the specific situations 
in which Data Controllers may be required to disclose Personal Data and the 
reasons therefor.

Any law that purports to restrict the application of these Principles 
should at least include, provisions relative to the purposes for the Treatment, 
the categories of Personal Data in question, the scope of the restrictions, 
the appropriate guarantees to prevent unlawful or disproportionate access 
or transfers, the appointment of the Controller, the time limits for retaining 
Personal Data, the possible risks to the rights and freedoms of the Data Sub-
ject, and the right of the Data Subjects to be informed about the restriction, 
unless the latter could be adverse to or incompatible with the purposes of 
the restriction. National authorities should make such laws or rules known to 
the public as soon as possible.
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Thirteenth Principle
Data Protection Authorities
Member States should establish independent and sufficiently funded 
supervisory bodies, in accordance with each State’s constitutional, 
organizational and administrative structure, to monitor and promote 
the protection of personal data in consistency with these Principles. 
Member States should promote cooperation among said bodies.

Most of the OAS Member States have established national autono-
mous regulatory bodies for setting and enforcing the laws, regulations, and 
requirements relating to the protection of Personal Data to ensure consisten-
cy across the country. In other Member States, various governmental levels 
(national, regional, municipal) have each created their own Data protection 
rules and authorities. In still others, the regulatory schemes might differ ac-
cording to the sector or field of activity (banking, medical, educational, etc.), 
and responsibility might be shared between regulatory bodies and private 
entities which are subject to specific legal responsibilities.

Because no uniform approach is reflected in the region, each of the 
OAS Member States should individually address the specific nature, struc-
ture, authorities and responsibilities of these Data Protection Authorities. 
National legislation of each State should provide said authorities with the 
ability to cooperate internationally with each other, as well as with relevant 
public and private authorities –including those related to criminal, financial 
and consumer matters, among others– whose work is related to or has inci-
dence over personal data protection.

Member States are encouraged to establish appropriate and effec-
tive legal, administrative and other provisions, procedures or institutions to 
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ensure the protection of privacy and individual liberties in respect of per-
sonal Data. They should create reasonable means for individuals to exercise 
their rights and should encourage and support self-regulation (in the form 
of codes of conduct or otherwise) for Data Controllers and Data Processors. 
They should also provide for adequate sanctions and remedies in case of 
failures to comply and ensure that there is no unfair discrimination against 
Data Subjects.

Member States should also set the minimum requirements for the 
kind of Data protection authorities they may choose to establish, in order to 
provide the necessary resources, funding and technical expertise that will 
enable said agency to discharge their functions effectively.
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Part I
Right to Privacy

As indicated in the text, provisions on privacy, protection of personal 
honor and dignity, freedom of expression and association, and the free flow 
of information are found in all the major human rights systems of the world.

For example, the concept of privacy is clearly established in Article V 
of the American Declaration of the Rights and Duties of Man (1948) as well 
as Article 11 of the American Convention on Human Rights (“Pact of San 
Jose”) (1969). 1

Article V of the American Declaration of the Rights and Duties of Man 
provides:

Every person has the right to the protection of the law against abusive 
attacks upon his honor, his reputation, and his private and family life.

See also Article IX (“Every person has the right to the inviolability of his 
home”) and Article X (“Every person has the right to the inviolability 
and transmission of his correspondence”).

Article 11 of the American Convention on Human Rights provides:

1. Everyone has the right to have his honor respected and his dignity 
recognized.

2. No one may be the object of arbitrary or abusive interference with 
his private life, his family, his home, or his correspondence, or of 
unlawful attacks on his honor or reputation.

1  See also the Universal Declaration of Human Rights (arts. 12, 18-20), the International Covenant on Civil and Po-
litical Rights (arts. 17-19), the European Convention on Human Rights and Fundamental Freedoms (arts. 8-10), the 
Charter of Fundamental Freedoms of the European Union (arts. 1, 7, 8, 10-12), and the African Charter of Human 
and Peoples’ Rights (arts. 5, 8-11 and 28).

Annex
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3. Everyone has the right to the protection of the law against such 
interference or attacks. 2

European Charter

Only the Charter of Fundamental Rights of the European Union (ad-
opted 2000) specifically addresses privacy in the context of Data protection.

Article 8 of that Charter provides:
4. that everyone has the right to the protection of personal Data re-

lated thereto,
5. that such Data should be processed fairly for specified purposes 

and on the basis of the consent of the person concerned or some 
other legitimate basis laid down by law, and that everyone has the 
right of access to Data which has been collected related thereto, 
and the right to have it rectified, and

6. compliance with these rules shall be subject to control by an inde-
pendent authority.

The EU Charter thus appears to distinguish Data protection from the 
right to respect for private and family life (art. 7), freedom of thought, con-
science and religion (art. 10), and freedom of expression and information 
(art. 11). Scholars continue to debate whether an independent right to pro-
tection of personal information does exist, or is instead properly considered 
part of a more general right to privacy.3

2  In addition, Article 14 of the American Convention (“Right of Reply”) provides:
1. Anyone injured by inaccurate or offensive statements or ideas disseminated to the public in general by a legally 
regulated medium of communication has the right to reply or to make a correction using the same communica-
tions outlet, under such conditions as the law may establish.
2. The correction or reply shall not in any case remit other legal liabilities that may have been incurred.
3. For the effective protection of honor and reputation, every publisher, and every newspaper, motion picture, 
radio, and television company, shall have a person responsible who is not protected by immunities or special 
privileges.
3  See for example Orla Lynskey, “Deconstructing Data Protection: The ‘Added-Value’ of a Right to Data Protection 
in the EU Legal Order,” 63 Int’l & Comp. Law Q. 569 (2014).

Part II
The Right to Free Flow of Information

Article IV of the American Declaration of the Rights and Duties of Man 
provides:

Every person has the right to freedom of investigation, of opinion, and 
of the expression and dissemination of ideas, by any medium whatsoever.

Article 13 of the American Convention on Human Rights provides:

1. Everyone has the right to freedom of thought and expression. This 
right includes freedom to seek, receive, and impart information 
and ideas of all kinds, regardless of frontiers, either orally, in writing, 
in print, in the form of art, or through any other medium of one’s 
choice.

2. The exercise of the right provided for in the foregoing paragraph 
shall not be subject to prior censorship but shall be subject to sub-
sequent imposition of liability, which shall be expressly established 
by law to the extent necessary to ensure:

a. respect for the rights or reputations of others; or
b. the protection of national security, public order, or public 
health or morals.

3. The right of expression may not be restricted by indirect meth-
ods or means, such as the abuse of government or private controls 
over newsprint, radio broadcasting frequencies, or equipment 
used in the dissemination of information, or by any other means 
tending to impede the communication and circulation of ideas 
and opinions.

4. Notwithstanding the provisions of paragraph 2 above, public en-
tertainments may be subject by law to prior censorship for the sole 
purpose of regulating access to them for the moral protection of 
childhood and adolescence.
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5. Any propaganda for war and any advocacy of national, racial, or reli-
gious hatred that constitute incitements to lawless violence or to any 
other similar action against any person or group of persons on any 
grounds including those of race, color, religion, language, or national 
origin shall be considered as offenses punishable by law.

Article 19 of the Universal Declaration of Human Rights (1948) states:

Everyone has the right to freedom of opinion and expression; this right 
includes freedom to hold opinions without interference and to seek, 
receive and impart information and ideas through any media and re-
gardless of frontiers.

Article 10 of the European Convention for the Protection of Human Rights 
and Fundamental Freedoms (entitled “Freedom of Expression”) provides:

1. Everyone has the right to freedom of expression. This right shall in-
clude freedom to hold opinions and to receive and impart informa-
tion and ideas without interference by public authority and regard-
less of frontiers. This Article shall not prevent States from requiring 
the licensing of broadcasting, television or cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and re-
sponsibilities, may be subject to such formalities, conditions, restric-
tions or penalties as are prescribed by law and are necessary in a 
democratic society, in the interests of national security, territorial in-
tegrity or public safety, for the prevention of disorder or crime, for the 
protection of health or morals, for the protection of the reputation or 
rights of others, for preventing the disclosure of information received 
in confidence, or for maintaining the authority and impartiality of the 
judiciary.

The World Summit on the Information Society’s 2003 Declaration of 
Principles (paras. 24-26) (available at http://www.itu.int/wsis/docs/geneva/offi-
cial/dop.html) emphasized that:

The ability for all to access and contribute information, ideas and knowl-
edge is essential in an inclusive Information Society.

The sharing and strengthening of global knowledge for development 
can be enhanced by removing barriers to equitable access to infor-
mation for economic, social, political, health, cultural, educational, 
and scientific activities and by facilitating access to public domain 
information, including by universal design and the use of assistive 
technologies.

A rich public domain is an essential element for the growth of the 
Information Society, creating multiple benefits such as an educated 
public, new jobs, innovation, business opportunities, and the ad-
vancement of sciences. Information in the public domain should be 
easily accessible to support the Information Society, and protected 
from misappropriation. Public institutions such as libraries and ar-
chives, museums, cultural collections and other community-based 
access points should be strengthened so as to promote the preser-
vation of documentary records and free and equitable access to in-
formation.
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Part III
Data Protection

The following includes a selection of the texts of international instru-
ments most likely to be useful to legislators and other governmental author-
ities, in chronological order by year of their adoption.

• United Nations Guidelines for the Regulation of Computerized 
Data Files (1990), adopted by U.N. General Assembly Resolution 
45/95 (December 14, 1990)

• EU Directive 95/6/EC on the protection of individuals with regard 
to the processing of personal Data and on the free movement of 
such Data (Oct. 24, 1995)

• Council of Europe Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data (No. 108, 
Jan. 28, 1981), and its Amendment Protocol (November 8, 2001)

• EU Directive 2002/58/EC on privacy and electronic communica-
tions (July 12, 2002)

• The Madrid Resolution: International Standards on the Protection 
of Personal Data and Privacy adopted by the 31st International 
Conference of Privacy and Data Protection Authorities (November 
5, 2009)

• The Asia-Pacific Economic Cooperation (APEC) Privacy Framework 
(November 20, 2004); APEC Cross-Border Privacy Rules (Novem-
ber 13, 2011); update of the APEC Privacy Framework endorsed by 
the APEC ministers (November 15, 2016)

• Organization for Economic Cooperation and Development 
(OECD) Guidelines for the Protection of Privacy and Transborder 
Flows of Personal Data (in force since September 23, 1980, as re-
vised on September 12, 2013)

• African Union Convention on Cyber Security and Personal Data 
(adopted June 27, 2014)

• The Personal Data Protection Standards for Ibero-American States, 
adopted by the Ibero-American Network for Data Protection on 
June 20, 2017

• The General Data Protection Regulation of the European Union, in 
force since May 25, 2018

• Protocol amending Council of Europe Convention for the Protec-
tion of Individuals with regard to Automatic Processing of Person-
al Data (“Convention 108 plus”, open for signature on October 10, 
2018; not yet in force)

• The Decision of the Secretary-General of the Organization for Eco-
nomic Cooperation and Development (OECD) on the Protection 
of Individuals with regard to the Processing of their Personal Data, 
effective as from 3 May 2019
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