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Afghanistan has dominated the worldwide opium 
market for more than a decade and 2009 was no 
exception as overall opium production in the coun-
try now stands at 6,900 metric tons, or some 90% 
of global supply. The impact extends beyond 
Afghanistan itself, affecting neighbors with stability 
issues of their own. An estimated 375 tons of Afghan 
heroin are trafficked worldwide via routes flowing 
into and through the neighboring countries of Paki-
stan (150 tons), the Islamic Republic of Iran (105 
tons), and the Central Asian countries of Tajikistan, 
Uzbekistan and Turkmenistan (95 tons).28 Most of 
the drugs are bound for the lucrative markets in 
Europe and the Russian Federation, but drug use in 
the region is rising. 

The heroin trade is controlled by well-established 
trafficking networks of various sizes in cooperation 
with corrupt officials with a range of international 
connections.29 Some of the larger traffickers and 
corrupt officials may launder their money interna-
tionally, particularly in the nearby financial hub of 
Dubai. Despite robust efforts by Dubai authorities,30 

the Emirate’s proximity to Afghanistan, the pres-
ence of an important South Asian diaspora and 
large informal financial systems leave Dubai par-
ticularly vulnerable to exploitation by criminal 
gangs and, possibly, terrorist groups. 

In Afghanistan, where 80 to 90% of the economy 
is still informal, the hawala system of money trans-
fer remains prevalent: money is paid to a network’s 
representatives in one country, and this broker 
authorizes the same amount to be paid out in 
another. All this occurs outside the formal banking 
system, and this allows criminal funds to be trans-
ferred without risk of encountering official con-
trols.31 Narcotics make up a significant portion of 
this informal economy.32 Research by UNODC in 
2006 suggested that 60% of fund transfers in 
Afghanistan were drug related, while an estimated 
80 to 90% of the hawala dealers in Kandahar and 
Hilmand provinces were involved in drug money 
transfers.33 An estimated US$5 to US$6 billion 
were transferred to and from Afghanistan in 2004 
and 2005, through hundreds of hawala markets 
around the country.34

The smuggling of the chemical precursors needed 
to make heroin from opium is also a big business. 
Around 13,000 tons of chemical precursors, includ-
ing the crucial acetic anhydride, are needed each 
year to produce heroin from Afghan opium. There 
is no licit use for these chemicals in Afghanistan, so 
they have to be diverted from legal shipments from 
a wide range of sources around the world. In the 

span of a decade, the price of acetic anhydride in 
Afghanistan has shot up from US$24 per litre in 
1998 to US$300-350 per litre in 2008, either due 
to more effective interdiction or increased demand. 
The concentration of processing in Afghanistan 
should make it easier to interdict chemicals like 
acetic anhydride, but current seizures comprise less 
than 1% of what is believed to be imported into the 
country.35

Although opium is Afghanistan’s most notorious 
crop, the hashish trade has also grown in recent 
years, and total production today may rival that of 
Europe’s traditional supplier, Morocco. All of 
Afghanistan’s neighbors are reporting increases in 
cannabis seizures,36 and cannabis production has 
been reported in 20 of Afghanistan’s 33 provinces.37 

With entrenched smuggling networks, widespread 
insecurity and a drug-based economy, Afghanistan 
is ideally placed to become a major player in the 
global hashish market. In 2008, a single seizure in 
Kandahar province netted an astonishing 236.8 
tons of hashish with a regional wholesale value of 
US$400 million.38 In terms of sheer volume, this 
was the largest drug seizure in history. 

Stability/governance situation

Afghanistan has suffered from more than thirty 
years of conflict beginning with the Soviet invasion 
of Afghanistan (1979), a war which would last ten 
years, cost more than a million Afghan lives, and 
destroy most of the country’s economy and infra-
structure. Civil strife and warlordism followed the 
Soviet withdrawal (1988), so that many welcomed 
the arrival of the Taliban in 1996. They ruled over 
most of the country until the events of September 
11, 2001 and the international coalition’s interven-
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tion in Afghanistan. Eight years afterward, conflict 
remains a central part of life in the country.

Afghanistan is one of the least developed countries 
in the world in terms of most human development 
indicators. Governance is weak. The writ of the 
central Government is weak and overtly challenged, 
or indeed supplanted, in many parts of the country 
by anti-government elements. The Afghanistan 
NGO Safety Office (ANSO) estimates that insur-
gents control or exert effective influence over nearly 
half of Afghanistan. As the de-facto government in 
some areas, the Taliban’s system of taxation and 
“shadow” tribunals also provides the only form of 
criminal justice and security. As unrest spreads to 
once stable areas, international agencies are being 
forced to scale back aid delivery.

Governance in the provinces is dependent on the 
leadership and integrity of the individual governors 
and on the local security situation. Corruption is 
endemic – both at a low level (among border guards 
and police), as well as among senior officials.39 A 
recent UNODC survey estimated that Afghans 
paid upwards of US$2.5 billion in bribes and related 
payments in 2009. Corruption is also rife along 
trafficking routes all the way from Afghanistan to 
the destination markets of Europe and the Russian 
Federation. 

In terms of casualties, 2009 was the deadliest year 
yet for coalition forces fighting the insurgency, with 
520 troop deaths, up from 295 in 2008. In August 
2009, NATO forces in Afghanistan lost 77 troops, 
setting a new monthly record. Civilian casualties 
rose by 14% in 2009 compared with 2008 and were 
the highest they have been since 2001. Nearly 70 
percent of the more than 2,400 civilian deaths were 
reportedly caused by insurgent attacks. Although 
the number of suicide bombings stayed nearly the 
same (141), the average number of attacks rose by 
30 per cent (from 741 per month in 2008 to 960 
per month in 2009) according to the United Nations 
Assistance Mission to Afghanistan (UNAMA).

Insurgent-led insecurity is no longer confined to 
southern and western Afghanistan, as even the once 
relatively calm northern areas bordering Tajikistan 
have seen anti-government elements resurfacing. 
This is particularly true in Kunduz province where 
the Taliban have steadily staged a resurgence and 
now appear to threaten a vital NATO supply line. 
Violence spilled over the border into Tajikistan in 
2009, with a number of clashes reported between 
Tajik security forces and Al-Qaida linked groups. A 
number of related incidents have also been reported 

in Kyrgyzstan and Uzbekistan, perhaps indicating a 
regional destabilization strategy on the part of mili-
tants. 

The Pakistan-Afghanistan border is currently one of 
the most critical regions in terms of insurgency and 
terrorism. From bases in Pakistan’s tribal areas, mil-
itants launch incursions across the border into 
Afghanistan but also increasingly into adjacent 
Pakistani districts/provinces. Once unheard of in 
Pakistan, suicide bombings now occur with grim 
monotony: there were 87 suicide attacks in 2009, 
up nearly 40% from the previous year (and only 6 
in 2006). Violence by Al-Qaida-linked Pakistani 
groups such as the Tehrik-e-Taliban Pakistan (TTP), 
previously confined to the Federally Administered 
Tribal Areas (FATA), has continued to spread to the 
settled districts of the North-West Frontier Province 
(which sustained 60% of all suicide attacks in the 
country in 2009), coming to within 100 kilo meters 
of Islamabad last winter. 

Linkages between TOC and stability 

threats

There is a symbiotic relationship between drug traf-
fickers and the insurgency in Afghanistan, and both 
groups have an interest in prolonging the instability. 
It is no coincidence that in 2009, 99% of all opium 
produced in Afghanistan came from seven provinces 
in the south and west, where government control 
was weakest.40 Drug traffickers focus on regions 
controlled by the Taliban and other anti-government 
forces. The insurgent groups profit from taxing 
illicit trade and some receive donations from crimi-
nals and warlords. Opium is even used as a currency 
to purchase weapons, vehicles, and manpower.

Taliban insurgents earn at least US$125 million 
annually from the opium economy through taxa-
tion of cultivation, production, and trafficking.41 
This figure does not include income from other 
drug-related activities in which they might be 
engaged. This figure is small compared to the over-
all value of the drugs trafficked, but its impact on 
the security of Afghanistan is direct and immediate. 
There have even been reports of joint operations 
between drug traffickers and insurgent groups, 
transferring opium or heroin to major dealers on 
the Afghanistan/Pakistan border and sharing the 
profit.42

There is also some evidence to suggest that insur-
gent groups provide protection for heroin process-
ing facilities within Afghanistan.43 The opiate trade 
and insurgent activity overlap to such an extent that 
some law enforcement actions are both counter-
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narcotics and counter-insurgency simultaneously. 
This was apparent in 2009, when Afghan-led mili-
tary operations in Hilmand province netted mil-
lions of dollars worth of poppy, precursor chemicals, 
weapons, and ammunition.44 Although opium 
poppy is the highest-value drug on regional mar-
kets, cannabis also likely contributes to insurgent 
funding.45 

Borders, particularly with Pakistan, still require 
substantial strengthening, and the rise in volumes of 
goods traded across these borders provides opportu-
nities for both traffickers and insurgents. The 
Afghan Trade Transit Agreement (ATTA), designed 
to promote free trade between Pakistan and Afghan-
istan, is being abused by groups illicitly trafficking 
all kinds of goods, including precursor chemicals. 
The total estimated value of opiate trafficking in 
Pakistan is around US$1 billion per year. Drugs 
trafficked into Pakistan that pass through its Feder-
ally Administered Tribal Areas (FATA), travel 
through territory that is under the influence of the 
Tehrik-e-Taliban Pakistan and other Al-Qaida 
linked groups. Taliban-style taxation systems have 
been reported in these regions as well.46 In southern 
Tajikistan, the porous border with Afghanistan is 
crossed by traffickers but also militants linked to the 
Islamic Movement of Uzbekistan and other Al-
Qaida linked groups.47 The estimated value of opi-
ates trafficked through Central Asia is around 
US$350-400 million and increases as opiates travel 
northward towards the Russian Federation. 

On Afghanistan’s western front, the Islamic Repub-
lic of Iran has suffered greatly from the influx of 
Afghan opium. It has the highest level of opium 
consumption in the world. Drug trafficking is con-
sidered such a major security threat that the Gov-
ernment has spent over US$600 million to dig 
ditches, build barriers and install barbed wire to 
stop well-armed drug convoys from entering the 
country. More than 3,500 Iranian border guards 
have been killed in the past three decades by drug 
traffickers.

In addition to funding insurgency, the drug trade is 
fueling corruption. Afghanistan seized less than 
three tons of heroin in 2008 while about 375 tons 
were estimated to be trafficked out of the country, 
a seizure rate of less than 1%. This appears to reflect 
high levels of corruption among border guards and 
police, as well as collusion with transportation com-
panies. In addition, few drug traffickers are ever 
brought to justice, and some of those that have been 
convicted have been pardoned, suggesting higher 
level corruption as well. At the same time, being a 

member of the judiciary has become a dangerous 
profession. For example, Chief Judge Sher Gul was 
murdered by insurgents in Khost province in August 
2008 while Judge Alim Hanif, who headed the 
Central Narcotics Tribunal Appeals Court in Kabul, 
was murdered in September 2008. 

Widespread corruption, violence, and impunity 
have undermined the confidence of the Afghan 
people in their government, further strengthening 
the hand of the insurgents. Indeed, a portion of the 
Afghan Taliban are non-ideological, more “oppor-
tunistic” fighters motivated by a mixture of political 
discontent and financial need. As the insurgents 
and criminals grow stronger, they are better able to 
sow more violence and corruption, and recruit 
among the disenfranchised.

There was little indication that this vicious circle 
would be broken soon, but there is hope that recent 
political developments will alter the course of events. 
At present, various insurgent groups now control 
large swathes of the Afghan countryside, preventing 
aid from reaching some of the most vulnerable 
communities. At the same time, insurgents are able 
to carry out brazen terror attacks in major popula-
tion centers, such as recent operations in Kabul. 
Instead of focusing on the development needs of 
the Afghans, international aid is tied up in the 
eighth year of fighting the insurgency. Given the 
transcontinental dimensions of the Afghan heroin 
trade and the difficulties in combating drug traf-
ficking in the context of an active conflict, interna-
tionally coordinated action against the global heroin 
market is vital.
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in Italy were Albanians. This percentage dropped to 
22% in 2000-2003 and 13% after 2003. And Italy 
is the one country where Albanian victims are most 
prevalent: of some 10,000 human trafficking vic-
tims detected in Europe and reported to UNODC 
over the period 2005 to 2006, only 56 (about half 
a percent) were Albanian.53 A similar situation can 
be seen with victims from the Russian Federation, 
Ukraine and the Republic of Moldova. Today’s 
human trafficking victims come from a much wider 
variety of locations, many of them much further 
afield.

The trade in counterfeit cigarettes was once a main-
stay of the belligerent parties, even a key source of 
funding to certain national governments, and it 
remains an important issue. But as far as stability in 
the region is concerned, the biggest crime problem 
facing South-East Europe is domestic: fraud and 
corruption involving some government officials and 
their network of private sector partners. This cor-
ruption is fuelled by complicity in the heroin trade 
and other trafficking activities. The region has 
moved on from the chaos of wartime to a period of 
transition, where opportunities in a rapidly growing 
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Cosa Nostra and heroin trafficking

From the mid-1970s until the early 1990s, Cosa Nostra threatened the 
national security of a G-8 country from within as no other criminal group 
has done in the western world. The cause of this confrontation was heroin, 
and the threat was only resolved through dedicated and decisive law en-
forcement action.

Rooted in Sicily and in the Italian communities abroad, Cosa Nostra 
reigned as the paramount Italian organized crime group for decades, syn-
onymous in the public imagination with “the mafia.” It existed long before 
its rise to prominence, expanding to fill a governance vacuum during the 
process of Italian unification. Without formal structures to mediate trans-
actions and resolve disputes, informal structures emerged, including those 
that would evolve into today’s “mafia.”i

During its early years, Cosa Nostra assumed a low profile, opting, for ex-
ample, not to carry out abductions in Sicily because of the attention these 
received in the media. Until 1980, there was serious debate as to whether 
the organization really existed.ii This all changed when the Cosa Nostra 
“families” became involved in the international heroin trade.

In the mid-1970s, Cosa Nostra took over heroin trafficking from groups 
operating out of Marseilles. Opium was transported directly from Asia to 
Sicily, where it was refined into heroin and trafficked into US markets.iii 

In the USA, the heroin was distributed countrywide through a network 
of pizzerias. From 1975 to 1984, this ‘pizza connection’ supplied about 
one third of the entire US market and 80% of the heroin consumed in the 
country’s north-east.iv  

With the introduction of transnational heroin trafficking, a provincial rack-
et was transformed into an international business with massive profits, and 
into a threat to the stability of the country. There are at least four ways Cosa 
Nostra posed a threat to state stability in Italy:

By dramatically increasing the murder rate;
By mobilizing votes for sympathetic politicians;
By assassinating public officials who opposed them; and
By perpetrating quasi-terrorist attacks outside Sicily.

With regard to murder, the control of drug routes was the central cause 
of a mafia war, which ran between 1981 and 1983. Much to the ire of the 
other families, just a few – in particular the Bontade and Inzerillo families 
– were well positioned to control the 
primary trafficking nodes. The fight 
over this key territory left some 1,000 
people dead, giving Palermo a murder 
rate three times the national average 
in 1982. The end result was the domi-
nance of one family – the Corleonesi 
– in the Sicilian heroin trade.v  

The rise in violence produced political 
backlash, which the mafia combated 
with its influence and drug money. 
Cosa Nostra was able to direct tens 
of thousands of votes and used this 
power to gain a margin of impunity. 
Pointing at the close relationship be-
tween some public representatives and 
the families, Judge Giovanni Falcone 
commented in 1987 that: “…this 
convergence of interests with the ma-
fia is one of the most important causes 
of the growth of Cosa Nostra…and 

of the difficulties encountered in addressing its criminal manifestations.”vi 

A number of those who could not be influenced were killed. From 1960 
to 1974, at least eight public officials were murdered. During the peak of 
the heroin trade, between 1975 and 1985, Cosa Nostra killed at least 20. 
Among these were the president of the Sicilian Region, the head of the 
Communist Party in Sicily, the Palermo chief prosecutor, the local police 
chief and the Prefect of Palermo. 

Investigation into the heroin trafficking led to the prosecution of all major 
members of Cosa Nostra in the “Maxi-Trial,” involving about 500 people 
in Palermo and around 30 in New York. In January 1992, most of the 
indicted were sentenced to life imprisonment.

Between the time the first Maxi-Trial convictions were announced (1987) 
and August 1992, the violence against the authorities escalated. Five mag-
istrates and many officers and activists were murdered by Cosa Nostra. 
Among these were the judges Falcone and Borsellino, the masterminds be-
hind the Maxi-Trial, who were assassinated in two separate bomb attacks. 
These murders prompted the stationing of 7,000 troops in Sicily. 

After the arrest of Salvatore Riina, head of the Corleonesi family, in 1993, 
the bombing campaign grew increasingly random. In May, a bomb in 
Rome failed to kill a prominent news anchor, known for his anti-mafia 
campaigns. That same month, the Uffizi Museum in Florence was bombed, 
killing five people. In July, a bomb in Milan killed five people. In the same 
month, two bombs exploded simultaneously in Rome, targeting two ma-
jor churches. Don Puglisi, an anti-mafia priest, was killed in Palermo in 
September. In January 1994, Cosa Nostra attempted to kill hundreds of 
people during a football match in Rome, but the bomb they planted at the 
Olympic Stadium failed to explode. 

After 1994, the attacks stopped, and most of the major mafia chiefs have 
now been arrested. This progress was made possible because of the par-
ticipation of Sicilian civil society, supported by the national authorities. 
Nowadays, the other Italian mafia groups, ‘Ndrangheta and Camorra, ap-
pear to be more prominent than Cosa Nostra. 

This does not mean the Sicilian mafia activity has stopped, however. Cosa 
Nostra still plays a role in the US drug market in at least 19 cities. Matteo 
Messina Denaro, believed to be the paramount reigning boss, remains at 
large.vii But Sicily itself is not a drug transit zone anymore and the homicide 
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economy and the possibility of European integra-
tion may prove more attractive than criminal rack-
ets. Of course, renewed political conflict could 
change all this, as could the sudden downturn in 
the economy.

The stability/governance situation

Many of the states in South-East Europe are recent 
creations, and new institutions are still consolidat-
ing. The simultaneous stresses of the transition from 
communism to free markets and the conflicts asso-
ciated with the dissolution of the former Yugoslavia 
placed tremendous pressure on the region. It is still 
recovering from this difficult period. 

Unrest between rival ethnic groups in the Socialist 
Federal Republic of Yugoslavia began in 1990, just 
as communism was collapsing across Eastern 
Europe. Slovenia was able to secede in a relatively 
short 10-Day War, and the former Yugoslav Repub-
lic of Macedonia was allowed independence with-
out challenge. But the struggles in Bosnia and 
Croatia were much more protracted, extending 
until 1995 and involving serious war crimes. These 
wars were followed by a conflict in Kosovo until 
1999, and within the Former Yugoslav Republic of 
Macedonia in 2001.

These conflicts have yet to be entirely resolved. 
Bosnia and Herzegovina remains under interna-
tional supervision, and tensions between the Fed-
eration and the Republika Srpska have run high. 
Kosovo (Serbia) still hosts a large international 
peacekeeping force and states are divided on the 
question of its final status. The global financial 
crisis, which has had an especially negative impact 
on institutions investing in the Balkans, threatens 
the progress that has been made.

Linkages between TOC and stability 
threats

Organized crime has played a direct role in enabling 
conflict in the region and continues to play a role in 
perpetuating the residual instability. Under com-
munism, organized criminal figures linked to the 
various national secret services smuggled consumer 
goods and performed other needed services that the 
state could not directly perform. These skills would 
prove invaluable during the conflict period, when 
evading sanctions was essential for all the antago-
nists. They were also useful in navigating the priva-
tization process, where entrepreneurial instinct and 
informal pressure played a key role.

During the Yugoslav wars, all sides depended on 
smugglers. For the rump Yugoslavia, oil was essen-

rate in Palermo (0.6 per 100,000 inhabitants) today is one 
of the lowest in Europe.viii 

The history of Cosa Nostra shows what can happen when 
an under-governed region meets a lucrative transnational 
trafficking flow, but it also demonstrates how, with po-
litical will, public support, international cooperation, and 
sufficient resources, even the most powerful gangsters can 
be brought to heel.

The heroin trade that ignited a long period of violence in 
Italy is still strong and going through other regions, some-
times with consequences worse than those suffered in Italy. 
Addressing criminal groups can be of great benefit to indi-
vidual states, but to deal with a problem of international 
dimensions, collaborative efforts to treat the entire traffick-
ing flow are needed.

i Paolo Borsellino, Lezione sulla Mafia, lecture in Bassano del 
Grappa, 1989; Antonio Gramsci, Alcuni Temi sulla Questione 
Meridionale, 1935.

ii Giovanni Falcone, Marcelle Padovani, Cose di Cosa Nostra, 
Biblioteca Universale Rizzoli, 1991.

iii Ibid., Saverio Lodato, Trent’Anni di Mafia, Saggi, Bibliote-
ca Universale Rizzoli 2006; John Dickie, Cosa Nostra – A 
history of the Sicilian Mafia, Coronet Books, 2004. 

iv Giovanni Falcone, Marcelle Padovani ‘Cose di Cosa Nostra’ 
Biblioteca Universale Rizzoli, Time Magazine  “Busting a 
pizza connection” 23 April 1984. John Dickie, Cosa Nostra – 
A history of the Sicilian Mafia, Coronet Books, 2004. 

v Pino Arlacchi, Addio Cosa Nostra - la vita di Tommaso Bu-
scetta, Rizzoli, 1994; John Dickie, Cosa Nostra – A history of 
the Sicilian Mafia, Coronet Books, 2004; Giovanni Falcone, 
Marcelle Padovani, Cose di Cosa Nostra, Biblioteca Universa-
le Rizzoli, 1991.

vi Final sentence of the Maxi-Trial first instance, 17 July 1987.
vii Magazine S,  Ho visto Messina Denaro, August 2009.
viii BRA, Crime Statistics 2008; HEUNI, Criminal Justice 

Systems in Europe and North America, Finland, 2001.
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tial; for other parties, weapons and other materiel. 
Many traffickers sold to both sides in the conflict. 
Some factions relied on trafficking as a source of 
funding. Smuggling cigarettes to the region and 
into Western Europe was one important money 
spinner, and heroin was another. Criminal activities 
extended beyond the region into the extensive 
Balkan diaspora in Western Europe and throughout 
the world.

Even more directly, organized criminals were often 
among the antagonists, deployed in volunteer bri-
gades or paramilitaries or even as commissioned 
officers of the warring factions. These groups were 
responsible for some of the worst atrocities of the 
war. One of the key objectives was to “cleanse” dis-
puted areas of rival ethnicities, and for this, author-
ized criminals were often more effective than a 
military approach. “Rape camps” were organized, 
making use of female prisoners of war,55 and traf-
ficking in women for the purposes of sexual exploi-
tation continued to be an issue even after the 
peacekeepers arrived.56 In these ways, organized 
crime became an instrument of war. War and priva-
tization took place simultaneously, and organized 
criminals were well placed to take advantage of this 
process.57

Once the war in Yugoslavia began to cool, another 
front opened up. In 1997, the economy and gov-
ernment of Albania collapsed when a series of 
nationwide pyramid schemes ran insolvent. Around 
this time, fighting began between ethnic Albanian 
Kosovars and the forces of the Federal Republic of 
Yugoslavia and this continued through to 1999. 
The Kosovo Liberation Army received weapons 
looted from the armories of Albania and support 
from the Albanian diaspora community. It also 
drew funds from heroin trafficking, making use of 
diaspora networks in Italy, Switzerland, and else-
where in Europe. In 2001, ethnic Albanians in the 
Former Yugoslav Republic of Macedonia rebelled, a 
move that some have said was motivated more by 
criminal interests than political ones.

During the conflict, Albanian traffickers enjoyed a 
great advantage in the heroin market, due to chaos 
in their home areas and large diaspora populations 
in several key destinations, including Italy, the sec-
ond-largest heroin market in Europe. They were 
also highly motivated, since they were engaged in a 
civil war. When the war ended and a moratorium 
was imposed on speedboat traffic between the two 
countries, these traffickers lost their privileged posi-
tion. Their declining participation in West Euro-
pean heroin markets can be seen in declining arrest 

and seizure figures, as noted above. It can also be 
seen in the decline of their traditional allies in Italy, 
the criminal group Sacra Corona Unita.

Without these organized criminal activities and the 
funds they provided, the wars could have been 
much shorter, and the parties quicker to come to 
the negotiating table. Having penetrated govern-
ment and business, criminal elites applied the tech-
niques of organized crime, such as assassination, in 
politics and commerce in the immediate post-con-
flict period. The most spectacular example of this 
was the assassination of Serbian Prime Minister 
Zoran Đinđić in 2003 by organized crime figures 
who had managed to infiltrate the security services. 
This led to a major crackdown in Serbia and sent a 
message through the region that tolerance of organ-
ized crime was not sustainable.

The situation in South-East Europe has moved on 
considerably since that time, due in part to inten-
sive attention by the European Union. Much work 
has been done on building institutions and sup-
porting regional governments in making progress 
toward the goal of European integration. But insta-
bility remains a threat in some areas. 

Much of the remaining tension in the region is tied 
to the interests of rival strong men seeking to pro-
tect their fiefdoms, including the right to control 
criminal rackets. Of these, heroin trafficking routes 
are among the most lucrative. So long as powerful 
people remain involved in illicit activities, they will 
retain an interest in keeping the region off balance. 
They will also maintain the funds and the man-
power to promote instability if it suits their inter-
ests.

In addition to supporting peace and stability in the 
region, international cooperation on Balkan organ-
ized crime remains a priority because of the global 
dimensions of this activity. In particular, the huge 
flow of heroin that continues to go through the 
region is a matter of serious concern, and, more 
recently, Balkan criminals seem to be expanding 
their role in the European cocaine trade. The coun-
tries of South-East Europe do not have the means 
to stop these multi-billion dollar drug flows on 
their own.
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Main transnational organized 
crime threats

Afghanistan has not always been the world’s largest 
heroin producer. The title once belonged to Myan-
mar, which, from the 1980s until the 1990s, was 
the primary supplier to North America.58 It remains 
an important producer for the region, including 
Thailand and China. Opium production has been 
largely concentrated in the Shan State, the area of 
the country also most affected by insurgency.

Indeed, Myanmar’s declining role in global heroin 
markets is directly tied to the defeat of a key insur-
gent group. The Mong Tai Army, a separatist rebel 
group headed by the drug warlord, Khun Sa, was 
defeated in 1996.59 It controlled more than 70% of 
the heroin trade in the Golden Triangle at that 
time.60 The implementation of a number of peace 
agreements with the various ethnic rebel groups 
operating across the Shan State, some alternative 
development efforts in combination with Chinese 
pressure put on several of the ethnic groups in the 
eastern parts of Myanmar, led to massive declines in 
opium production. 

As a result of these efforts, over the 1996-2006 
period, the area under poppy cultivation fell from 
163,000 ha to 21,500 ha, a decline of 87%. The 
Kokang region, bordering China, became opium 
poppy free in 2001. The Wa region, also bordering 
China, was once the largest opium producing area of 
Myanmar, but it became poppy free in 2006. The 
other main opium production region, the North 
Shan State, which also borders China, reduced the 
area under poppy cultivation by 99% between 2003 
and 2006. By 2008, Myanmar accounted for only 
5% of the world’s total opium production, down 
from 30% in 1998. Since 2006, cultivation has again 
increased, however, reaching 31,700 ha in 2009, but 
this is still much lower than 10 or 20 years ago. 

The South Shan State, bordering Thailand, is cur-
rently the largest opium producing area, followed 
by the East Shan. These two areas accounted in 
2009 for around 90% of Myanmar’s total area under 
poppy cultivation. 

Since the late 1990s, partly in parallel to the mas-
sive declines in heroin production, methampheta-
mine production increased in the country, 
particularly in the regions where opium production 
declined. The territory controlled by the United Wa 
State Army (UWSA), the largest militant group, has 
been identified by both US and Thai sources as a 
major producer of methamphetamine, as well as 
territories controlled by the Shan State Army-South 
(SSA-S) and territories controlled by various groups 
inside the ethnic Chinese Kokang autonomous 
region.61 The number of arrests made for synthetic 
drug trafficking in Myanmar has already started to 
approach those made for heroin. The authorities in 
Myanmar dismantled 16 synthetic drug laborato-
ries and 24 heroin laboratories over the 2006-08 
period.62 These drugs are mainly destined for China 
and Thailand, though increasingly also affect other 
countries in South-East Asia (the Lao People’s 
Democratic Republic, Cambodia and Viet Nam) as 
well as India.

OPIUM PRODUCTION IN MYANMAR, FIG. 191: 1990-2009
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Stability threat

Myanmar is categorized as one of the Least Devel-
oped Countries and is the second poorest country 
in Asia.63 It is also consistently rated as one of the 
countries most affected by corruption in the world, 
coming in third from the bottom in the Transpar-
ency International rankings in 2009. The country 
has been governed by the military since 1962, and 
at times more than 40 regional ethnic militias were 
engaged in armed conflict with the central authori-
ties. This fighting drove some 140,000 ethnic 
minority refugees to camps in Thailand and dis-
placed an even larger number within Myanmar.64 In 
1989 and subsequent years, a series of ceasefire 
agreements were concluded, mostly in exchange for 
some kind of local autonomy. A number of the 
ethnic groups, however, have continued their armed 
struggle or are in a position to take up the armed 
struggle at any moment. 

There were at least 16 different armed groups con-
trolling parts of the Shan State and the Kayah State 
in 2009.65 The strongest seems to be the United Wa 
State Army (UWSA), controlling the Wa region, as 
well as some border regions in South Shan and East 
Shan. Another important group is the Shan State 
National Army (SSNA), controlling several parts in 
North Shan and northern parts of the South Shan. 

South Shan is the most contested province, and it is 
also the province with the highest levels of cultiva-
tion. Most of the smaller groups see opium as a key 
source for generating income to maintain their mil-
itary power. Next to the SSNA, parts of the South 
Shan State are controlled by the Shan State Army 
(SSA), by the Shan State Nationalities People’s Lib-
eration Army (SNPLA), by the Shan State South 
company (SSS), by the Pa-O National Organiza-
tion (PNO), the Shan State Kayan New Land Party 
(KNLP) and the Kayan National Guard (KNG). 
Groups controlling the Kayah State include the 
Karenni National Progressive Party (KNPP) and the 
Karenni State Nationalities Peoples’ Liberation 
Front (KNPLF). The Special Region 4 (S.R.4) is 
controlled by the National Democratic Alliance 
Army (NDAA). 

Links between TOC and stability threats

Being isolated from other sources of income, many 
of the insurgent groups turned to taxing of drug 
production as a major source of revenue. In addi-
tion, they were also reported to tax timber, gems, 
and other black-market goods passing through the 
territories which they control. The survival of many 
of these groups seems to depend on the illicit drug 
business. 

The 330 tons of opium produced in Myanmar in 
2009 generated around US$100 million in gross 
income for the farmers.66 It is not possible to calcu-
late the income earned by the drug traffickers, 
because there are no accurate data on heroin prices 
in the border regions. A very rough estimate would 
place heroin sales at around US$360 million in 
2009, with a range of perhaps US$140 to US$500 
million. Gross profits (income less amounts paid to 
farmers) would then be around US$260 million.67 
On this basis heroin sales would be equivalent to 
around 1.3% of the licit GDP of Myanmar.68 This 
is much less than in Afghanistan. So while drug 
sales allow rebel forces to remain mobilized, the 
country as a whole is not dependent on them.

Should the rebel forces need to become active again, 
they could very rapidly increase their drug income. 
Farmers in the region have the know-how to imme-
diately expand production if needed. One factor 
constraining yields in 2009 was the poor weather. If 
weather conditions had been the same as in 2008, 
the 2009 yield would have been 40% higher. The 
rebel groups could also become more actively 
involved in international trafficking if there were 
financial needs to do so, as Khun Sa’s Mong Tai 
army had done. Short-term incomes in excess of 
one billion dollars would not be out of the ques-
tion. But accessing this income requires interna-
tional trafficking to foreign consumption markets, 
many of them located half a world away. 

Reducing the potential for violence in South-East 
Asia will require addressing the transnational heroin 
trade, ATS production and regional trafficking, as 
well as all the other illicit activities that fuel armed 
groups in the region.
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Main transnational organized  

crime threat

Unlike the other areas reviewed with insurgency 
problems, the problem in the Democratic Republic 
of the Congo (DRC) is not drugs, but the illicit 
extraction and smuggling of minerals. The DRC 
has tremendous mineral wealth, yet the Congolese 
are among the poorest people on earth, and they 
have grown poorer even as the value of their national 
assets has grown. One of the reasons for this appar-
ent paradox is organized crime: the looting and 
smuggling of gold and other minerals by armed 
groups who have assumed control of parts of the 
country. And despite decades of peace efforts, the 
insurgent groups who benefit from these minerals 
do not appear eager to come to the negotiating 
table. Until the mineral trafficking is addressed, the 
prospects for peace will be seriously undermined.

Insurgent groups in the eastern part of the country 
are arming themselves with money gained from 
illegal mining and mineral trafficking. The problem 
is an international one, with countries in the region 
serving as transit zones and wealthier nations as 
destinations for the contraband. Rwanda is particu-
larly affected – one of the key armed groups operat-
ing in the DRC is the ethnic Hutu Forces 
Démocratiques de Libération du Rwanda (FDLR) 
– and the country is a key transit zone for trafficked 
minerals.69 But the traffic also affects Burundi, 
Uganda and the United Republic of Tanzania. 
Prime destination markets include Belgium, the 
United Kingdom, the United Arab Emirates and 
Thailand.

While coltan used to be the biggest source of income 
for armed groups in the eastern DRC, gold and cas-
siterite (tin ore) have now replaced it. Gold prices 
have increased steadily over the last decade, and 
demand has been stable at just below 4,000 tons per 
year.70 

Demand for tin increased in the mid-2000s, peak-
ing at more than 363,000 tons per year in 2007, 
and prices increased accordingly.71 However, as a 
result of the global economic downturn in 2008, 
both demand for, and the price of, cassiterite have 
decreased. It is too early to tell whether this will 
significantly impact on the groups profiting from 
the trade.

While it is clear that armed groups are benefiting 
from supplying these markets, it is unclear how 

PRICE OF GOLD AND TIN, FIG. 194: 
2003-2009

Source: World Bank Commodity Price Data
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traders in Canada, China, India and the Russian 
Federation increased their share.80

The stability/governance situation

The DRC is a country the size of Western Europe, 
sharing land borders with nine countries. Most 
Congolese today live within 100 kilometres of an 
international border and often have closer links 
with neighbouring countries than the central gov-
ernment.81 The distance from Kinshasa to the Kivus 
is more than 1,500 kilometres, practically inacces-
sible given the lack of paved roads. The country has 
experienced serious governance problems since 
independence, including the 32-year dictatorship of 
Mobutu Sese Seko, during which infrastructure was 
allowed to decay. 

In 1994, ethnic Hutu militias in Rwanda attacked 
the country’s Tutsi population, killing an estimated 
half a million people in about 100 days. When 
order was again restored, a large number of Hutus 
fled the country in fear of reprisals. Among them 
were militants, who continued to attack Rwanda. 
Some of these would evolve into today’s Forces 
Démocratiques de Libération du Rwanda (FDLR). 
In 1996, the Rwandan and Ugandan militaries 
invaded the DRC, in order to defeat the Hutu and 
overthrow Mobutu Sese Seko. DRC politicians, 
who had wanted to depose Mobutu for some time, 
joined the offensive. 

In 1997, Laurent Kabila deposed Mobutu with the 
assistance of the Rwandan and Ugandan armies. In 

1998, Kabila broke with his allies, who refused to 
leave the country, so both backed new militia 
groups. Although the conflict formally ended in 
2003,82 the eastern part of the country – particu-
larly North and South Kivu – is still experiencing 
armed conflict. While there are several underlying 
issues,83 profits from illegal minerals are funding 
armed groups and thus perpetuating insecurity.

Following a “serious escalation of fighting”84 in 
North Kivu in the second half of 2008, the political 
situation changed dramatically in early 2009. The 
long-time leader of the armed group Congrès 
National pour la Défense du Peuple (CNDP), Lau-
rent Nkunda, was arrested in Rwanda in January. 
Soon thereafter, several thousand combatants from 
CNDP, PARECO (Patriotes Résistants Congolais) 
and smaller armed groups were incorporated into 
the national army (the Forces Armées de la Répub-
lique Démocratique du Congo – FARDC).85 

In spite of the political progress, the Forces 
Démocratiques de Libération du Rwanda (FDLR) 
remains active, and millions of dollars continue to 
flow into its coffers.86 Although the CNDP is now 
ostensibly a part of FARDC, the movement and its 
revenue-generating capacities remain distinct.87 For 
example, at Bisie mine in Walikale, North Kivu, 
which produces some 70% of the province’s cassi-
terite, a former CNDP officer was assigned to col-
lecting taxes on behalf of the government, and he 
continues controlling part of the mine’s produc-
tion.88

CASSITERITE FROM NORTH AND SOUTH KIVU, MAIN IMPORTERS BY  FIG. 197: 
COUNTRY OF REGISTRATION, 2007

Source: Global Witness, “Faced with a gun, what can you do?”  
War and the militarisation of mining in eastern Congo, July 2009, p. 60. 
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Linkages between TOC and stability 

threats

The United Nations has established clear links 
between illicit mineral exploitation and trafficking 
and armed conflict in the eastern DRC through the 
work of its Group of Experts. The Group’s reports89 

have detailed how income gained from this trade 
has enabled various armed groups to build up their 
military capacities and challenge the Government’s 
territorial control, particularly in North and South 
Kivu.

The Forces Démocratiques de Libération du 
Rwanda (FDLR), a predominantly Rwandan Hutu 
group, is the group that has benefited most from 
illicit minerals. Its control of gold and cassiterite 
mines, particularly in South Kivu, continues to 
generate large revenues. It is involved in trafficking 
minerals by road to Rwanda, and has close ties to a 
number of traders and trading houses. For example, 
the top five cassiterite comptoirs in South Kivu in 
2007 (according to Government export statistics) 
had direct financial links to negociants who work 
with the FDLR.90 

In 2009, the newly-integrated FARDC, with assist-
ance from the Rwandan Defence Force, launched 
an offensive aimed at weakening the FDLR’s mili-
tary capabilities. It targeted key FDLR bases and 
strategic locations. The offensive failed, however, 
and FDLR is still deeply entrenched in South Kivu, 
particularly in key mining areas.91 

The Congrès National pour la Défense du Peuple 
(CNDP) has often chosen more indirect methods 
of profiteering from the natural resources. This 
group controls a key border crossing with Rwanda,92 
imposes various forms of “taxation” on the produc-
tion and trafficking of minerals, and exerts pressure 
on mineral traders and buying houses for cuts of 
their profits. Some parts of North Kivu are, in fact, 
under parallel civilian administrations, with CNDP-
appointees working in administrative offices of 
some local government entities. For example, in 
Masisi, CNDP officials are collecting a number of 
local taxes.93

PARECO and various community-based armed 
groups (known as “Mai Mai”) also benefit finan-
cially from the trade in illicit minerals, but usually 
in an opportunistic way. This also reflects the fact 
that these groups tend to lack a well-defined eco-
nomic and political agenda.94

Finally, elements of the Congolese military forces 
are also deeply entrenched in and benefiting from 

the trade. The UN Group of Experts argued that 
“the Group believes that it is not in the interest of 
certain FARDC commanders to end the conflict in 
eastern Democratic Republic of the Congo as long 
as their units are able to deploy to, and profit from, 
mining areas.”95 

In other words, the trafficking of minerals is key to 
conflict in the DRC. Addressing this conflict will 
require addressing the transnational organized crime 
that fuels it. If, through internationally coordinated 
efforts, this flow were to be stemmed, many of the 
combatants would lose their ability, and perhaps 
their will, to fight. Efforts similar to those used in 
the Kimberley Process on conflict diamonds could 
make a major difference in the security of the 
DRC.
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Main transnational organized  

crime threat

Somalia is a single state comprised of three autono-
mous zones: Somaliland, Puntland, and the residual 
Somalia, which has been contested by rival armed 
groups for nearly two decades. In this context, it is 
difficult to speak of threats to the state, but any-
thing that serves to aggravate and spread instability 
must be addressed. The recent growth of maritime 
piracy, bringing millions of dollars in ransom money 
to armed criminals, poses this threat.

Piracy has been around as long as people have 
depended on seaways for transport and trade. Inci-
dents of piracy in Somalia, the country with the 
longest coastline on the African continent, have 
increased rapidly in recent years, as has the coun-
try’s share of global piracy incidents. In the early 
2000s, Somali pirates were responsible for around 
5% of global attacks. In 2009, out of 406 reported 
incidents, more than half (217) were attributed to 
Somali pirates.

The pirates claim to be defending the coastline of 
Somalia from illicit fishing and toxic waste dump-
ing, but their actions belie their words. As the 
number of pirate attacks in the region has increased, 
commercial fleets have been advised to steer farther 
and farther from the Somali coast. This has com-
pelled the pirates to travel farther in search of vic-
tims, and they now attack craft having absolutely 
no relation to their domestic waters. Playing the 
role of the national defender has won the pirates 
some public legitimacy; important because they are 
dependent on community support on shore. This 
line is becoming increasingly implausible, but the 

practice has become so widespread that it may not 
matter any more.

Pirates are now operating more than 1,000 nautical 
miles (1,852 kilometers) from the shore, which 
means they are capable of targeting ships off the 
coasts of Kenya, the United Republic of Tanzania, 
Seychelles and Madagascar, as well as in the Indian 
ocean.96 As the principal waterways become better 
policed, the location of piracy incidents has shifted 
away from the Gulf of Aden and towards the south-
eastern coast of Somalia. In 2008, less than 20% of 
the attacks took place outside the Gulf; in 2009, 
more than 40% did.

The main method for targeting vessels is for the 
pirates to wait in skiffs, usually some 50 nautical 
miles off the coast, on the lookout for a suitable 
vessel to attack. This method is used both in the 
Gulf of Aden and in the Indian Ocean. However, 
there are also reports of pirates being equipped with 
GPS and tracking ships through the use of on board 
navigation information systems. They are also 
believed to have built up a large network of coastal 
and port informants.97

Once a vessel has been targeted for attack, several 
small skiffs are released from pirate “mother ships”,98 

prepared to attack the vessel simultaneously from 
different directions. This method of attacking 
moving vessels is currently very common for Somali 
piracy; it is used much less frequently by other 
pirates.99 Assault rifles and/or rocket-propelled gre-
nades are now used in most attacks by Somali 
pirates.100 At least some of the pirates involved usu-
ally manage to board the vessel and capture the 
(generally unarmed) crew.101 Bulk carriers, con-
tainer ships and general cargo ships comprise the 
majority of piracy victims.102 This is likely due to 
their relatively large size and slow speed. 

The hijacked vessel is then brought to one of the 
main bases of operation, Eyl, Hobyo or Haradheere,103 
and negotiations for ransom can commence. The 
pirates have set up safe locations onshore from 
where they can conduct ransom negotiations.104 
Companies that pay ransoms are understandably 
reluctant to reveal the amount, and the pirates 
themselves are not a reliable source, but the figures 
mentioned are frequently in the millions of dollars. 
In January 2010, a record ransom of either US$5.5 
or 9 million was paid.105 With 47 successful hijack-
ings in 2009, the annual profit generated by piracy 
could amount to tens of millions of dollars, in a 
country with a GDP of some 2.5 billion dollars.106 
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There is anecdotal evidence that as many as 1,400 
Somali men are now actively engaged in piracy.107 

Two main piracy networks have been identified: 
one in the semi-autonomous northern Puntland 
and another in the south-central Mudug region.108 

The most prominent pirate groups today seem to 
have their roots in Somali coastal fishing communi-
ties, especially in north-eastern and central Somalia, 
and their organization tend to reflects Somali clan-
based social structures.109 

PIRACY INCIDENTS ATTRIBUTED TO SOMALI PIRATES, FIG. 199: 2009

Gulf of Aden
Socotra
(Yemen)

SANA'A

ADDIS ABABA

VICTORIA

MORONI

ASMARA

MOGADISHU

Aden

Berbera

n

Hargeysa

Kismaayo

DAR ES SALAAM

DJIBOUTI

MADAGASCAR

COMOROS

ETHIOPIA

KENYA

DJIBOUTI

ERITREA YEMEN

OMAN

S O M A L I A

MOZAMBIQUE

UNITED REPUBLIC
OF TANZANIA 

SEYCHELLES

S o m a l i l a n d

Pu
n

t l
a

n
d

15° 

0°

15°

 45°E 60°E

500 km

U
N

O
D

C
 / 

SC
IE

N
C

ES
 P

O

Source: ICC: International Maritime Bureau, Piracy and armed robbery against ships, Annual Report 2009  

Each red dot represents an actual or
attempted piracy attack in 2009



270

REGIONS UNDER STRESS

The stability/governance situation

After the 22-year dictatorship of Siad Barre and 18 
years of civil war, the Government collapsed in 
1991. Numerous attempts at establishing a central 
authority since then have failed. Somalia still does 
not have an effective national government which 
controls the entire country. Indeed, it has three 
administrations with differing objectives: 1) the 
Transitional Federal Government, which aims to be 
the national government; 2) Government of Soma-
liland, which aims to be the government of an inde-
pendent Somaliland; and 3) Government of 
Puntland, which aims to be the government of the 
semi-autonomous region of Puntland.

While the election of President Sheikh Sharif Sheik 
Ahmed in January 2009 brought some optimism, as 
his ascent to power was brought about by a union 
between the former enemies of the Transitional 
Federal Government and the Islamic Courts Union; 
unfortunately, this union was short-lived. Somalia 
once again descended into a state of anarchy, and 
the insurgent groups Al Shabaab and the Hizbul 
Islam coalition attempted to take Mogadishu.110 
Since early May, in addition to the intermittent 
attacks on Government forces, there have been tar-
geted killings by insurgent groups, such as the June 
assassination of Omar Hashi Aden, the serving 
Minister of National Security.111

The President and his government have sought 
engagement with armed opposition groups, includ-
ing the Hizbul Islam coalition. There have also been 
consultations with influential clan elders and Islamic 
clerics in efforts to broaden domestic support for 
the stabilization of the country. However, these 
engagements have proved to be challenging, in large 
part due to inflexibility among hard line insur-
gents.112 

Of the three entities that constitute Somalia, Soma-
liland has the best established central government, 
whereas the putative national Government in 
Mogadishu is the weakest. Even the Somaliland 
Government struggles to deliver basic public serv-
ices. Four fundamental shortcomings affect all three 
governments, namely inadequate governance sys-
tems, human resources, public service delivery and 
physical infrastructure.113

In Puntland, which is a base for pirates, the political 
situation was recently described as “generally 
calm,114 in spite of occasional violent incidents, 
abductions and assassinations.115 Two Members of 
Parliament were also assassinated in separate inci-
dents in January 2010.116 

It has been argued that the common strand linking 
all Somali insurgents is a perception that the inter-
national community has been indifferent to the 
country’s sovereignty and the interests of ordinary 
Somalis. For example, some see the Transitional 
Federal Government as a foreign imposition. The 
American missile strike that killed the leader of one 
of the main insurgency groups, Al-Shabaab, in 
2008, provoked intense anger across the country, 
even among those who do not support the 
group.117 

It is clear that Somalia has severe problems estab-
lishing even the most basic governmental structures, 
let alone tackling piracy. Moreover, resources to 
improve the situation are scarce and unpredictable: 
the Transitional Federal Government forecast a total 
expenditure of US$110 million on anti-piracy 
measures in 2010, 80% of which depends on for-
eign assistance.118 

Linkages between TOC and stability 

threats

Somali piracy is clearly linked to the general lawless-
ness in the country. The instability is enabling 
piracy to flourish, as pirates have little to fear from 
a state that lacks capacity to prevent, expose and 
prosecute the crime. Pirates can generally operate 
with impunity,119 and may even enjoy an air of 
respectability within their communities.

Other cases presented in this chapter illustrate how 
the development of organized crime activities in a 
context of instability and weak governance can 
impact the situation that created it. One commen-
tator argues that “the failure of governance has…
resulted in a climate of insecurity in Somalia, which 
led to the development of a criminal economy. The 
reign of terror which has plagued Somalia on land 
created the environment for the extension of vio-
lence to the sea, and the profit from piracy in turn 
again sustains the insurgency in the country as a 
whole.”120 

While Somalia may indeed become trapped in a 
“vicious circle”, it is currently not clear to what 
extent piracy is driving instability. The links between 
pirates and insurgents are not clear-cut. Neither of 
the two main insurgent groups, Al-Shabaab and the 
Hizbul Islam coalition,121 are known to be directly 
involved in piracy, but it has been reported that Al-
Shabaab (AS) does have some links to pirates. 
Pirates have apparently approached AS for combat 
training, and AS is learning about maritime opera-
tions from the pirates. It also appears that AS is 
capable of taxing piracy. For example, when the 
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group captured the southern port of Kismayo, it 
was reported that pirates operating out of the port 
had to pay “protection money” in order to be left 
alone.122 

The “operational synergies” that may exist between 
some of the pirates and AS seem to be limited to the 
pirates of Haradheere (north of Mogadishu), who 
are from the same clans as many of AS. Due to clan 
rivalry, the pirates north of Haradheere are likely to 
have limited connections with AS.123 In addition to 
indirectly funding insurgency, there is concern 
about the growing influence of the pirates on what 
government exists. 124 Politicians who wish to remain 
in power may be loathe to challenge the pirates, 
given their wealth and, often, popular support. In 
Puntland, piracy is said to be penetrating all levels 
of society. The pirates’ annual income dwarfs the 
Government’s budget,125 and a number of Puntland 
ministers are suspected of involvement in piracy.126

In short, in addition to addressing the security con-
cerns around a very important maritime trade route, 
efforts to address piracy should also contribute to 
the efforts to restore order to Somalia. Wealthy 
organized criminals are yet one more powerful 
group with an interest in instability. And any wealth 
entering the country at this stage is likely to find its 
way into the hands of the militant groups who con-
trol so much of the territory of the country.
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REGIONS UNDER STRESS

IMPLICATIONS FOR 
RESPONSE

This chapter has illustrated the ways that transna-
tional organized crime is both a symptom and a 
cause of instability in a diverse range of regions 
around the world. Both organized crime and insur-
gency undermine the rule of law. Together, they 
pose an even greater challenge to stability. Left 
unaddressed, criminal riches can buy the arms and 
the influence to affect the course of political events, 
particularly in the poorer areas of the world. And 
the direction of this influence is almost always 
toward further conflict, as the downward cycle feeds 
upon itself.

This insidious link can provide a point of insertion 
for intervention, however. Contraband flows can 
have devastating local effects, but their dynamics 
are almost always international. Interventions can 
be targeted in areas less problematic than war zones. 
Strategies aimed addressing these flows could play a 
pivotal role in addressing civil conflict, by removing 
the profit motive that keeps many antagonists 
armed and in the field. Put simply, reducing crime 
can help foster peace.

For example, the two most problematic illicit drugs 
– cocaine and heroin – leave a swathe of destruction 
in many regions affected by the trade. If the flow of 
these drugs were significantly reduced, this could 
pay dividends in reducing violence and, in some 
cases, conflicts around the world.

The problem is that most efforts against drugs are 
national, or, at best, bilateral, when the scale of the 
trafficking is global. Without a strategy scaled to fit 
the size of the problem, successful national efforts 
run the risk of simply displacing contraband flows. 
When opposed, the drug markets in cocaine and 
heroin have consistently adapted, finding new cul-
tivation areas, new transit zones, and new consumer 
markets. In many cases, they have settled in the 
areas of least resistance, which are precisely the areas 
least equipped to deal with the challenge. And it is 
here that organized crime can escalate to the level of 
being a threat to stability.

The world does have a framework for dealing with 
these drugs internationally, in the form of the three 
drug Conventions (of 1961, 1971, and 1988), the 
United Nations Convention against Transnational 
Organized Crime, and the Convention against Cor-
ruption, which provide a platform upon which  
cooperation can occur. A great deal of successful 
collaboration has occurred under this aegis, but  

more could be done. Too often, work under the 
Conventions has been limited to law enforcement, 
while transnational organized crime cannot be 
reduced to a criminal justice issue. The Conven-
tions provide a bedrock, but they do not constitute 
a global strategy, and they do not frame drug traf-
ficking as a matter of international security. 

To deal comprehensively with these intractable and 
interlinked issues, there can be no substitute for 
coordinated international action. One area where 
immediate progress can be made is to fully integrate 
crime prevention into United Nations peace opera-
tions. The Security Council recently invited “the 
Secretary-General to consider these threats as a 
factor in conflict prevention strategies, conflict 
analysis, integrated missions’ assessment and plan-
ning and to consider including in his reports, as 
appropriate, analysis on the role played by these 
threats in situations on its agenda.”127 The United 
Nations is best suited to provide the leadership 
needed to address these global issues at the level 
required. But doing so will necessitate moving 
beyond the disciplinary silos that distinguish organ-
ized crime from other security threats. It will mean 
acting as one United Nations, making use of the full 
range of military, development and crime preven-
tion tools available.
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This report has been framed as a threat assessment, 
so it is fair to ask: which transnational organized 
crime flow poses the greatest global threat?

Throughout the report, when feasible, an estimated 
dollar value has been ascribed to each flow, in order 
to facilitate comparison. Of course, this is just one 
metric, and others may be more significant, as dis-
cussed below. But higher value flows can pose a 
higher risk because they place more money in the 
hands of criminals, who may use it to put bullets in 
guns or to bribe officials. This kind of comparison 
is especially useful when looking at areas where 
organized crime could pose a threat to the state.

The value estimates presented in this report must be 
regarded as extremely tentative. Since the data are 
incomplete everywhere, different estimation meth-
ods have been employed with each flow, and this 
affects their comparability. Many are based on sei-
zures, which reflect an unknown level of enforce-
ment success. In general, they should be seen more 
as indicators of the order of magnitude of the prob-
lem than figures of any precision.

Still, the differences between flows discussed in this 
report are striking. Drugs remain the highest value 
illicit commodities trafficked internationally, by 
quite a wide margin. The flows coming closest are 
actually those best integrated into licit markets – 
counterfeit goods and illicit timber – as well as 
those involving illicit human movement. Firearms, 

for reasons described above, make up some of the 
lowest value flows. The estimated total value of the 
flows considered in this report is about US$125 
billion per year, of which about 85% is generated by 
drug markets.

In addition to absolute value, a number of factors 
can affect the threat posed by a particular flow. 
Flows that direct a large amount of money to a 
small number of individuals or groups are more 
dangerous than those where the proceeds are more 
widely disbursed. Migrant smuggling from Mexico 
to the US results in billions of dollars changing 
hands, as much as local profits from cocaine, but so 
many hands are involved that the threat is much 
less. The identities of the traffickers is also clearly 
relevant, as is the location where the value accrues. 
Those who manufacture counterfeits in East Asia 
generate huge revenues collectively, but none of 
these people has any interest in taking on the state. 
The same amount of money in the hands of mili-
tants in Central Africa would be considerably more 
problematic.

The nature of the enterprise is also relevant. Human 
trafficking, for example, involves a lot of overheads. 
In the case of women trafficked to Europe for the 
purposes of sexual exploitation, it involves the hous-
ing and upkeep of some 140,000 workers, plus the 
costs of security and marketing. Turnover may be 
large, but profits, many of which accrue to small 
trafficking groups, are likely to be relatively small. 
In comparison, almost all the money gained through 
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identity theft is profit, with operating costs reduced 
to the price of an Internet connection.

Weighing all these considerations, drugs appear to 
generate the most dangerous flow of profits, fol-
lowed by environmental resources. Individual traf-
fickers may make tens of millions, if not hundreds 
of millions, of dollars in a relative small number of 
transactions. Production areas are often affected by 
insurgency, and transit countries often suffer both 
from either high rates of murder, high levels of cor-
ruption, or both. With core demand generated by a 
consumer base of addicts, drugs also represent a 
long-term source of income for organized crime 
groups. But drug flows also illustrate that it does 
not take a lot of money to cause a lot of damage. 
Traffickers and insurgents in Afghanistan, for exam-
ple, command only a small share of the value of the 
global heroin market, but cause far more violence 
than traffickers in Europe, where most of the value 
of the market resides. Similarly, those who fight 
over extractive industries in Africa may be compet-
ing for relatively small amounts of money, but in 
the context, these profits are worth killing for.

Although important, the impact of destabilizing 
money flows is just one aspect of the threat posed 
by organized crime. The direct impact of drugs, 
which have resulted in addiction, disease and death 
for millions, is equally severe. The violation of 
human rights when a woman is trafficked for sexual 
exploitation, or when a child is violated for pornog-
raphy, can never be adequately quantified. Firearms 
trafficking may not generate the largest incomes, 
but can even more directly challenge peace and 
stability. The market for tiger parts may be worth 
only a few million dollars per year, but the poachers 
pursuing this market could still drive these animals 
to extinction. 

Another way of looking at the threat is to look at 
the trend. Only four of the 16 TOC problems dis-
cussed in this report are clearly increasing, but this 
may be because only the largest and best established 
flows were included. Some organized crime prob-
lems have been around for decades, and may already 
be declining due to interventions and other factors. 
Others are rapidly emerging, and it may be possible 
to take action before the problem spirals out of 
control. For example, there has been a recent surge 
in demand for rhino horn associated with growth of 
the market in the east; a demand that could cause 
irreversible damage in a short period of time if not 
addressed.

In addition, the trend in the volume of contraband 

moved and the trend in threat may point in differ-
ent directions. For example, the cocaine flow to the 
United States has been in long-term decline, with a 
sudden drop off since 2006. At the same time, vio-
lence associated with this flow has dramatically 
increased. Changes in routing can also strongly 
affect the threat posed by a trafficking flow, such as 
when cocaine to Europe began to be diverted 
through West Africa. 

In the end, it appears that drugs remain the back-
bone of transnational organized crime, command-
ing the largest share of revenues, and fuelling 
violence, corruption, conflict and addiction. But 
this report has examined only a few markets in 
natural resources, and it is possible that some could 
be comparable both in scale and in impact, at least 
in the source countries. More research is needed on 
these extractive markets and their relationship with 
TOC and conflict.

Given this complexity, can any meaningful lessons 
be drawn from the findings of this report about 
TOC as a whole? At least three major points come 
to the fore:

Because most trafficking flows are driven 1. 
more by the market than by the groups 
involved in them, efforts that target these 
groups – the traditional law enforcement re-
sponse – are unlikely to be successful on their 
own.
Because TOC markets are global in scale, 2. 
global strategies are required to address them, 
and anything else is likely to produce un-
wanted side effects, often in the most vulner-
able countries.
Because globalized commerce has made it dif-3. 
ficult to distinguish the licit from the illicit, 
enhanced regulation and accountability in 
licit commerce could undermine demand for 
illicit goods and services.

Responding to TOC markets re-
quires more than law enforcement

The preceding chapters have illustrated what was 
suggested at the outset of this report: most of what 
we call “transnational organized crime” today is 
rooted in market forces, not the plotting of profes-
sional criminal groups. For example, a large number 
of people know that firearms legally acquired in the 
United States can be sold for much more in Mexico. 
No mastermind is needed to coordinate the hun-
dreds of straw purchasers required to satisfy demand. 
Similarly, people in rural areas of South-East Asia 
understand that the wildlife that surrounds them 
has value. So long as the buyers remain in certain 
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well-known collection points, no one has to con-
tract these traditional hunters to do the job. Sophis-
ticated structures are not needed to dispatch 
teetering boatloads of migrants into the Atlantic or 
the Mediterranean, or to post stolen credit card 
information on underground bulletin boards. Piracy 
in Somalia has become a vocation, almost a move-
ment. Individual pirate groups may become more 
or less important, but for as long as the opportunity 
exists and barriers to entry are low, there will be 
many young men willing to risk their lives for a shot 
at escaping conflict and hunger.

This is not to say that organized criminal groups are 
irrelevant to global TOC problems. Triad-type 
groups mediate relations between traffickers and 
officials in many markets in Asia. The Camorra 
remains important in receiving and distributing 
counterfeit goods in Europe, as well as in a number 
of other rackets. The Mexican cartels are becoming 
multi-crime enterprises, likely to endure even if 
cocaine demand were to dry up. These and many 
less well-known groups play an important role in 
promoting contraband provision and sales of illicit 
services. Much like insurgents, many take advan-
tage of their geographic control and network of 
corrupt officials to facilitate the business of crime. 
In doing so, they can acquire tremendous power, 
and become a problem in their own right. But in 
the end, they are participants in the market, not the 
source of it.

The implications of this central finding are several. 
While arresting and incarcerating individual perpe-
trators is important for its general deterrent effect, 
doing so is not sufficient to counteract illicit trade. 
So long as there is standing demand, and there 
remain areas where illicit goods can be sourced and 
trafficked, the market will adapt to any loss of per-
sonnel. Since the problem of TOC cannot be 
resolved purely through arrests and seizures, it 
cannot be reduced to a criminal justice issue. The 
solutions will require a much broader range of tools 
than those currently in the hands of law enforce-
ment officials.

Global strategies are needed for 
global problems

Of the 16 crime problems examined in this report, 
13 are intercontinental. What happens in these 
markets is a product of supply on one end of the 
world and demand on another, as well as conditions 
in a string of transit countries. Interventions at any 
point in this chain will have implications for every 
link. From a global perspective, national or even 

regional efforts made in isolation can be worse than 
ineffective; they can be counterproductive, as the 
problem is pushed from regions that pose resistance 
to those that do not, or cannot. 

Treating transnational organized crime markets will 
require two parallel sets of measures. First, there is 
a need to strengthen global resistance to TOC by 
building both the national and international capac-
ity to track and respond to the problem. This is 
something like strengthening the immune system, 
and represents a long-term collective project. 
Second, there is a need to create global strategies to 
collectively address TOC problems that have 
become so acute that they require special interven-
tion. This is more like a response to a particular 
infection, and would involve international strategic 
planning. In either case, the intervention must 
occur systemically, involving the whole organism. 
Both supply side and demand side measures must 
be coordinated, and the problem must be approached 
at a global level.

Regulating the licit can curtail  
the illicit

Traditional approaches tend to focus on influencing 
the behaviour of people whose behaviour is very 
difficult to influence. Many of those involved in 
TOC markets have very little to lose. Some are 
desperately poor, and contribute to global crime 
because there are few alternative options available. 
Some are marginal members of affluent societies, 
who participate in TOC as part of a broader coun-
terculture. Of course, there are organized criminals 
who are both privileged and greedy, but they gener-
ally rely on the work of countless others who are not 
so well-off. 

It is difficult to deter the desperate and the marginal 
with the threat of incarceration. These are often 
people for whom the immediate rewards of partici-
pation in TOC seem far more significant than the 
distant possibility of arrest. Coca and opium poppy 
farmers, street gang members, drug-addicted sex 
workers, straw purchasers, bush meat poachers, 
trafficking victims turned traffickers, the illegal 
migrants who vend counterfeit goods and the small 
manufacturers who produce them: most of the 
people who make illicit markets possible either do 
not appreciate that what they are doing is wrong, or 
they no longer care. Many are focused on making it 
through the day, and for some, imprisonment is not 
the least attractive alternative.

But there is another group of people whose behav-
iour is very important to maintaining these mar-
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kets, a group with quite a bit to lose if they are 
found to be operating outside the law: those who 
operate on the licit side of these same markets.

Lack of clarity about the origin of certain goods 
allows otherwise honest buyers, including commer-
cial firms, to purchase illicit merchandise. This 
results in much larger demand than there would 
normally be for contraband goods. When products 
are sold openly, the average buyer assumes they can 
be bought in good conscience. Professional buying 
agents may be under pressure to find the cheapest 
source available, and globalized commerce has made 
it impossible to individually screen each vendor. 
Regulating these markets globally would eliminate 
the good faith buyer pool, substantially reducing 
demand for contraband. All suppliers to the licit 
market internationally must be carefully monitored 
to ensure nothing illegal gets passed off as legitimate 
goods.

For example, trafficked timber and minerals enter 
the legitimate supply chain and are used by compa-
nies that can claim ignorance as to the ultimate 
origin of these commodities. Counterfeit goods and 
medicines are often produced by the same firms 
that make the licensed products and may be sold 
from legitimate wholesale and retail outlets. Simi-
larly, the trade in illicit ivory is only lucrative because 
there is a parallel licit supply, and ivory can be sold 
and used openly. Ivory would lose much of its mar-
ketability if buying it were unequivocally an illegal 
act, or if ownership of these status goods had to be 
concealed. In some cases, consumers are duped; in 
others, there is willing blindness. If the source of 
these products were clearly documented interna-
tionally, they would not be confronted with this 
dilemma.

The same may even be true of services. Whatever 
decision a national government makes on the legal-
ity of foreign workers or the sex trade, this decision 
must be enforced. The line between the legal and 
the illegal must be clear and consistently enforced. 
There must be no grey area, because this grey area 
conceals the workings of transnational organized 
crime.

Illicit drugs remain one of the few items discussed 
in this report that are illicit on their face, but even 
these are reliant on poorly regulated international 
commerce in chemical precursors. When only legit-
imate users of acetic anhydride can access it, for 
example, heroin production will be considerably 
more difficult.

A number of the most significant flows discussed in 

this report are by-products of licit commerce that 
has globalized at a rate in excess of our collective 
ability to regulate them. Supply chains are not sub-
ject to comprehensive audit because no one can 
keep track of the myriad products being shuffled 
back and forth across national borders. What goes 
on domestically remains obscured, and trade secrets 
have come to be regarded as matters of national 
security. It is in this murk and muddle that transna-
tional trafficking germinates. 

Putting an end to the parallel trade in illicit goods 
is part of the larger project of bringing transparency 
and accountability to global commercial flows, but 
considerable progress could be made by focusing on 
a few of the most problematic commodities. The 
Extractive Industries Transparency Initiative pro-
vides an example in the oil and mineral field. A 
similar effort could be mounted for environmental 
resources, and global accountability programmes 
launched for arms, pharmaceuticals, and even cer-
tain sectors of manufactured goods and chemicals.

More accurate accounting of containerized ship-
ping could also help reduce the volumes of contra-
band transported internationally. Most global 
commercial flows proceed by sea, but at present, 
transnational shipping is a chaotic affair, with inter-
national waters a largely lawless zone. Progress has 
been made in assuring bulk carriers are licensed and 
monitored. So too should be their cargoes, if com-
mercial accountability is to become a reality.

Of course, this logic does not apply to those forms 
of organized crime that are predatory, rather than 
market-based, such as identity theft and piracy. 
Arrest and seizures are not much more likely to 
curtail these activities than they are to eliminate 
contraband markets, however. Internet access is 
growing in the developing world, where law enforce-
ment capacity is limited, and there is currently no 
viable criminal justice system in Somalia. Here, the 
solutions are more likely to be technological, aimed 
at making it more difficult to acquire money in 
these ways. In the end, each flow is unique, and the 
interventions required to address it cannot be pre-
scribed without detailed consideration of the par-
ticularities, but the potential for taming the illicit 
by regulating the licit should be explored in each 
instance.

Coming to terms with TOC

This report represents the first attempt by UNODC 
to survey the broad terrain of transnational organ-
ized crime. It comes nearly 10 years after the meet-
ing in Palermo that gave birth to the Convention. 
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Progress has been slow in coming to terms with this 
multi-faceted and complex topic. It is hoped this 
threat assessment will help promote the interna-
tional cooperation required to take on these global 
problems.
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