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PORT SECURITY IN AN ERA OF OPEN Efﬂﬁﬂm AND OPEN SOCIETIES
by Stephen £ Flynn, Phai®

The poest-Cold War mommentum towards open ecopamics, openiechnalogics, and
opien wstleticd hiwe aecertisitad an impartint tew reility—{hot deipite the prensgatives
of sovereignty, the capacity nations possess (0 control the movement of people and goods
i eroding. Stted saccingtly, the traditional toals for palicing tmnshorder flows are (1)
na match for modem transportation ad logisties systems and (2) the market imperatives
for facilititing trade und travel. No where is the fiction of cantrol becoming mare
npparent thim in the world's moders segpons: Cmithe waiterfmont. efforts o filter the Tegnl
from illegat has become like locking for noedies in s mountaipous—and over growing—
haystack.

Ertding botder cantiul in ports and elsewhicre has some sobering implications for
o wide range of secutity and econdmic development interests. For centunies govermments
Iave sought 1o control their mantime and terrestial borders for rewons of seeurity, law
enforcement, iwmp'l:hn conirl, public sfety, and revenues. F:rrmn-:;r EOVETIITHTILE,
patrolling borders is séen me vital to deter aggression, particularly since Friction with
niiphibaring states or ethnic groups often involves disputes over boundaries. Also, border
contrat has always been an-importm pan of managing the flows of comraband thw the
host society perceives as threatening, such as weapons and dnigs States traditionally
have bl a keen interest In regulating who comes and goes across their borders
Passports and visas are closely serutintzell at points of entry. Additionally, public heatth
sirieaies that olm to manaid the sprend of disease by people, livestook, wd agricultural
products generally include border control measures: More rocantly, safely pod
environmental threats such as hazandows wane gpills and the spread of invasive spevies
caused by ships. planes, and trucks have made the border the locus for regulating the
transpormtion sector. Finally, states seek 10 control borders so they can géderate
reveniies. Colletitg duties, 10lls: and othier fees 5t the bonder is often an ATt
menrs (or govermments o scguine the resounces o bankroll thewr sctivities

There are four inporiint developments nssocinied with globatization that have
orenied daunung challenges for border control ot sea: land, and oir commengial enery
points. First, there has been an explosive growth in the volume of goods and people
moving mtesnationally The pressurss of global competitivensss has led companies 1o
fioeus on their core busingsses sl cast off functions they fitel willd be more profitable 10
contnct out. Modern corporations shop the globe for sub-commactors who affes thi best
product ot the best pnee. Thie practioe of outsowrcing: hues fueled oversers trade and
brusiness wavel. Similarly. fewer povermninentsl restrretions on travel combined with 2

. prewing numbes of people with greater dispenable incomes have misde touriem ons of the
wotld's leading indistrics. Modom iranspaitation hns contribited 1o thive developments
by akinge wessier and chaaper 1o move eross svast distancen
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Second, the globalizaion of irude and travel have placed o premium an speed and
efficiency. Casgo and passengers increasingly move through fubs that are designed to
link the pir, rail, surface, and in many instances, sea modes of ransportation.  Timing s
m&qlmhq&ugthmhup,mﬂqﬁhhﬁﬂkﬂmﬂmmn;mmﬂhly Also,
wniamﬁuﬂﬁﬂmmﬂmdmuﬂb;ﬁﬂﬂmm&ummmgmmm
uhhﬂﬂuﬁnﬂwnfmunmmnummmﬁum relying upon ~jusin-
ume” defivenes becomes more commonplace,

Third-and laspely as & rewlt of the fint two developments—-plabalization hus
highlighted the économic benefits statey derive from fscililating trade and travel. As
‘countries jockey 10 SO CAIED MMOVemETS or-fourins hrough therr ports or air
termmala, they are under enormons presmre to mduce inspections that could caose
delays. Inmany modem ports, gantry sranes can urfosd thuusands of containers from «
single ship in just & fow shon hours and load thode contulners on outbound tractor-truilers
or ofl ralleas withiut any phyeical inepeetion by citstons suthorities. Once on the road,
At chance that these cargoes will be inspecied along land borders hos become mare
remote a5 well The European Community has jed the way on this by eliminating border
impextions altogether fur who belong to their menmiber stutes. NAFTA
contaiis provisions, not yet fully enacted, that woeld'allow Meoxican, Canedian, and 1.5,
ks o move (hoir ctirposs anvwhire on the conlinent.

Forth and finally, there is & growing number of borders tn police. The collapse
of 1he Soviet Union and the end of the Cold War has brought with it » growing amay of
suparatisis grotps who seel autonomy. Kesovs snd East Timor are but the most
promingnt recent eximples of this phetomenan in many instances; these newly
emerging sinies lack the trining or the resources to enforce lows an the border.

The daunting scope of the contemporary boeder control chullengs panticularly foe
the world's largest economy is illustrated by the following wiktiitice, Thete are over 300
ports, with more than 3700 termunals that handlnwmu and eargo movements in the
United States.  The waterways and ports link to 152,000 miles of mil, 460,000 miles of
plrstines, and 45,000 miles of imerstate highwiys. The nation's land and sea borders
Adital DA00 miles with more than 1 billion metry (oo of byersess trude movipg ecross
tlitrm! Five milllon commierelil tricks and 4 million obean conliiners arrived serods
thoye bordersin: 1996, Tha same year, more than 400 million people entered the Uned
Stanss, ap from 225 million in 19807

Here are somie indicatérs thot clrront proctices to police LIS bordérs are under
Strai:
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+  The Immigrstion and Naturalization Service estimates there are S million
mdnmmhndﬂimsﬂlqﬂlgh!heum Stsies representing nonrly 2 percent of
the 118, popatation:’

= Diespite the nearty onc-quarter willion dollar mvestment i dnig control pragmms by
federal, stute and local poveriments since 1983, nwtﬂﬂhﬂﬁnmmm
valluble and more ffordable thun they were 8 décade ngo.*

»  The Mational Insurance: Crime Burcau estmotes IDD,DWmuInn niomobiiesare
ilegally transported out of the United States every year,

+  The National Cargo Security Council estimates thit US, corporations lst $10 bilfion
of carpi Mwmmwﬂmlm&mmwﬂmwm
cithet impaortd or exparsed oargo,

. _lﬂ G00C-20, 004 metric tons of ehlatoflourocarbons (CFCs) are smuggled into the
United Elftm. each yeur to supply the large black market in these ozone depleting
products.

OFf course, it in not just illegal migrants gnd smugplers of contraband that pre

it easier to reach their final destiations. This ssme sysiem can be readily
explaited by thase with hostile intent Why should a rogue stute o terroris oggenization
invest in ballistic missile technologies when o wespon of mass destruction could be
Ioaded imo o evataimer with 2 small global poaltion sysiem (GFS) device wnd sem
mywihere in e world™ - As Wrmshudm; trade, a terrarist could we o front company
wrnd foed & biological or chemical sgent into 5 contuiner and mesge itamong the millions
dontpihers thiel move in oceanbome tradé each month. 1t could be detiniied upon armival
m o pon o lobdied direcily anta s rflor truck ant] activeled ol i final destination point
or anywhers enmmie.

Transforming dpw security peactices 1) redreds (hese kinds of tssues will require
aflintidn at three lev Fﬁﬁmmmmdmﬂlklmmupummunbeswpﬂmw
need (o move godnds wnd people; There will e substential sesistionee to any barder control
wnitiative that iv perceived as compromising the competitive povition of prvate seetor agior
Accordinply, if will be essentiul 10 identify appmoprinte incentives for industry players to be
shippertive of now requirements.,
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_ mm»wﬂnmﬁmmmmﬂmmﬂmmwnﬁ:mh
‘umifertitken in the rest of the transportation and |ngistics setwark. If they are not, inspestors will
continue 1o be oveérwhielmed by the enormity of the task of identifving and intercepting illicit
‘oot after those goods terive in the port. In short, & "forward defense™ approach {s essentiyl.
Alsa, if security improeement are limited to the ports, the result will be generate the “balioon
effect.” i 2., pashing illicit activities eliswhere into the tnumportation systam (most likely the
trucking sector.)

T port security mus) be pursued in 8 regionn) comext Unilmern) effors o tipheen
security inone port without commensurate efforts o improve segurity in neighboring ports may
lead camriers 5o “port-dhop,"” L6, 10 move their business to other ports whetre their goods ars
cleared more quickly. The likely nésult would be only W shifl the locuk of the scourity dik at
the price of diminishing the competitive position of the more security-conscious port,

1n short. a conventinnal response o the growing port security threat will ullimately
prove self-defeating. National or port-directed measures such as: (1) requiring shippers and
carmiers 1o comply with unigue local security requirements, (2) sublecting greater sumber of
goods and peoplé to mote introsive inspectiony by customs and mmg:ulm withiorities, und (3)
imposirig stiffer fines and penalties for non=compiance will, a1 a mirimum, be pctively resisied
by the private seotor and will, at best, simply displace the problem o other tunpponation modes
vnitside the port of to neighboring ports

So what is to be done? Doing nothing should not be an opan-—the stakes associted
with weak por secunity arc oo high. But, doing sumething 10 reduce the nisk of crouinals and
terorists exploiting tramsportation and logistics systems has two seemingly duunting
p-ruamndhlm the private sector must be a willing parmer; and regional govemments must be
willing 10 work towards commai seourity poals. Since the convéntional resporisgs work sjtainst
these two ends, they must be ruled out: In thewr place the membent stites of OAS should
commit themegives 1o reaching agresment pn common recurty guidelings and then undennke
steps to remave phimcal and procedural bumiers 10 transborder movements for shippers und
cxrhess whis comply with thase guidelines.

A first brush; sdvocaitng an spproach that calls for both mising the bar on securiny Ead
facilitating crass-border flows of goods imd people appears counter-intuitive. Indeedd. af the
cratset of Shis paper | assened that lentifying and mercepting (gl sctivity In the post was
alteady like searching for & needle in the haoydtack. The irmphicatiorns of this wnalogy would
setni to mandate shiinking the baystack. Faellitaing rade and travel prosumably would hase
the vppeiize result.

Upon closer examinstion, however, security and facilitation do not necessarily wivk at
caivin purposes. Clearly the shsence of security warks againsi facilivdtion. I criminals and
terrorists are free (o do their worse in:a port. migest-shoppeds ot carvien will avoid it Thoeso
who do notwill have w bear the cont of hinpe thew own seeuriiy forees (o gasrd ther goods i)
trumsit—a phenomennn that is becoming commnpilace in contemporary Rustia. Additionally,
hu:m-rcw-tnﬂ nmm—immm welHintentioned-—that lemld to lengihy deliss may wnally
campromke securily since the oppditunity to stesl goolls & place contraband smonj them is




incemtives for corruption which inevitshly leads 1o tess sscure ports. Confronted by Jong gueuss
and lengthy delays, officials will be routinely tempted by bribes for the “privilege™ o move 1o
the head of the line ar to obtain early relesse of legitimate commeree. Thase whio are willing 10
m]ﬂ these payments become easy targets for arganized criminalé with more nefariges

Hmnnlyuﬁwﬂmmmmmﬁlrmnddiwiﬂlmmmﬁmmm:h
faclliation, Incrensingly they are mutually reinforcing. This s the nutural outgrowth of
new information, comaunications, and navigationa! lechnoalpgies thal are becoming more
commonplace with the tramapartation and logistics industries. Shippers dnd carriers ane
embmicing tracking tecknolopies and sophisticaied electronic daw-bases o improve the
«fficiency of imernal business operations and to satisfy custamers that they can deliver their
goods ar their passenirers on time. B, thess same technologies hold out the potential of
making the international flows of cargo and patsongers “transparent” and could serve two
piirpoces. Firie it would allow ciepo nd paisenger nianifesiy 1o be examined well in sdvisce
‘of arnval so that nonssuspicious flows could be cleared for entry without delay at the border—a
boon for egitimate mmspartens. Second, for suspicinus flows, it would provide the mears jo
[ﬂnpnmlsnunhmmntﬁ:m which lowers the rizk of collsteral damuge or disrsption 1
legitimate carjto and passenger traffic. In other words, it would help to shrink the havstack by
eliminating muny of the sladiows within licit flovws where ilicit activities could flourish

Port secarity in an e of open eoondinies ind open societics should have three contral
eluments. First, shippers and cartiors throughout the transportation and logisties sysiém mus:
ateopt gréatet responsimtity For rediscing the risk they Will be exploited by ctiminaly anil
terrarisis, Specifically, they must be willing 1o work with govemmen officials in developing
securiny guidelines that will reduce the risk that in-transit cargo or pessengers con be infiluated
by Whime mdent on causing harm, Second, they must agree to closely track mnd forwand
information essenilil o the petfinmonce of the work of border coniral agenis well in advanis of
ilial arvival thme ot the bardier. THind, governments must, in turn, teward responsible shippers
and carners by reducing mimsive rndom mapeciions and- {abonoasadminisimiive. procedupes
that prodicad fengthy deliys. Instead, people and goods should be ~virually™ inspected well in
advince of'thisir arrival and eléared if these is no basis lor suspecting they ane involved in il
activities

Cietting from where we are 1o where we peed to be will not be easy. Profin
matghns i the tramsporistion and logisties industries are generally quite thin and there
will be substantial resistance by shippers and carers to any new security inntintive that
brings with it additional costs. Moving avway from traditional practices ks also likely to be
resssted by the povernmrnl szencied and enforeement oificials whio are charged with
horder control respansibilities. Few within government uderstand the dynamic gigbal
forces hekind the changes within in ihe transportation industry and many belicve that the
cuirrent ehallenges cun be readily met by o geestes commiiment 1o providing more
resotirees bo their dienciés. In sonte locdles whiere cottuption b combssn place. new
prracticey thst create “teansparency” would threaten o undesmme the loerative wavs mamny



offieisls supplement their incomes. In shory the key privaie sector and governasent
nctors have o substuntinl interest in preserving tbe status quo.

1t strikes me that thic Inter-American Commtission an Ports should challehge this
tatus gqui. The motivation for dbing & is straipht-forward. Our parts must be prepared
flor the projected rise in tmde within hemisphere and our govemmemis will need 10 assure
ot respeetive domenic polities that security will not be wmduly compraomised by these
Increased transborder flows. Individual Port Direstors should sspecially welcome the
centm element of the proposed repime—a key way to improve security is to eliminate
deldvs from meffloietit pon aperations, improving intermodal fmks, and streamlinimg
povamimen) procedures within the port,  Thus, the wrgument Tor reforming obsolete labor
practices. modemnizing the port infrastructure and improving the port conmectiony b road
and rail, and curbing the sbuses of carrupt afficinls i< nod simply the econaric ane, ie.,
these réfirms are essentid] 1o making a port more competitive within the region. These
reforad dla are indiapettsible to making pors mone secure.

Fr those who sre concemned that weak sscusity in Latin Amenican ports creates
greater opporiunities for drug traffickens and other criminal elements, the thesis of this
paper suggests thit thit govermients and organizations must expand from the counter-
nitreolics base to 8 broader systems approach. Rather than focus on interdicting drugs
alane, the Linied Staies and OAS's CICAD shoutd advance the desolopmint of a safie,
effichent, and accessible hemisphetic maring transportation system that includes sound
security practices. Specifically these gosls and oblectives should be aldvinced:

(1) Have imemational and regional development orgsnizations place grester
emphadis on upprading marine transportation mfmstnmetiee, bl mike distibution of
fimameisil assistunce conditional on governments embraging regions] pon seourity
guidelines.

(2} Suiidardize cuttoms fegimes m suppost expediiios cargo ard pussmger
clearance and improved wystem efficiency,

(3) Increase awarenoss amm :lum'm and carmiers of vuinerabilities and threuts
by conducting transpiration seounity irining programs

(4} Forpe and mointin ongoitg intelligence shnring relationihipl with the
isembers oF the transportation and logisucs industries wherever approprinze,

{51 Modemune and sutominte freight transpont systems; procenses, and trade data
informatian flows.

() Suppert the development of reliable, low-goxt tracking devices far ships and
their cargoes

COMCLUSION

Bordars in our changing world are indreasingly meeting grounds fise markets and
ciiliires While historically thidt aim hos beeh s separate; todoy they aften have to
seomirndite. Thus, tiose who spend their tmie tn poris enjoy tingeide seats w one of
the meost voxing-and imporant policy contests of our time~how to simke the right hillance
between control and operiness. 15 we ire willing 10 break whih tried ind true bordes

L



enforoement approsches thit are no longer true, we will find that control and opennioss
nieed ot be antithetical By forging stronger private and public eelationships amory
industry, repulators. and enforcement officinls; by embrcng new trecking and dat
mmmagement iechnolopies for carriens and cargoes; and edvancing a remme thit brings
qreater transparency to the ghobal flows of people and goods, states will be better
positioned (o 2ssure tht the imperatives of port seourity keep pace with those of
globaliration. '
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